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TERRORISM  AND  AMERICA: 
A  COMPREHENSIVE  REVIEW  OF 
THE  THREAT,  POLICY,  AND  LAW 


WEDNESDAY,  APRIL  21,  1993 

U.S.  Senate, 
Committee  on  the  Judiciary, 

Washington,  DC. 

The  committee  met,  pursuant  to  notice,  at  10:25  a.m.,  in  room 
SD-226,  Dirksen  Senate  Office  Building,  Hon.  Joseph  R.  Biden,  Jr. 
(chairman  of  the  committee),  presiding. 

Also  present:  Senators  Leahy,  Feinstein,  Moseley-Braun,  Hatch, 
Grassley,  Specter,  and  Cohen. 

OPENING  STATEMEP^  OF  HON.  JOSEPH  R.  BIDEN,  JR.,  A  U.S. 
SENATOR  FROM  THE  STATE  OF  DELAWARE 

The  Chairman.  The  hearing  will  come  to  order.  I  thank  the  wit- 
nesses and  my  colleagues  for  their  patience. 

Let  us  begin.  I  have  a  brief  opening  statement,  and  then  I  will 
yield  to  my  colleague.  Senator  Hatch.  Almost  2  months  ago,  a  mas- 
sive bomb  exploded  in  the  World  Trade  Center  in  New  York  City. 
Six  people  died,  over  1,000  people  were  injured,  and  at  least  $1  bil- 
lion of  damage  resulted  as  the  explosion  ripped  through  seven  con- 
crete floors  and  destroyed  the  buildings'  power,  communications, 
and  safety  systems. 

The  terror  felt  by  those  present  at  the  explosion  was  visible  on 
the  faces  of  the  survivors  as  they  streamed  out  of  the  building,  and 
this  terror  was  shared  by  all  Americans  who  felt  suddenly  vulner- 
able because  terrorism  was  no  longer  an  abstract  concept  to  them. 
It  threatened  an  American  landmark  on  American  soil. 

Since  the  bombing,  law  enforcement  officials  have  made  substan- 
tial progress  in  uncovering  who  carried  out  the  World  Trade  Center 
bombing.  Several  suspects  are  now  under  arrest  and  indictment, 
and  many  facts  about  the  attack  and  how  it  was  carried  out  are 
now  known.  Nonetheless,  it  is  clear  that  many  questions  remain  to 
be  considered  and  hopefully  answered. 

Restoring  peace  of  mind  to  all  Americans  depends  in  part  on  our 
ability  to  address  the  questions  that  have  been  raised  by  that 
bombing  efficiently  and  effectively.  Today,  we  will  attempt  to  an- 
swer some  of  those  questions  with  our  witnesses.  Ambassador 
Woolsey,  the  Director  of  the  CIA,  Director  Sessions  of  the  FBI,  and 
Mr.  Pope  of  the  State  Department,  as  well  as  experts  from  various 
fields  of  intelligence  and  law  enforcement,  will  discuss  the  nature 
and  scope  of  the  terrorism  threat  we  face  today. 
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We  will  focus  on  certain  specific  issues  related  to  terrorism,  in- 
cluding explosives  technology  and  regulation,  and  legal  issues  of  ex- 
tradition and  immigration.  Although  we  had  planned  to  do  so,  we 
will  not — I  emphasize  we  will  not  at  this  time  address  the  details 
of  the  World  Trade  Center  bombing  itself. 

Judge  Kevin  Duffy  of  the  U.S.  District  Court  for  the  Southern 
District  of  New  York,  who  is  presiding  over  the  criminal  case  pend- 
ing against  the  individual  accused  of  the  bombing,  has  extended  a 
broad  gag  order. 

A  broad  gag  order  prevents  government  officials  with  knowledge 
of  the  case  from  discussing  it  outside  the  context  of  his  court  pro- 
ceedings. I  would  argue  as  a  technical  matter  we  could  in  fact,  if 
we  insisted,  have  you  testify  about  that,  but  we  will  not  get  into 
a  separation  of  powers  argument  here.  I  think  we  should  abide  by 
the  judge's  desire  and  wishes  here  and  not  put  anyone  on  the  spot. 

For  this  reason,  we  will  defer  this  matter,  and  we  will  seek  a  re- 
port on  the  status  of  that  investigation  when  it  is  appropriate  to 
do  so  in  light  of  the  ongoing  prosecutions,  and  at  some  point  we 
will,  when  appropriate,  want  to  have  a  public  hearing  on  that  as 
well. 

Today,  then,  we  will  focus  on  defining  and  understanding  the 
threat  of  terrorism  and  the  policies  best  suited  to  respond  to  that 
threat.  First,  what  are  the  causes  of  such  terrorist  acts?  Although 
terrorist  violence — often  claiming  innocent  men,  women,  and  chil- 
dren as  victims — seems  senseless,  there  is  usually  an  underlying, 
although  perverse,  logic  behind  it.  How  can  we  learn  to  identify 
these  danger  signals? 

Second,  can  we  respond  to  terrorist  acts,  when  they  do  occur,  so 
as  to  deter  future  violence?  For  example,  when  airport  security 
measures  were  improved  following  a  wave  of  hijacking,  the  inci- 
dence of  such  acts  decreased  dramatically. 

Third,  does  law  enforcement  have  the  tools  it  needs  to  prevent 
terrorist  acts  from  occurring? 

A  key  question  here  is,  do  we  have  the  resources  sufficient  to  tar- 
get all  those  reasonably  capable  of  inflicting  such  injury? 

Fourth,  can  we  improve  international  cooperation  in  the  fight 
against  terrorism?  The  recent  return  from  abroad  of  one  of  the  sus- 
pects in  the  New  York  bombing  is  a  tremendous  success  in  this 
area. 

Examining  these  broad  questions  will  provide  the  necessary  un- 
derpinning for  the  committee  to  review  existing  Federal  law  on  ter- 
rorism, identify  any  gaps  in  coverage  if  they  exist,  and  propose 
needed  legislation  as  recommended  by  our  law  enforcement  and  in- 
telligence officials. 

Last  Congress,  many  of  us  worked  to  pass  a  comprehensive  crime 
bill  that  contained  a  number  of  counterterrorist  measures  that  I 
had  put  in  the  bill  referred  to  as  the  Counter  Terrorism  Act  of 
1991. 

Unfortunately,  due  to  the  opposition  that  has  resulted  in  what 
has  become  our  standard  fare  here,  we  were  unable  to  pass  the  om- 
nibus bill,  but  it  will  be  introduced  again  this  year,  and  hopefully 
we  will  be  more  successful. 

For  many  years,  there  has  been  a  perception  that  the  United 
States  is  somehow  immune  from  terrorism.  That,  because  of  good 


law  enforcement,  refusal  to  negotiate  with  terrorists,  and  a  willing- 
ness to  retaliate,  terrorists  have  steered  clear  of  our  shores.  Wheth- 
er or  not  the  bombing  in  New  York  crosses  a  threshold  of  a  new 
era  is  unclear,  and  that  is  what  we  want  to  begin  to  explore  here. 

I  welcome  Ambassador  Woolsey,  Director  of  Central  Intelligence, 
and  Director  Sessions  of  the  FBI.  I  appreciate  your  making  the  ef- 
fort to  be  here,  both  of  you — and  Mr,  Pope,  acting  coordinator  for 
counterterrorism  at  the  Department  of  State,  all  three  of  whom  will 
be  our  leadoff  witnesses  today,  and  we  thank  you  very  much  for 
being  here. 

Director  Sessions,  the  events  of  the  past  few  days  in  Waco,  TX, 
are  of  great  interest  to  all  of  us  who  are  troubled  by  the  outcome 
of  the  Waco  stand-off,  an  incident  that  began  with  the  tragic  loss 
of  four  Federal  law  enforcement  officers,  now  ended  with  the 
deaths  of  over  80  people,  including  children  who  perished  in  the 
fire  apparently  started  by  members  of  the  cult. 

I  realize  that  there  is  a  call — a  legitimate  call — for  us  to  begin 
hearings  in  this  committee  as  well  as  in  the  House.  Both  the  rank- 
ing member  and  the  distinguished  Senator  from  Pennsylvania  and 
others  have  suggested  that. 

I  do  not  disagree  with  the  thrust  of  their  suggestion,  but  I  do  not 
intend  to  hold  hearings  now.  I  intend  on  taking  you  up  on  your 
offer  to  brief  the  committee  privately  and  I  will  give  you  all  the  op- 
portunity and  time  to  assess  in  as  much  detail  as  you  can  what  ac- 
tually did  happen  and  prepare  the  report  the  President  has  re- 
quested. 

At  that  time,  an  appropriate  time  in  the  near  future,  we  will  ask 
the  administration,  the  Attorney  General,  and/or  you,  or  both  of 
you,  to  come  back  up  and  tell  us  and  the  public  what  occurred. 

Now,  I  acknowledge  that  in  the  meantime  the  House  may  pre- 
empt that,  but  my  view  is  that  this  is  the  time  to  have  a  reasoned, 
settled,  and  quiet  look  at  what  happened  and  do  it  as  thoroughly 
and  professionally  as  we  can,  and  then  those  of  us  who  wish  to  sec- 
ond-guess, may  do  that  at  that  time,  but  let  us  wait  to  give  you 
a  chance. 

So  I  appreciate  your  willingness  in  the  interim  to  offer  to  brief 
this  committee,  and  your  staff  and  mine  are  apparently  working 
out  a  time  after  consulting  with  the  ranking  member  that  we  could 
reasonably  do  that. 

On  the  matter  at  hand,  the  Ambassador  indicated  that  he  was 
very  willing  to  come  and  speak  today,  but  much  of  what  he  could 
discuss  with  us  at  this  point  in  time,  ought  to  be  in  close  session. 
So,  I  will  say  to  my  colleagues,  that  we  do  not  ask  any  questions 
of  the  Director  in  open  session  because  of  the  concern  that,  al- 
though much  could  be  discussed  in  open  session,  it  is  a  very  fine 
line  between  where  you  reveal  sources  and  methods  when  you  are 
talking  about  what  is  going  on  and  when  you  do  not. 

Rather  than  us  err  on  that  side,  we  are  going  to  get  a  policy 
statement  from  the  DCI  and  then  if  we  conclude  that  we  should  go 
into  closed  session  now  or  at  a  later  time,  the  Director  has  indi- 
cated he  is  willing  to  do  that.  So  we  will  honor  that  commitment, 
and  I  appreciate  your  being  here. 

Again,  I  thank  you  all,  I  thank  my  colleagues,  and  this  will  be 
the  first  of  two  days  of  hearings  and  I  suspect  it  will  be  the  first 


of  several  days  of  hearings  that  we  will  have  over  the  next  several 
months  to  determine  what  we  should  be  doing  to  accommodate  and 
aid  in  the  effort  of  the  Federal  Grovemment  to  deal  with  terrorism 
in  this  country  and  abroad, 

I  yield  now  to  my  distinguished  colleague  and  ranking  member, 
Senator  Hatch. 

OPENING  STATEMENT  OF  HON.  ORRIN  G.  HATCH,  A  U.S. 
SENATOR  FROM  THE  STATE  OF  UTAH 

Senator  Hatch.  Thank  you,  Mr.  Chairman.  I  welcome  all  the 
witnesses  here  today.  You  are  very  important  people,  important  to 
our  country,  and  we  appreciate  your  willingness  to  come  and  tes- 
tify. 

Today's  hearing  has  been  organized  pursuant  to  our  committee's 
jurisdiction  and  a  formal  request  by  the  leadership  of  the  Senate 
to  begin  an  analysis  of  the  issue  of  terrorism.  Specifically,  the  com- 
mittee will  examine  the  U.S.  Government's  counterterrorism  poli- 
cies and  efforts,  assess  the  potential  for  counter  domestic  and  inter- 
national terrorist  acts,  and  discuss  various  legislative  and  policy 
options. 

An  intelligent  assessment  of  the  potential  terrorism  threat  both 
here  and  abroad  must  consider  the  world's  developments  and  their 
relationship  to  the  United  States.  As  well,  we  need  to  examine  our 
response  and  our  efforts  here  at  home. 

There  are  several  legislative  proposals  aimed  at  enhancing  our 
counterterrorism  efforts  pending  before  the  Senate.  Senator  Biden 
mentioned  his  last  year  in  the  crime  bill.  I  introduced  the  Crime 
Control  Act  of  1993,  S.  8,  this  year,  and  it  contains  several  provi- 
sions, including  prohibitions  against  providing  material  support  to 
terrorists,  implementing  language  for  maritime  and  aviation  con- 
ventions against  terrorism,  and  enhanced  penalties  for  acts  of  ter- 
rorism. 

Terrorists  distinguish  themselves  from  other  violent  criminals 
when  their  acts  are  intended  to  intimidate  or  intended  to  coerce 
governments  or  populations  in  furtherance  of  political  or  social  ob- 
jectives. Terrorists  consider  their  methods  to  be  the  great  equalizer, 
because  they  are  afforded  great  leverage  at  a  low  cost. 

Coordination  of  the  Federal  response  to  terrorist  acts  is  delegated 
among  the  lead  agency  concept  wherein,  to  illustrate,  the  State  De- 
partment addresses  incidents  occurring  overseas,  while  the  Depart- 
ment of  Justice  has  primary  responsibility  over  incidents  occurring 
within  our  borders.  We  will  be  hearing  from  these  and  other  agency 
representatives  here  today  and  tomorrow. 

The  recent  bombing  of  the  World  Trade  Center  has  raised  con- 
cerns among  many  Americans  because  the  act  appears  to  have 
breached  our  defenses.  Americans  are  aware  that  with  some  excep- 
tions most  attacks  of  violent  terrorism  have  taken  place  overseas. 
Terrorist  activities  within  the  United  States  have  been  limited  to 
fundraising  and  the  coordination  of  other  activities  abroad. 

The  World  Trade  Center,  however,  has  heightened  the  concerns 
among  the  people  about  (1)  the  extent  to  which  international  ter- 
rorism elements  are  here  in  the  United  States,  and  they  are  here, 
(2)  the  vulnerability  of  U.S.  facilities,  and  we  have  done  a  very 
good  job  up  till  now  at  containing  these  people,  (3)  whether  inter- 


5 

national  terrorists  have  initiated  a  trend  toward  targeting  facilities 
within  our  borders,  and  we  will  comment  on  that,  and  (4)  whether 
enough  is  being  done  by  our  Grovemment  to  prevent  such  acts. 

We  shall  calmly  and  rationally  examine  the  World  Trade  Center 
incident  and  learn  from  it.  The  committee  hopes  to  take  a  respon- 
sible and  evenhanded  look  at  this  issue  so  that  we  can  learn  how 
to  improve  our  ability  to  counter  this  threat  or  similar  threats. 

What  I  find  particularly  troubling  about  the  New  York  bombing 
is  that  it  appears  to  have  been  carried  out  by  amateurs.  In  other 
words,  those  who  have  been  charged  to  date  seem  to  have  been  act- 
ing on  their  own,  not  under  the  direction  of  an  organized,  inter- 
national, State-sponsored  effort.  If  this  turns  out  to  be  true,  we 
need  to  assess  the  potential  for  additional  independent  incidents. 
Additionally,  some  of  those  responsible  for  the  bombing  were 
known  to  Federal  officials. 

I  believe  we  must  question  whether  we  can  do  more  to  deport 
nonterrorists,  and  I  will  want  to  explore  this  in  detail  with  some 
of  today's  witnesses. 

I  also  hope  that  v/e  can  strengthen  our  support  programs  that 
help  fight  terrorism,  such  as  the  technical  support  working  group, 
an  interagency  group  that  funds  research  on  promising 
counterterrorism  technologies. 

We  should  continue  identifying  new  technologies  to  strengthen 
aviation  s^ety,  continue  reviewing  options  for  improved  informa- 
tion-sharing and  policy  coordination  among  agencies,  and  continue 
strengthening  the  career  paths  for  those  who  have  chosen  the  field 
of  counterintelligence. 

I  am  also  concerned  about  the  State  Department's  recent  reorga- 
nization, which  has  resulted  in  the  downgrading  of  the  Terrorism 
Office.  Finally,  we  must  ensure  that  our  laws  do  not  serve  as  a 
shield  for  terrorist  elements  operating  within  our  borders.  We  must 
ensure  that  all  terrorists  know  that  as  President  Reagan  once  said, 
when  the  rules  of  international  behavior  are  violated,  our  policy 
will  be  one  of  swift  and  effective  retribution. 

Having  said  all  that,  I  would  just  like  to  make  one  comment 
about  the  recent  events  down  in  Waco,  TX.  I  am  certainly  not  going 
to  second-guess  the  decision  by  our  Attorney  General  and  the  FBI 
to  use  tear  gas.  I  know  that  was  a  sincere  and  well-thought-out  de- 
cision. However,  I  do  have  to  say  I  have  lots  of  questions  as  to  why 
we  were  there  to  begin  with,  and  I  have  not  received  sufficient  an- 
swers to  those,  and  some  of  these  questions  have  been  raised  this 
morning  in  the  New  York  Times  article  on  this  particular  incident, 
and  I  am  very  concerned  about  it. 

On  that  score,  I  would  like  to  have  the  Judiciary  Committee  look 
into  why  we  have  the  Bureau  of  Alcohol,  Tobacco  and  Firearms 
under  the  direction  of  Treasury,  when  in  fact  we  probably  should 
have  them  under  the  direction  of  Justice,  where  they  can  be  coordi- 
nated with  our  leading  law  enforcement  agency,  the  FBI.  So  it  is 
something  that  I  would  like  to  look  into,  Mr.  Chairman,  in  the  fu- 
ture, and  I  hope  everybody  would  like  to  look  into  it  as  well. 

Having  said  that,  I  am  going  to  get  back  to  what  we  are  talking 
about  here  today,  and  that  is,  I  am  going  to  be  very  interested  in 
these  hearings  and  the  results  thereof,  and  in  working  with  the 


chairman  in  trying  to  resolve  these  problems  of  terrorism  in  our  so- 
ciety today. 

I  think  that  the  intelligence  agencies  and  law  enforcement  agen- 
cies and  our  international  agencies  have  done  a  very  good  job  thus 
far  in  protecting  the  American  people  from  the  terrorists  who  do 
exist  in  this  country,  who  are  active  in  this  country,  and  who  could 
be  out  of  control  if  we  did  not  have  the  good  law  enforcement  ap- 
proaches that  we  have  had  in  the  past.  I  want  to  compliment  you 
for  those.  I  am  fully  aware  of  them,  and  I  appreciate  what  you  have 
done  in  the  past. 

Thank  you,  Mr.  Chairman. 

The  Chairman.  Thank  you  very  much.  Let  me  point  out  I  did  not 
have  a  chance  to  tell  the  ranking  member,  I  had  a  brief  discussion 
with  Chairman  Moynihan  yesterday,  who  has  jurisdiction  over  the 
Alcohol,  Tobacco  and  Firearms,  and  he  made  the  same  statement 
you  made.  He  did  not  understand  why  it  is  not  folded  into  the  FBI, 
and  so  we  will  take  a  look  at  it. 

Senator  Hatch.  I  think  we  ought  to  look  at  it,  Mr.  Chairman.  I 
want  coordinated  law  enforcement  and  interdiction  efforts,  and  I 
want  to  make  sure  they  are  coordinated  in  a  way  that  makes  sense, 
and  right  now  they  are  not. 

The  Chairman.  As  only  Senator  Moynihan  can  say  it,  he  not  only 
asked  the  question,  he  offered  an  answer,  and  the  reason,  he  said, 
they  were  separate  was  that  J.  Edgar  Hoover  did  not  want  the 
tough  jobs.  He  gave  all  those  to  the  Alcohol,  Tobacco  and  Firearms. 

Senator  Hatch.  I  think  they  want  the  tough  jobs  today,  I  tell 
you,  at  Justice. 

The  Chairman.  Does  anyone  else  have  a  brief  statement  they 
would  like  to  make? 

Senator  Leahy.  Mr.  Chairman,  I  will  submit  my  statement  for 
the  record.  In  the  100th  Congress  I  had  held  hearings  on  this  sub- 
ject, and  again  I  will  just  reiterate  one  major  issue. 

We  are  a  country  with  the  greatest  democratic  principles  of  any 
nation  on  earth.  We  have  the  greatest  constitutional  guarantees  of 
any  nation  on  earth. 

Ironically  enough,  in  two  world  wars  we  fought  millions  of  people 
to  protect  those  guarantees.  In  some  ways,  they  are  under  more 
danger  of  being  eroded  by  the  activities  of  a  handful  of  dedicated 
terrorists  inside  our  country. 

I  applaud  you  for  having  these  hearings,  Mr.  Chairman,  because 
I  would  hope  that  they  would  demonstrate  that  we  have  to  protect 
our  constitutional  freedoms  in  this  country  and  not  allow  the  activi- 
ties of  a  handful  of  dedicated  terrorists  to  have  us  shrink  from 
those  when  we  did  not  allow  the  armies  of  Hitler  and  others  to 
allow  us  to  shrink  from  them. 

I  think  that  is  the  greatest  danger  we  face  from  terrorism  in  this 
country,  if  we  allow  a  dozen  or  so  dedicated  terrorists  to  do  to  the 
United  States  what  all  the  armies  arrayed  against  us  in  two  world 
wars  were  unable  to  do. 

Thank  you,  Mr.  Chairman. 

[The  prepared  statement  of  Senator  Leahy  follows:] 


Prepared  Statement  of  Senator  Leahy 

I  welcome  the  Judiciary  Committee's  hearings  today  and  tomorrow  on  the  impor- 
tant topic  of  terrorism.  As  tJie  graphic  lesson  of  February's  bombing  of  the  World 
Trade  Center  shows,  we  mxxst  remain  vigilant  about  this  threat.  Serious  terrorist 
incidents  can,  and  I  am  afraid  most  certainly  will,  happen  in  this  country. 

We  no  longer  live  in  a  world  where  international  conflict  is  defined  along  lines 
largely  defined  by  two  predominate  super  powers.  Instead,  we  face  a  range  of  con- 
flicts throughout  the  world  that  pose  new  and  different  threats  than  were  presented 
by  the  Cold  War.  Although  terrorism  is  hardly  a  new  phenomenon,  the  character 
of  this  form  of  conflict  takes  on  a  new  priority  in  the  post-Cold  War  world. 

Largely  because  of  the  work  of  the  FBI  and  other  federal  agencies,  working  with 
State  and  local  law  enforcement,  there  have  been  relatively  few  successful  terrorist 
attacks  within  the  United  States.  While  international  terrorism  has  certainly  af- 
fected important  interests  of  ovu^  abroad,  such  acts  have  been  fortunately  rare  on 
our  shores.  However,  because  of  the  enormous  destructive  capacity  of  such  attacks, 
no  room  exists  for  complacency.  ,     ,    .  ,  ,  ^u 

Over  the  years,  I  have  been  particularly  interested  in  the  heightened  threat  ter- 
rorism presents  in  an  age  where  high  technology  is  increasingly  commonplace.  In 
the  100th  Congress,  I  chaired  the  technology  and  law  subcommittee  and  conducted 
hearings  on  the  hi-tech  aspects  of  modem  terrorism.  These  hearings  studied  the 
threat  that  advanced  technological  weapons— nuclear,  biological  and  chemical  weap- 
ons, for  example — could  pose  if  they  were  to  fall  into  the  hands  of  terrorist  groups. 

The  hearings  also  concentrated  on  the  increased  vulnerability  that  we  as  a  high 
technology  society  face  because  of  our  use  of  and  reUance  on  the  benefits  of  techno- 
logical development.  The  United  States  depends  on  an  intricate  web  of  computerized 
networks  that  underpin  everything  from  our  national  defense  systems  to  interstate 
telecommunications  to  our  financial  markets. 

The  reUable  operation  of  electric  and  natural  gas  transmission  systems,  of  umn- 
temipted  electronic  information  transfers,  of  financial  and  business  operations  car- 
ried over  telephone  lines,  of  a  vast,  complex  transportation  system  that  has  many 
chokepoints — all  of  these  systems  are  vital  to  our  country. 

At  the  same  time,  it  is  not  feasible  to  post  guards  at  every  power  transmission 
line,  every  bridge,  every  computer  terminal  or  along  every  length  of  natural  gas 
pipeline.  Nor,  in  an  open  society  such  as  ours,  would  we  want  to  do  this.  What  is 
necessary,  is  that  we  act  and  think  strategically  about  the  character  of  the  terrorist 
threat,  and  how  we  can  best  pursue  vigorously  intelligence  detailing  plans  of  would- 
be  terrorists. 

Our  country's  greatest  strength  is  our  200-year  adherence  to  our  Constitution.  1 
can  think  of  few  things  that  would  put  more  strain  on  the  Constitution  than  a  very 
serious  terrorist  attack,  or  threat  of  an  attack,  that  might  endanger  or  disrupt  the 
lives  of  thousands  or  even  millions  of  Americans.  That,  in  some  ways,  is  perhaps 
a  far  greater  threat  than  anj-thing  else  we  face  in  terrorism— the  threat  that  it 
coiild  actually  undermine  our  constitutional  framework  of  government.  Norie  of  us 
want  to  give  up  our  open  society,  and,  especially,  none  of  us  want  to  give  it  up  to 
a  handfiU  of  terrorists.  To  my  imnd,  the  most  important  thing  hearings  like  this  can 
accomplish  is  an  awareness  of  the  threat  terrorism  poses  to  our  constitutional  form 

of  government.  ,     ,  .     -^       ^  ■  j 

I  welcome  the  Judiciary  Committee's  return  to  study  these  sigmficant  issues,  and 
thank  the  witnesses  for  their  valuable  insights  into  how  we  balance  protection 
against  terrorism  with  protection  of  our  cherished  civil  liberties. 

OPENING  STATEMENT  OF  HON.  CAROL  MOSELEY-BRAUN,  A 
U.S.  SENATOR  FROM  THE  STATE  OF  ILLINOIS 

Senator  Moseley-Braun.  Mr.  Chairman,  with  leave  of  the  com- 
mittee—and I  will  try  to  talk  fast— I  do  not  want  to  read  a  long 
statement,  but  I  would  want  to  say  few  words  precisely  because 
this  issue  is  so  important,  because  the  concerns  that  Senator  Hatch 
has  raised  and  Senator  Leahy  has  raised  are  so  overriding  in  terms 
of  this  issue  of  terrorism,  so  I  will  read  my  statement  into  the 
record  because  I  would  very  much  like  to  pursue  these  ancillary  is- 
sues as  well  as  the  specific  issue  of  the  World  Trade  Center  prob- 
lem. 

With  the  end  of  the  Cold  War,  the  United  States  now  stands  as 
the  sole  remaining  superpower.  We  are  the  only  Nation  with  the 
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military  and  economic  resources  to  project  its  forces  around  the 
globe.  As  a  result,  we  are  to  some  extent  both  the  policeman  and 
the  Good  Samaritan  to  the  world. 

By  assuming  these  responsibilities,  whether  in  the  Persian  Gulf, 
Somalia,  or  the  no-fly  zones  of  Bosnia,  we  inevitably  make  our- 
selves the  target  of  extremists  and  zealots  who  feel  bound  to  ob- 
serve no  limits  in  the  pursuit  of  their  age-old  rivalries.  We  cannot 
afford  to  stand  idly  by  in  the  face  of  this  threat.  Terrorism  is  a 
form  of  war,  and  we  must  prepare  for  it  as  we  would  for  any  war. 

First,  we  must  identify  the  enemy.  I  believe  that  we  have  been 
relatively  successful  in  this  endeavor.  We  know  the  identities  and 
locations  of  many  of  the  world's  terrorist  outfits,  we  have 
catalogued  their  weapons  and  explosives  of  choice,  and  we  know 
which  outlaw  States  sponsor,  finance,  and  train  them. 

Second,  we  must  devise  a  strategy  to  defeat  the  enemy.  We  must 
ensure  that  the  FBI,  the  CIA,  and  other  agencies  responsible  for 
our  national  security,  which  for  so  long  have  focused  their  attention 
on  the  threat  posed  by  the  Soviet  Union,  are  prepared  to  reallocate 
sufficient  amount  of  their  resources  to  counterterrorist  efforts. 

We  must  also  reexamine  our  approach  to  fighting  terrorism.  The 
type  of  law  enforcement  work  that  has  twice  literally  found  the 
needle  in  the  haystack  to  solve  the  Pan  Am  103  and  the  World 
Trade  Center  bombings  is  commendable  indeed,  Mr.  Chairman,  but 
when  I  see  the  result  that  we  are  able  to  obtain  when  our  law  en- 
forcement agencies  cooperate  and  apply  their  collective  surveil- 
lance, technological  and  forensic  skills  to  solve  crimes  which  have 
already  been  committed,  it  only  serves  me  to  reinforce  the  need  to 
apply  the  same  level  of  cooperation  and  diligence  to  the  often 
unglamorous  work  that  can  prevent  these  criminal  acts  in  the  first 
place. 

Finally,  we  must  never  forget  that  our  borders  are  the  first  and 
most  important  defense  against  the  scourge  of  international  terror- 
ism. I  have  been  particularly  disturbed  by  reports  that  known  ter- 
rorists have  been  able  to  obtain  U.S.  visas  simply  because  some  of 
our  embassies  and  consulates  abroad  lack  adequate  computer  facili- 
ties, and  that  others  have  been  able  to  gain  entry  to  this  country 
through  blatant  abuse  of  the  political  asylum  process. 

I  therefore  welcome  these  hearings  on  our  Nation's  immigration 
laws  and  procedures.  If  we  cannot  secure  our  borders,  we  cannot 
secure  our  citizens.  We  must  determine  how  terrorists  are  able  to 
enter  this  country  and  why  some  terrorists  have  apparently  for  so 
long  been  able  to  stay  here. 

If  our  immigration  laws  as  currently  written  are  inadequate  to 
exclude  terrorists  from  our  shores,  then  these  laws  must  be  re- 
vised. If,  however,  our  laws  are  adequate,  but  we  have  simply  been 
lax  in  enforcing  them,  then  we  must  ensure  that  the  Justice  De- 
partment provides  the  leadership  and  resources  necessary  to  rectify 
that  situation. 

On  a  final  note,  in  the  wake  of  the  Gulf  War  and  the  World 
Trade  Center  bombing,  I  have  been  extremely  troubled  by  the  will- 
ingness of  some  to  cast  a  suspicious  eye  toward  all  persons  of  Arab 
origin  and  to  use  these  tragic  events  as  a  justification  to  demean 
and  attack  Arab  Americans. 


We  can  protect  ourselves  against  the  terrorist  threat,  even  the 
real  threat  posed  by  terrorism  originating  in  the  Middle  East,  with- 
out jeopardizing  the  civil  rights  of  a  group  that  has  contributed  so 
very  much  to  this  society. 

All  Americans — all  Americans — have  an  investment  in  stopping 
the  stigmatization  based  on  race  or  ethnicity  which  fear  and  terror- 
ism so  often  can  incite.  The  horror  of  terrorism  is  that  it  can  strike 
anyone  at  any  time,  the  cruelty  of  terrorism  that  it  picks  the  inno- 
cent for  its  victims.  Our  challenge,  ladies  and  gentlemen  of  the 
committee,  is  to  protect  ourselves  from  this  evil  while  preserving 
the  civil  liberties  which  we  all  cherish. 

Senator  LEAHY  [presiding].  Senator  Grassley,  I  understand  you 
do  not  have  an  opening. 

Senator  Grassley.  No,  I  do  not  have,  but  I  do  want  to  bring  up 
this  point,  because  we  were  told  that  only  Senator  Biden  and  Sen- 
ator Hatch  would  have  opening  statements.  I  always  like  to  have 
an  opening  statement,  but  I  want  to  respect  the  rights  of  the  chair- 
man and  ranking  member  to  restrict  opening  statements  if  they 
want  to. 

I  would  only  hope  that  in  the  future  we  would  note  clearly 
whether  or  not  we  should  have  opening  statements.  I  am  glad  for 
the  opening  statements,  particularly  what  the  Senator  from  Illinois 
had  to  say,  and  I  would  associate  myself  to  some  extent  with  her 
remarks,  but  I  would  like  to  have  it  made  very  clear  in  the  future. 

Senator  Leahy.  The  Senator  from  Iowa  understands  that  the 
Senator  from  Vermont  is  merely  pinch-hitting  as  chairman.  I  am 
allowed  to  sit  here,  but  I  am  not  allowed  to  run  the  train. 

OPENING  STATEMENT  OF  HON.  DIANNE  FEDJSTEIN,  A  U.S. 
SENATOR  FROM  THE  STATE  OF  CALIFORNIA 

Senator  Feinstein.  Just  a  few  comments,  and  I  will  put  my 
statement  in  the  record,  Mr.  Chairman. 

In  the  1970's,  I  was  the  victim  of  a  terrorist  group,  or  one  of  the 
targets  I  should  say,  known  as  the  New  World  Liberation  Front 
which  operated  in  California,  bombing  electrical  stations  and  sin- 
gling out  some  public  officials.  A  bomb  detonated  at  my  home,  win- 
dows were  shot  out,  my  husband  at  the  time  was  dying.  I  armed 
myself,  became  proficient  in  firearms,  and  proceeded  to  face  what 
was  unknown,  and  so  I  found  out  first-hand  what  terrorists  can  do, 
and  it  should  not  be  underestimated  by  anyone. 

This  Nation  I  believe  should  not  be  complacent.  I  think  that  it 
is  only  a  question  of  time.  Since  1970's  I  have  begun  to  follow  the 
development  of  terrorist  movements  across  the  world.  I  saw  them 
emerge  in  a  way  that  I  had  never  thought  possible,  and  I  frankly 
think  the  only  thing  that  has  kept  terrorism  off  our  shores  are  two 
oceans. 

So  I  am  very  pleased  to  be  a  part  of  this  committee.  I  think  we 
need  to  hone  or  pinpoint  our  intelligence  gathering.  I  think  we 
need  to  greatly  develop  our  counterterrorism  efforts,  because  I  have 
no  doubt  that  it  is  reallj'  only  time,  today,  rather  than  oceans,  that 
separates  us  from  additional  World  Trade  Center  bombings.  I  am 
one  public  official  that  believes  very  strongly  that  the  work  of  these 
gentlemen  is  extremely  important,  and  that  American  public  policy 
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needs  to  be  reevaluated  in  view  of  what  may  very  well  lie  ahead 
in  the  future. 

Thank  you  very  much,  Mr.  Chairman. 

[The  prepared  statement  of  Senator  Feinstein  follows:] 

Prepared  Statement  of  Senator  Feinstein 

Mr.  Chairman,  Americans  have  been  fortunate.  In  an  increasingly  violent  world, 
we  have  been  spared  the  wholesale  carnage  wrought  by  terrorism  in  so  many  other 
nations.  To  be  sure,  American  military  personnel,  human  rights  observers  and  ordi- 
nary travelers  have  been  killed  and  injured  in  recent  decades.  Yet  our  collective 
sense  of  security  has  remained  unshaken.  /.  ,     ,it    ,  j 

Indeed,  profoundly  disturbing  as  they  were,  even  the  surreal  images  of  the  World 
Trade  Center  and  CIA  Headquarters  that  filled  our  television  screens  in  the  past 
weeks  did  not  disturb  America's  hard  won  sense  of  itself  Amazingly,  87  percent  of 
Americans  told  the  Gallup  organization  in  mid-April  that  they  did  not  "personally, 
feel  any  sense  of  danger  from  terrorist  acts  where  [they]  live  and  work  *  *  *."  in 
a  CNN-USA  Today  poll.  ^       , 

Congress  does  not,  however,  have  the  luxury  of  such  enviable  complacency,  Mr. 
Chairman.  It's  our  job  to  find  out  how  and  why  excludable  aliens  were  able  to  per- 
petrate deadly  attacks  on  highly  visible  seats  of  American  intelligence  and  com- 
merce. It's  up  to  us  to  marshall  every  resource  at  our  command,  including  reform 
of  current  immigration  law  if  necessary,  to  stop  it  from  happening  again.  And  it's 
up  to  us,  Mr.  Chairman,  to  develop  and  mobilize  America's  unique  technological  re- 
sources to  help  our  law  enforcement  agencies  thwart  and  punish  terrorists  no  mat- 
ter where  they  may  hide.  ■      i.1. 

Most  importantly,  however,  we  must  assure  and  expand  our  abUity  to  acqmre  the 
kind  of  pinpoint  intelligence  so  essential  to  ongoing  and  effective  counter-terrorism 

I  am  gratefiil  for  the  opportunity  that  this  hearing  affords,  Mr.  Chairman,  to 
learn  more  about  this  complex  and  chilling  problem  and,  perhaps  most  importantly, 
how  and  what  the  Senate  may  do  about  it.  I  commend  you  and  your  talented  staff 
for  organizing  what  promises  to  be  a  useful  and  instructive  two  days  of  hearings. 

Senator  Moseley-Braun.  Mr.  Chairman,  what  is  the  procedure 
now?  Do  we  have  to  go  vote? 

Senator  Leahy.  No.  We  are  going  to  continue.  Apparently  the 
buzzer  is  stuck,  but  we  are  going  to  hear  from  Ambassador  Woolsey 
to  begin  the  testimony,  and  Senators  who  wish  to  go  and  vote  can 
and  should.  The  chairman  and  ranking  member  are  voting  and 
should  be  on  their  way  back. 

Senator  FEINSTEIN.  How  much  time  do  we  have  if  the  vote  has 
begun?  .   . 

Senator  LEAHY.  You  have  8  minutes  and  12  seconds  remammg 

in  this  vote. 

Senator  Feinstein.  Maybe  we  had  better  excuse  ourselves. 

Senator  Leahy.  I  was  wrong  on  that.  We  have  7  minutes  and  49 
seconds.  And  the  clock  is  screwed  up.  We  live  in  a  technological 
age,  as  you  can  see,  and  so  I  will  recess  the  committee  for  about 
10  minutes  while  we  allow  somebody  to  fix  the  clock,  because  oth- 
erwise. Ambassador  Woolsey,  your  testimony  will  be  interfered 
with  in  the  electronic  era,  and  I  would  not  want  that  to  happen, 
so  we  will  st£ind  in  recess  for  10  minutes. 

[Recess. 1 

The  Chairman.  Mr.  Ambassador,  why  do  you  not  begin  with  your 
testimony?  I  understand  that  when  you  finish  your  testimony  you 
are  excused  if  you  have  a  prior  commitment  and  I  appreciate  you 
making  vour  staff  available  if  we  should  go  into  closed  session  and 
your  willingness  to  come  back  another  time  in  closed  session  if 
need  be. 

Why  do  you  not  begin  now  with  your  testimony? 
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STATEMENT  OF  AMBASSADOR  R.  JAMES  WOOLSEY,  DIRECTOR 
OF  CENTRAL  INTELLIGENCE,  WASHINGTON,  DC 

Ambassador  Woolsey.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  Chairman  and  members  of  the  committee,  I  am  here  today 
to  describe  one  of  the  most  significant  current  threat  to  the  United 
States  and  its  allies,  international  terrorism.  The  World  Trade 
Center  bombing  brought  home  to  Americans  the  horror  of  terrorist 
violence,  a  horror  that  has  long  been  almost  an  every-day  occur- 
rence in  many  areas  of  the  world. 

In  1992,  there  were  362  international  terrorist  attacks  around 
the  globe.  Although  this  number  represents  the  lowest  annual  total 
since  1975,  the  attacks  killed  93  people  and  wounded  636  others. 
These  figures  do  not  even  include  casualties  arising  out  of  terrorist 
acts  with  no  international  dimension. 

The  United  States  remains  the  single  most  important  target  for 
international  terrorists,  and  we  are,  of  course,  concerned  that  the 
recent  World  Trade  Center  bombing  may  lead  terrorists  to  conclude 
that  operations  on  U.S.  soil  are  not  as  difficult  as  they  once 
thought. 

Today,  I  will  focus  most  of  my  remarks  on  State-sponsored  ter- 
rorism. I  will  then  briefly  address  tw^o  other  issues — ^the  growing 
potential  for  terrorism  triggered  by  ethnic  conflict,  and  for  terror- 
ism inspired  by  violent  religious  extremism. 

I  begin  with  State-sponsored  terrorism,  because  it  is  the  most  im- 
portant component  of  the  international  terrorism  problem.  The  rea- 
sons for  this  are  obvious — money  and  power.  Nation  States  make 
terrorists  more  lethal  and  more  ambitious. 

There  are  six  countries  on  the  State  Department's  list  of  State 
sponsors — Iran,  Iraq,  Libya,  Syria,  Cuba,  and  North  Korea — and 
while  State-sponsored  terrorism  has  decreased  in  recent  years, 
none  of  the  countries  on  this  list  has  foresworn  terrorism  as  a  for- 
eign policy  tool.  Each  can  readily  conduct  or  sponsor  international 
attacks,  and  each  maintains  ties  to  violent  groups. 

Let  me  give  you  a  country-by-country  assessment  of  where  we 
stand.  Iran  is  by  far  the  most  active  and  dangerous  State  sponsor. 
Indeed,  despite  the  overall  decline  in  State-sponsored  terrorist  at- 
tacks, Iranian-backed  attacks  have  become  more  common.  While 
some  in  the  m.edia  frequently  depict  a  moderate  or  pragmatic  post- 
Khomeini  Iran,  Tehran  and  its  surrogates  have  carried  out  more 
than  35  terrorist  acts  since  Rafsanjani  was  elected  president  in 
July  1989.  At  least  20  of  these  occurred  in  1992. 

For  example,  Tehran  continues  to  call  for  the  murder  of  British 
author  Salman  Rushdie,  claiming  that  Ayatollah  Khomeini's  fatwa, 
or  religious  decree,  demanding  Rushdie's  death  cannot  be  re- 
scinded. Indeed,  in  late  1992,  Iran  increased  the  bounty  for  killing 
Rushdie. 

Iran's  agents  also  stalk  and  murder  Iranian  oppositionists 
abroad.  We  are  confident,  for  example,  that  Tehran  arranged  for 
the  murders  of  a  leading  opposition  politician  gunned  down  in 
Rome  this  year,  an  antiregime  Iranian  poet,  struck  down  in  Bonn 
in  1992,  and  four  members  of  the  Kurdish  Democratic  Party  of  Iran 
killed  in  a  Berlin  restaurant  in  1992.  In  fact,  an  Iranian  national 
is  among  those  now  under  arrest  for  the  latter  four  murders. 
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Further,  under  President  Rafsanjani,  Tehran  has  strengthened 
ties  to  radical  Palestinian  terrorists  who  share  Iran's  long-term 
goal  of  destroying  Israel.  Iran,  for  example,  provides  substantial 
support  to  several  factions  of  the  Palestine  Islamic  Jihad,  the  Popu- 
lar Front  for  the  Liberation  of  Palestine  General  Command,  and 
the  increasingly  militant  Palestinian  fundamentalist  group, 
HAMAS. 

The  Iranian  leadership  also  has  publicly  endorsed  violence  by  re- 
ligious extremists  in  North  Africa.  In  July  1992,  for  example, 
Tehran  applauded  the  assassination  of  Algerian  President  Boudiaf. 

Tehran  supports  Lebanese  Hizballah  both  financially  and  mili- 
tarily. In  large  part  because  of  this  support  over  the  past  decade, 
Hizballah  now  poses  a  greater  threat  to  United  States  and  western 
interests  than  any  other  Middle  Eastern  terrorist  group.  Since  its 
founding  in  1982,  Hizballah  has  been  responsible  for  attacks  that 
have  killed  262  Americans,  including  those  who  died  in  the  suicide 
car  bombing  of  the  U.S.  Marine  barracks  in  Beirut  in  1983. 

In  1992,  Hizballah  destroyed  Israel's  Embassy  in  Buenos  Aires, 
killing  29  and  wounding  242.  After  Iran,  Iraq  is  the  next  most  ac- 
tive State  patron  of  terrorism.  Baghdad  currently  focuses  its  efforts 
on  Northern  Iraq,  where  it  directs  its  attacks  against  individuals 
and  facilities  supporting  international  relief  efforts.  In  addition, 
Baghdad  and  its  surrogates  are  attacking  Iraqi  Kurds  and  Iraqi 
Shias  who  oppose  Saddam  Hussein's  regime. 

Since  the  Gulf  War,  Iraq  has  largely  refrained  from  terrorism 
outside  its  borders.  Multinational  counterterrorist  efforts  before 
and  during  the  war  weakened  Baghdad's  terrorist  infrastructure 
and  it  has  not  been  entirely  rebuilt.  Still,  Iraq  is  able  to  attack  out- 
side its  homeland,  and  we  continue  to  assess  carefully  reports  of 
Iraqi  involvement  in  such  attacks. 

We  believe  Baghdad's  security  services,  for  example,  murdered 
an  emigre  Iraqi  scientist  in  Jordan  last  December.  In  addition, 
Baghdad  still  sponsors,  in  varying  degrees,  three  well-known  ter- 
rorist groups,  the  Abu  Nidal  organization,  Abu  Abbas'  Palestine 
Liberation  Front,  and  the  Arab  Liberation  Front. 

As  for  Libya,  Syria,  Cuba,  and  North  Korea,  they  are  not  now  di- 
rectly involved  in  international  terrorist  attacks.  None,  however, 
has  irrevocably  abandoned  the  terrorist  option.  Libya  has  reduced 
its  terrorist  profile  to  stem  pressure  from  the  U.N.  sanctions  im- 
posed as  a  result  of  Tripoli's  involvement  in  the  bombing  of  Pan 
Am  103. 

Colonel  Qadhafi  has  razed  or  partially  dismantled  some  terrorist 
training  facilities  in  Libya,  he  has  expelled  some  terrorists  from  the 
country,  and  he  has  pledged  to  abolish  government  institutions  in- 
volved in  terrorism,  but  these  steps  so  far  are  cosmetic.  Libva's 
international  terrorist  infrastructure  remains  intact,  and  Qadhafi 
can  resume  terrorist  operations  at  his  whim. 

Turning  to  Syria,  we  have  not  linked  Damascus  to  any  inter- 
national terrorist  act  since  1986.  The  country  does,  however,  grant 
safe  haven  in  Syria  and  Syrian-controlled  Lebanon,  to  several  ter- 
rorist groups  including  Hizballah  and  the  Popular  Front  for  the 
Liberation  of  Palestine  General  Command. 

Cuba  and  North  Korea  also  have  abstained  from  direct  involve- 
ment in  international  terrorist  attacks  for  several  years,  but  Ha- 
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vana  still  provides  limited  training  and  assistance  to  several  South 
American  groups  that  use  terrorism,  and  Pyongyang  gives  sanc- 
tuary to  members  of  the  Japanese  Red  Army  and  seeks  to  expand 
contacts  with  radical  Palestinians. 

Sudan  and  Pakistan,  who  are  not  yet  on  the  State  Department's 
list  of  State  sponsors,  are  on  the  brink.  Last  Januar>%  the  United 
States  warned  each  of  these  countries  that  it  could  soon  be  listed. 

Since  1989,  Sudan  has  welcomed  a  growing  number  of  well- 
known  terrorists  and  violent  religious  extremist  groups,  groups  like 
Lebanese  Hizballah,  the  Abu  Nidal  organization,  HAIVIAS,  and  the 
Palestine  Islamic  Jihad. 

The  Khartoum  regime  is  also  hosting  religious  extremists  from 
Algeria,  Tunisia,  and  Egypt,  and  this  proterrorist  atmosphere  in 
Sudan  is  underscored  by  Iran's  decision  to  send  as  its  ambassador 
to  Khartoum  the  man  who  participated  in  the  takeover  of  the  U.S. 
Embassy  in  Tehran  in  1979  and  who  helped  nurture  the  growth  of 
Hizballah  in  Lebanon  in  the  early  1980's. 

As  for  Pakistan,  it  has  supported  the  Kashmirian  Sikh  groups 
which  have  been  waging  long-running  insurgencies  against  India's 
central  government.  The  Kashmiris  and  Sikhs  have  found  safe 
haven  and  other  support  in  Pakistan  while  forcefully  redressing 
grievances  against  New  Delhi. 

Let  me  turn  briefly  to  another  potential  source  of  terrorism,  ter- 
rorism arising  out  of  the  brutal  regional  and  ethnic  conflicts  that 
have  become  so  prominent  in  the  first  years  after  the  Cold  War. 
The  many  new  conflicts  around  the  globe  are  fertile  ground  for  ex- 
tremists willing  to  attack  innocent  people  to  advance  their  goals. 

Recent  events  in  the  former  Yugoslavia  graphically  illustrate  the 
type  of  conflict  that  can  breed  terrorism.  In  this  region,  there  are, 
as  you  know,  historic  cultural  and  religious  tensions  among  Serbs, 
Croates,  and  Muslims,  and  the  attacks  on  the  Bosnian  Muslims 
have  aroused  strong  emotions  and  elicited  material  support,  report- 
edly including  funding  and  ordnance  from  others  in  the  Mid-East. 

We  also  see  ethnic  and  religious  conflict  in  Egypt,  Sudan,  Soma- 
lia, and  the  Caucuses,  and  although  most  of  these  conflicts  have 
not  yet  spawned  international  terrorist  acts,  their  savagery  sug- 
gests that  some  of  the  combatants  might,  out  of  desperation,  use 
any  means  available  to  stave  off  final  defeat. 

Finally,  I  must  point  out  the  increasing  use  of  violence  by  reli- 
gious extremist  groups  in  the  Mid-East,  a  trend  that  also  worries 
us.  While  most  such  groups  have  not  yet  directly  targeted  U.S.  in- 
terests, several  have  attacked  governments  friendly  to  the  United 
States  such  as  those  of  Algeria  and  Egypt,  and  senior  Iranian  offi- 
cials and  Tehran's  media  organizations  are  funneling  propaganda 
to  the  rest  of  the  Islamic  world  that  the  United  States  is  a  great 
Satan  whose  policy  is  to  oppress  Muslims. 

Unfortunately,  terrorism  conducted  by  both  States  and  groups  re- 
mains a  serious  and  largely  unpredictable  threat  to  U.S.  citizens 
and  U.S.  interests.  I  can  certainly  not  assure  you  that  we  can  pre- 
vent all  acts  of  international  terrorism.  I  can  assure  you,  however, 
that  we  will  continue  vigorously  to  monitor  and  combat  the  terror- 
ist threat. 

The  Chair:,ian.  Thank  you  very  much,  Mr.  Ambassador.  There 
was  a  great  deal  of  effort  in  the  eighties,  and  much  of  it  done  early 
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on  in  the  mideighties  by  then  Vice  President  Bush,  and  I  say  this 
with  admiration,  discussion  along  the  Unes  to  organizationally 
change  the  way  in  which  we  coordinate  our  counterterrorism  activi- 
ties. 

I  know  you  know  all  too  well,  that  there  is  a  civil  liberties  compo- 
nent to  this  that  has  a  domestic  dimension  of  great  consequence. 
That  is  one  of  the  reasons  for  the  FBI  being  walled  off,  and  the 
State  Department  having  other  authority,  and  you  having  a  very 
delicate  line  to  walk  to  be  consistent  with  our  constitutional  guar- 
antees and  with  our  laws. 

But  having  said  that,  one  of  the  things  that  I  would  like  to  ask 
you  now  to  think  about  is  your  views  on  the  present  organizational 
structure,  and  what  changes  should  be  made,  if  any,  in  terms  of 
the  coordinated  capabilities  and  the  exchange  of  information  that 
would  nonetheless  continue  to  honor  that  line  that  was  breached, 
many  of  us  think,  in  the  late  sixties.  I  will  submit  to  you  in  writing 
a  couple  of  questions  that  you  can  respond  to,  and  determine 
whether  or  not  the  answers  ought  to  be  classified. 

I  would  like  your  input  and  your  agency's  input  on  that  broad 
question  of  organization  and/or  reorganization  of  the  present  effort. 

Ambassador  WOOLSEY.  Thank  you,  Mr.  Chairman.  We  will  cer- 
tainly turn  to  that  immediately,  and  in  executive  session  our  ex- 
perts I  think  will  be  able  to  describe  for  you,  of  course,  quite  pre- 
cisely, how  our  counterterrorism  center  works  and  how  some  of  this 
coordination  is  handled  today,  but  we  will  of  course  turn  to  the 
questions  immediately. 

The  Chairman.  In  that  closed  session,  all  of  us  will  be  interested 
in  learning  more  about  the  identification  of  particular  organiza- 
tions, if  you  believe  they  exist,  where  they  exist,  and  so  on,  in  a 
more  detailed  way. 

Again,  thank  you  very  much,  Jim,  for  coming,  and  I  particularly 
appreciate  your  commitment  to  cooperate  in  this  effort. 

Our  purpose  here  is  not  to  second-guess,  our  puiT50se  is  to  deter- 
mine whether  or  not  there  is  anything  that  we  can  do  to  be  avail- 
able to  you  all,  in  a  way  consistent  with  our  Constitution  and  our 
civil  liberties,  to  allow  you  to  be  even  more  effective  than  I  believe 
you  have  been. 

Thank  you  very,  very  much. 

Ambassador  Woolsey.  Thank  you,  Mr.  Chairman.  I  appreciate 
it. 

The  Chairman.  Now  it  is  a  pleasure  to  have  the  Director  of  the 
FBI  here,  and  I  understand  Mr.  Grow  is  with  you  as  well  to  assist. 

I  assume  you  are  the  only  one  who  will  make  a  statement  for  the 
FBI  at  this  point,  and  then  we  will  move  to  Mr.  Pope  at  the  State 
Department,  who  I  think  most  people  do  not  realize  has  a  major 
role  to  play  here,  and  we  will  then  move  on  to  questions  after  that. 
Again,  thank  you,  Mr.  Director.  I  know  you  have  had  your  hands 
full.  We  appreciate  you  accommodating  the  committee's  request. 

STATEMENT  OF  WILLIAM  S.  SESSIONS,  DIRECTOR,  FEDERAL 
BUREAU  OF  INVESTIGATION,  WASHINGTON,  DC 

Mr.  Sessions.  Thank  you,  Mr.  Chairman.  I  appreciate  the  invita- 
tion of  the  committee  to  be  here.  I  want  to  talk  about 
counterterrorism  and  the  FBI's  role  and  responsibility  in  that.  I 
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have  prepared  a  much  more  lengthy  statement,  but  I  would  like  to 
read  a  foreshortened  part  of  that,  if  I  may. 

Senator  Chairman.  With  your  permission,  we  will  place  your  en- 
tire statement  in  the  record. 

Mr.  Sessions.  Before  I  begin,  I  would  like  to  mention  that  many 
aspects  and  details  of  our  counterterrorism  efforts  are  classified, 
and  will  be  discussed  later  in  closed  forum  that  you  have  men- 
tioned. Also,  I  am  sure  that  you  understand  my  comments  regard- 
ing the  bombing  of  the  World  Trade  Center  in  New  York  will  also, 
of  necessity,  have  to  be  limited.  As  you  mentioned,  U.S.  District 
Court  Judge  Duffy  has  issued  an  order  which  limits  what  can  be 
discussed  about  this  matter. 

In  April  1992,  by  Executive  Order,  the  FBI  was  designated  as — 
that  should  be  1982.  I  apologize  for  my  mistype.  In  April  1982,  by 
Executive  Order,  the  FBI  was  designated  as  the  specific  lead  agen- 
cy responsible  for  combating  terrorism  in  the  United  States.  At  the 
same  time,  the  U.S.  Department  of  State  was  given  responsibility 
for  the  coordination  of  the  U.S.  counterterrorism  effort  abroad. 

In  October  1982  in  response  to  the  then  mushrooming  problem 
of  terrorism  and  because  of  our  newly  acquired  lead  agency  respon- 
sibility, the  FBI  elevated  counterterrorism  to  a  national  priority 
program.  All  of  that  and  the  vast  counterterrorism  experience  and 
training  that  followed  have  prepared  us  well  to  meet  the  challenge 
that  we  face  today. 

When  terrorist  acts  are  conducted  within  the  United  States,  the 
FBI  brings  to  bear  a  vast  array  of  investigative  resources  and  ex- 
pertise to  include  the  forensic  capabilities  of  the  BGI  laboratory, 
our  crisis  management  and  special  event  management  expertise, 
and  sophisticated  technical  equipment  and  support. 

Also  at  our  disposal,  as  you  know,  are  a  highly  dedicated  and  ex- 
perienced investigative  force.  Furthermore,  as  you  also  know,  if 
necessary,  the  FBI  has  available  its  hostage  rescue  team,  the  most 
highly  trained  and  equipped  civilian  team  of  its  kind. 

As  the  lead  Federal  agency  for  combating  terrorism  in  the  United 
States,  the  FBI  has  a  twofold  mission.  First  and  most  importantly, 
to  prevent  terrorist  acts  before  they  occur.  And  second,  should  an 
act  of  terrorism  occur,  to  mount  an  immediate  and  effective  inves- 
tigative response. 

Historically,  the  FBI's  counterterrorism  program  has  been  very 
effective.  Throughout  the  1980's  and  the  1990's  the  United  States 
and  its  interests  have  remained  major  targets  for  international  ter- 
rorist groups.  According  to  statistics  compiled  by  the  U.S.  Depart- 
ment of  State,  while  the  overall  number  of  worldwide  incidents  has 
significantly  decUned,  the  United  States  continues  to  be  a  primary 
target  overseas. 

At  the  same  time,  within  the  United  States  terrorism  has  been 
limited.  This  is  not  to  imply  that  the  United  States  is  impervious 
to  terrorism.  Since  1982,  domestic  and  international  terrorists  have 
been  responsible  for  166  acts  of  terrorism  within  the  United  States, 
resulting  in  21  deaths  and  hundreds  of  injuries;  82  percent  of  these 
incidents,  or  approximately  50  percent,  were  conducted  by  Puerto 
Rican  terrorists.  During  the  same  period  of  time,  the  FBI  and  U.S. 
law  enforcement  authorities  have  interdicted  74  potential  acts  of 
terrorism  within  the  United  States. 


16 

We  attribute  the  low  level  of  terrorist  activity  in  this  country 
over  the  past  decade,  at  least  in  part,  to  the  fact  that  the  U.S.  Grov- 
ernment  has  devoted  a  great  deal  of  attention  to  the  problem.  Addi 
tionally,  successes  achieved  thus  far  in  our  counterterrorism  efforts 
clearly  demonstrate  that  the  United  States  is  intolerant  of  these  in- 
dividual groups  or  State  sponsors  of  terrorism  who  attempt  to  fur- 
ther their  political  or  their  social  objectives  through  the  use  of  force 
or  the  threatened  use  of  force  or  violence  in  this  country. 

Congress,  of  course,  has  paid  a  vital  role  in  the  United  States 
success  in  counterterrorism  by  giving  the  FBI  the  legal  tools  we 
utilize  in  fulfilling  our  counterterrorism  responsibilities.  While  ex- 
isting statutes  enable  the  FBI  to  investigate  acts  of  terrorism  in 
the  United  States,  legislation  passed  by  the  Congress  in  1984  and 
1986  resulted  in  a  significant  expansion  of  the  FBI  jurisdiction. 

The  new  extraterritorial  jurisdiction  set  out  in  the  Comprehen- 
sive Crime  Control  Act  of  1984  created  a  new  section  in  the  U.S. 
Criminal  Code  for  hostage  taking.  And  the  Omnibus  Diplomatic  Se- 
curity and  Antiterrorism  Act  of  1986  established  a  new  statute  per- 
taining to  certain  terrorist  acts  conducted  abroad  against  U.S.  na- 
tionals. 

While  these  laws  allow  the  United  States  to  assert  jurisdiction 
outside  of  our  borders,  I  would  strongly  emphasize  that  host  coun- 
try approval  and  coordination  with  the  U.S.  Department  of  State 
are  prerequisites  and  essential  to  the  successful  application  of  the 
jurisdiction.  This  far,  our  extraterritorial  investigations  have  had 
considerable  success. 

Mr.  Chairman,  you  have  expressed  an  interest  in  the  FBI's  cur- 
rent assessment  of  the  terrorist  threat.  Let  me  assure  the  commit- 
tee and  the  American  public  that  the  World  Trade  Center  bombing 
should  not  be  construed  as  a  prelude  to  a  wave  of  terrorism  within 
the  United  States.  However,  it  does  remind  the  United  States  that 
it  is  not  immune  to  terrorism  within  our  borders. 

The  potential  terrorist  threat  to  the  U.S.  national  security  is  de- 
pendent upon  a  number  of  variables  such  as  developments  in  for- 
eign policy  around  the  world,  a  decrease  or  an  increase  in  State 
support  of  terrorism,  and  changes  occurring  in  the  world  order. 
Historically,  world  events  have  had  a  significant  impact  on  the  ter- 
rorist threat  inside  the  United  States. 

I  am  aware  of  the  tremendously  heightened  concern  as  a  result 
of  the  bombing  of  the  World  Trade  Center.  However,  I  would  em- 
phasize that  it  is  important  for  Americans  not  to  overreact  to  thi^s 
incident.  Historically,  and  more  important  in  recent  years,  though 
terrorism  was  constant  abroad,  terrorist  activities  within  the  Unit- 
ed States  has  been  limited. 

Over  the  years,  we  have  adapted  to  various  forms  of  terrorism 
and  dealt  with  them  in  an  informed  and  competent  manner.  Con- 
tinued success  will  be  accomplished  through  cooperative  efforts 
with  our  counterparts  in  the  U.S.  intelligence  and  law  enforcement 
communities,  and  the  foreign  services.  Finally,  and  perhaps  most 
importantly,  the  FBI  relies  heavily  on  the  cooperation  and  support 
of  the  American  public  to  fulfill  our  mission. 

In  conclusion,  I  would  stress  that  terrorism  is  a  violent  criminal 
act  which  seeks  to  disrupt  the  society  of  free  men  all  over  the 
world.  This  phenomenon  is  not  limited  by  geography.  The  very  na- 
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ture  of  terrorism  as  a  global  issue  makes  all  nations  of  the  world 
susceptible  to  terrorism.  In  addition,  as  a  result  of  the  ongoing 
changes  in  the  world  order,  coupled  with  unrest  and  uncertainty, 
the  world  may  be  challenged  at  times  by  a  serious  threat  of  terror- 
ism. 

However,  through  the  continuing  efforts  placed  on  developing  ef- 
fective intelligence  and  plain  hard  work,  we  will  strive  to  continue 
to  detect  and  to  prevent  terrorist  acts  from  occurring  within  the 
United  States.  Thus  far,  the  United  States  has  an  enviable  record 
of  detecting  and  preventing  terrorist  acts  within  our  country,  and 
we  are  striving  to  maintain  this  record. 

Mr.  Chairman,  while  we  may  be  faced  with  future  challenges  to 
the  security  of  this  great  Nation,  I  am  confident  that  the  U.S.  law 
enforcement  community  and  the  FBI  has  and  will  continue  to  re- 
spond to  and  to  meet  this  challenge. 

This  concludes  my  prepared  remarks.  Of  course,  if  there  are 
questions  that  the  Chair  or  other  members  have,  I  will  be  pleased 
to  respond. 

[Mr.  Sessions  submitted  the  following:] 

Prepared  Statement  of  William  S.  Sessions  on  Behalf  of  the  Federal 

Bureau  of  Investigation 

Good  Morning  Mr.  Chairman  and  distinguished  members  of  the  Committee.  At 
the  request  of  the  committee,  I  am  pleased  to  have  this  opportunity  to  appear  before 
you  to  discuss  the  current  threat  of  terrorism  and  the  FBI's  role  in  combating  this 
threat  inside  the  United  States  it  is  always  a  pleasure  to  talk  about  one  of  the  FBI's 
most  successful  programs. 

Before  I  begin,  I  would  like  to  mention  that  many  aspects  and  details  of  oiu* 
counter-terrorism  efforts  are  classified  and  will  be  discussed  later  in  a  closed  forum 
also,  as  I  am  sure  you  understand,  iny  comments  regarding  the  recent  bombing  of 
the  world  trade  center  in  New  York  City,  will  also  have  to  be  limited.  A  U.S.  Dis- 
trict Court  Judge  has  issued  an  order  which  limits  what  can  be  discussed  in  this 
matter. 

In  April  1982,  by  executive  order,  the  FBI  was  designated  specific  lead  agency  re- 
sponsibility for  combating  terrorism  inside  the  United  States,  at  the  same  time,  the 
U.S.  Department  of  State  was  given  responsibility  for  coordination  of  U.S.  Counter- 
Terrorism  policy  abroad.  In  response  to  the  then  mushrooming  problem  of  terrorism 
and  because  of  our  newly  acquired  lead  agency  responsibility,  in  October,  1982,  the 
FBI  elevated  counter-terrorism  to  a  national  priority  program.  All  of  that  and  the 
vast  counter-terrorism  experience  and  training  that  followed  prepared  us  well  to 
meet  the  challenge  we  face  today. 

When  terrorist  acts  are  conducted  within  the  United  States.  The  FBI  brings  to 
bear  a  vast  array  of  investigative  resoiirces  and  expertise  to  include  the  forensic  ca- 
pabilities of  the  FBI  laboratory;  our  crisis  management  and  special  events  manage- 
ment expertise;  and  sophisticated  technical  equipment  and  support.  Also  at  our  dis- 
posal are  a  highly  dedicated  and  experience  investigative  force.  Furthermore,  if  nec- 
essary, the  FBI  has  available  its  hostage  rescue  team,  the  most  highly  trained  and 
eqmpped  civilian  team  of  its  kind. 

As  the  lead  Federal  agency  for  combating  terrorism  inside  the  United  States,  The 
FBI  has  a  two-fold  mission.  First  and  most  importantly,  to  prevent  terrorist  acts  be- 
fore they  occur,  and  second,  should  an  act  of  terrorism  occur,  to  mount  an  im.me- 
diate  and  effective  investigative  response. 

The  prevention  phase  involves  acquiring,  through  legail  means,  intelligence  infor- 
mation relating  to  groups  or  individuals  whose  presence  threatens  U.S.  persons  or 
interests.  The  information  acquired  must  be  carefully  analyzed,  appropriately  dis- 
seminated, and  effectively  used  to  prevent  acts  of  terrorism  before  tney  occur.  Manv 
times  over  the  last  several  years,  we  have  been  successful  in  preventing  such 
planned  acts  of  terrorism. 

The  response  phase  involves  prompt  and  thorough  investigation  of  criminal  acts 
committea  by  individual  terrorists  or  terrorist  groups.  It  is  the  FBI's  view  that  the 
swift  and  effective  investigation  of  terrorist  acts,  culminating  in  arrests,  convictions, 
and  incarcerations,  sends  a  powerful  message  to  terrorists  that  deters  future  acts 
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of  terrorism.  We  in  the  FBI  also  believe  that  the  U.S.  Government  must  continue 
to  make  it  clear  that  we  will  increasingly  pursue  terrorists  worldwide  to  bring  them 
to  justice  for  acts  of  terrorism  against  the  United  States  and  our  people  wherever 
they  are. 

Historically,  the  FBI's  counter-terrorism  program  has  been  very  effective. 
Throughout  the  1980's  and  1990's,  the  United  States  and  its  interests  have  re- 
mained a  major  targets  for  international  terrorist  groups.  According  to  statistics 
compiled  by  the  U.S.  Department  of  State,  while  the  overall  number  of  worldwide 
incidents  has  significantly  declined,  the  United  States  continues  to  be  a  primary  tar- 
get overseas.  At  the  same  time  within  the  United  States,  international  terrorism 
has  been  limited.  This  is  not  to  imply  that  the  United  States  is  impervious  to  terror- 
ism. Since  1982,  domestic  and  international  terrorists  have  been  responsible  for  166 
acts  of  terrorism  in  the  United  States,  resulting  in  21  deaths  and  hundreds  of  inju- 
ries. Eighty-two,  or  approximately  50  percent,  of  these  incidents  were  conducted  by 
Puerto  Rican  terrorists.  Diuing  the  same  time  period,  the  FBI  and  U.S.  Law  En- 
forcement authorities  have  interdicted  74  potential  acts  of  terrorism  in  the  United 
States.  If  these  acts  had  gone  unchecked,  then  almost  certainly  the  number  of 
deaths  and  injuries  would  nave  been  much  higher.  I  would  stress,  however,  that 
even  after  combining  the  number  of  terrorist  incidents  and  terrorist  acts  prevented 
in  the  United  States,  the  level  of  terrorist  activity  here  remains  remarkably  low 
when  compared  to  the  same  activity  worldwide. 

We  attribute  the  low  level  of  terrorist  activity  in  this  country  over  the  past  dec- 
ade, at  least  in  part,  to  the  factthat  the  U.S.  Government  has  devoted  a  great  deal 
of  attention  to  the  problem.  Additionally,  successes  achieved  thus  far  in  our  counter- 
terrorism  efforts  clearly  demonstrate  that  the  United  States  is  intolerant  of  those 
individuals,  groups,  or  State  sponsors  of  terrorism  who  attempt  to  further  their  po- 
litical or  social  objectives  through  the  use  of  force  or  violence  in  this  country. 

The  FBI  has  been  successful  in  identifying,  with  assistance  from  citizens  and 
othier  law  enforcement  organizations,  domestic  and  international  terrorist  infra- 
structures operating  within  our  borders.  This  has  led  to  arrests  and  convictions  of 
several  individuals  and  the  disruption  of  terrorist  group  activities  in  this  country. 
It  has  also  led  to  the  prevention  oi  numerous  terrorist  incidents. 

Congress  has  plaved  a  vital  role  in  the  United  States'  success  in  counter-terrorism 
by  giving  the  FBI  the  legal  tools  we  utilize  in  fulfilling  our  counter-terrorism  respon- 
sibilities. While  existing  statutes  enabled  the  FBI  to  investigate  acts  of  terrorism 
in  the  United  States,  legislation  passed  by  Congress  in  1984  and  1986  the  com- 
prehensive crime  control  act  passed  by  Congress  in  1984,  and  the  omnibus  diplo- 
matic and  antiterrorism  act  passed  in  1986  resulted  in  significant  expansion  of  FBI 
jurisdiction  by  enabling  the  FBI  to  investigate  certain  terrorist  acts  abroad.  This 
new  extraterritorial  jurisdiction  set  out  in  the  "Comprehensive  Crime  Control  Act 
of  1984,"  created  a  new  section  in  the  U.S.  criminal  code  for  hostage  taking,  and 
the  "Omnibus  Diplomatic  Security  and  Anti-Terrorism  Act  of  1986,'  estabUshed  a 
new  statute  pertaining  to  certain  terrorist  acts  conducted  abroad  against  U.S.  Na- 
tionals. We  have  investigated  165  investigations  of  terrorist  incidents  conducted 
against  U.S.  targets  overseas. 

While  these  laws  allow  the  United  States  to  assert  jurisdiction  outside  of  our  bor- 
ders, I  would  strongly  emphasize  that  host  country  approval  and  coordination  with 
the  U.S.  Department  of  State  are  prerequisites  and  essential  to  the  successful  appU- 
cation  of  the  jurisdiction.  These  statutes  have  provided  the  FBI  with  a  legal  mecha- 
nism to  investigate  and,  when  warranted,  seek  the  prosecution  of  terrorists  who  at- 
tack Americans  and  U.S.  interests  abroad.  Thus  far,  our  extraterritorial  investiga- 
tions have  had  considerable  success.  We  have  obtained  indictments  against  individ- 
uals who  have  committed  terrorist  acts,  such  as  the  two  Libyan  nationals  indicted 
for  the  bombing  of  Pan  American  flight  103  in  1988.  Several  other  terrorists  have 
been  arrested  and  tried  abroad.  These  include  Mohammad  Said  Rashid,  incarcer- 
ated in  Greece  and  presently  under  retrial  for  his  participation  in  the  1982  hijacking 
of  Pan  am  FUght  830;  Mohammad  Hamadei  imprisoned  inGermany  for  the  hijacking 
of  Trans  World  Airlines  Flight  847  in  1985,  which  resulted  in  the  death  of  an  Amer- 
ican serviceman;  Juanito  ftaas  and  Donato  Continente  who  are  serving  life  sen- 
tences in  the  Philippines  for  the  1989  murder  of  U.S.  Army  Colonel  "NICK"  Rowe; 
and  seven  members  of  the  Bolivian  terrorist  groups  the  Fuerzas  Armades  De 
Liberacion  Zarate  Willka,  sentenced  by  a  BoUvian  court  to  lengthy  prison  terms  for 
the  bombing  of  the  motorcade  of  former  U.S.  Secretary  of  State  Gfeorge  Shultz  in 
1988,  and  the  murder  of  two  Mormon  missionaries  in  La  Paz,  Bolivia  in  1989.  Oth- 
ers are  the  subject  of  extradition  requests.  In  1987,  one  individual,  Fawaz  Younis, 
a  Lebanese  National  wanted  in  connection  with  the  1985  hijacking  of  a  Roval  Jor- 
danian Airliner  in  which  U.S.  citizens  were  aboard,  was  ultimately  captured  by  the 
FBI  in  international  waters  in  the  Mediterranean  Sea  and  returned  to  the  United 
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States  forprosecution.  Younis  was  subsequently  convicted  and  sentenced  to  30  years' 
imprisonment  for  his  participation  in  this  hetnouscriminal  act. 

Mr.  Chairman,  you  have  expressed  an  interest  in  the  FBI's  current  assessment 
of  the  terrorist  threat.  Let  me  assure  the  committee  and  the  American  public  that 
the  world  trade  center  bombing  should  in  no  way  be  construed  as  a  prelude  to  a 
wave  of  terrorism  in  the  United  States.  However,  it  does  remind  us,  that  the  United 
States  is  not  immune  to  terrorism  within  our  borders. 

The  potential  terrorist  threat  to  U.S.  National  Seoirity  is  dependent  on  a  number 
of  variables,  such  as  developments,  in  foreign  policy  around  tne  world,  a  decrease 
or  increase  in  State  support  of  terrorism.  And  changes  occurring  in  the  world  order. 
Historically,  world  events  have  had  a  significant  impact  on  the  terrorist  threat  in- 
side the  United  States.  Situations  such  as  developments  in  the  former  Yugoslavia 
or  the  status  of  the  Middle  East  Peace  talks  may  become  a  catalyst  for  a  terrorist 
incident.  Also,  individuals  associated  with  extremist  causes  and/or  extremist  beliefs 
may  opt  to  engage  in  terrorist  activities.  Furthermore,  while  in  recent  years,  we 
have  not  witnessed  significant  State-sponsored  terrorist  activity  in  this  country,  this 
could  change  if  countries  which  sponsor  terrorism  decide  to  include  terrorism  within 
U.S.  borders  on  their  agendas.  However,  I  assure  you,  Mr.  Chairman,  that  the  Unit- 
ed States,  has  been  effective  in  making  this  country  a  hostile  environment  for  ter- 
rorists. And,  I  have  no  reason  to  susnect  that  this  will  change. 

I  am  aware  of  the  tremendously  heightened  concern  as  a  result  of  the  bombing 
of  the  World  Trade  Center.  However,  would  emphasize  that  it  is,  important  for 
Americans  not  to  overreact  to  this  recent  incident.  Historically,  and  more  impor- 
tantly, in  recent  years,  though  terrorism  was  constant  abroad,  terrorist  activity 
within  the  United  States  has  been  limited.  A  continual  flow  of  information  concern- 
ing persons  orgroups  who  have  espoused  acts  of  violence  against  the  UnitedStates 
has  in  the  past  enabled  U.S.  Law  Enforcement  to  preventplanned  acts  of  terrorist 
violence  in  this  country.  I  believe  that  this  capability  is  a  strong  capability  and  that 
we  cancontinue  to  prevent  terrorist  acts. 

Over  the  years,  we  have  adapted  to  various  forms  ofterrorism  and  dealt  with  them 
in  an  informed  and  confidentmanner.  Continued  success  will  be  accomplished 
through  cooperative  efforts  with  our  counterparts  in  the  U.S.  intelligence  and  law 
enforcement  communities  and  the  foreign.  Services,  finally,  and  perhaps  most  im- 
portantly, as  always,  the  FBI  relies  heavily  on  the  cooperation  and  support  of  the, 
American  public  to  fulfill  our  mission. 

In  conclusion,  I  wovild  stress  that  terrorism  is  a  violent  criminal  act  which  seeks 
to  disrupt  the  society  of  free  men  all  over  the  world.  This  phenomenon  is  not  limited 
by  geography.  The  very  nature  of  terrorism  as  a  global  issue  makes  all  nations  of 
the  world  susceptible  to  terrorism.  In  addition,  as  a  result  of  the  ongoing  changes 
in  the  world  order,  coupled  with  unrest  and  uncertainty,  the  world  may  be  chal- 
lenged at  times  by  a  serious  threat  of  terrorism.  However,  through  continuing  ef- 
forts placed  on  developing  effective  intelligence  and  plain  hard  work,  we  will  strive 
to  continue  to  detect  and  prevent  terrorist  acts  from  occurring  within  the  United 
States.  We  cannot  accomphsh  this  alone.  It  is  through  the  continued  cooperation  of 
U.S.  Government  agencies,  local  and  State  authorities,  and  of  course,  the  American 
public,  that  we  can  be  prepared  to  meet  aggressive  activity  on  the  part  of  terrorists 
and  stop  it  before  it  happens.  Thus  far,  me  United  States,  has  an  enviable  record 
of  detecting  and  preventing  terrorist  acts  within  our  country,  and  we  are  striving 
to  maintain  this  record. 

Mr.  Chairman,  while  we  may  be  faced  with  future  challenges  to  the  security  of 
this  great  nation,  I  am  confident  that  the  FBI  and  the  U.S.  Law  Enforcement  Com- 
munity has  and  will  continue  to  respond  to  and  meet  this  challenge. 

This  concludes  my  prepared  remarks,  I  will  be  happy  to  address  any  questions. 


U.S.  Department  of  Justice, 
Federal  Bxjreau  of  Investigation, 
Washington  DC,  September  16,  1993. 
Hon.  Joseph  R.  Biden,  Jr., 
Committee  on  the  Judiciary, 
U.S.  Senate,  Washington,  DC. 

Attention:  Cynthia  Hogan,  Chief  Counsel 

Dear  Mr.  Chairman:  This  is  in  response  to  your  letter  dated  June  22,  1993,  to 
former  Director  William  S.  Sessions  which  enclosed  specific  questions  from  Members 
of  your  Committee.  This  also  supplements  the  FBI  letter  of  June  30,  1993,  which 
addressed  issues  raised  during  your  April  21,  1993,  hearing  on  the  United  States 
Government's  counter-terrorism  activities. 
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Attached  are  responses  to  the  specific  questions.  Should  you  need  any  further  in- 
formation, please  contact  me  directly  or  Supervisory  Special  Agent  Patrick  L. 
Connolly,  of^my  office,  at  (202)  324-8381. 
Sincerely  yours, 

John  E.  Collingwood, 

Inspector  in  Charge, 
Office  of  Public  and  Congressional  Affairs. 

Enclosures  (3). 


Questions  and  Answers  Submitted  by  Senator  Kennedy 

Questions 

One  hundred  eighty-nine  Americans  lost  their  lives  when  Pan  Am  Flight  103  was 
bombed  over  Lockerbie,  Scotland  in  1988.  In  1991,  two  Libyans  were  indicted  for 
the  bombing.  What  are  we  doing  to  ensure  that  these  terrorists  are  brought  to  jus- 
tice? 

In  1992,  the  United  Nations  imposed  sanctions  against  Libya  but  Libya  has  con- 
tinued to  defy  UN  resolutions.  The  current  sanctions  have  been  in  effect  for  a  year 
and  are  obviously  not  sufficient.  I  have  strongly  advocated  an  oil  embargo  against 
Libya  as  the  only  option,  short  of  a  military  operation  which  will  bring  pressure  to 
bear  on  Qadaffi. 

I  know  that  some  have  talked  about  an  oil  technology  ban  as  a  possible  option. 
My  understanding  from  your  own  analysts  is  that  Qadam  has  this  technology  stock- 
piled and  such  wouldn't  affect  him  for  some  ^mie^  Isn't  ;that  correct? 

Answers 

The  indictments  on  November  14,  1991,  of  the  two  Libyans  were  the  result  of  fo- 
rensic evidence  which  linked  the  two  individuals  to  the  Pan  Am  Flight  103  bombing. 
This  evidence  surfaced  during  the  massive  international  investigation  of  this  case. 

Currently,  the  FBI's  investigation  is  focusing  on  identifying  the  possible  associates 
of  the  two  Libyan  nationals  who  may  have  assisted  with  fiie  Dombing. 

In  regards  to  the  query  concerning  an  oil  technology  ban,  the  FBI  would  defer  to 
the  Department  of  State. 


Questions  and  Answers  Submitted  by  Senator  Grassley 

Questions 

1  What  is  the  future  for  extraterritorial  apprehension  of  terrorists?  (The  Supreme 
Court  held  seizing  fugitives  on  foreign  soil  does  not  violate  international  law.)  Do 
you  see  a  need  for  legislation  in  this  area? 

2.  It  has  been  about  a  year  and  a  half  since  we  indicted  the  two  Libyans  for  the 
Pan  Am  103  bombing,  and  Libya  has  refused  cooperation.  Do  you  think  it's  time  we 
step  up  the  pressure?  Although  Secretary  of  State  Christopher  has  called  an  oil  em- 
bargo, it  seems  that  we  blinked  in  mid-April  at  the  United  Nations  when  sanctions 
against  Libya  were  discussed.  What  is  your  view? 

3.  There  continues  to  be  a  view  that  the  Syrians  and  the  Iranians  had  a  hand 
in  Pan  Am  103.  EKiring  the  campaign,  candidate  Clinton  promised  the  families  of 
the  Pan  Am  103  victims  he  would  loolc  into  the  Syrian-Iran  connection.  What's  being 
done  in  this  area? 

4.  The  Treasury  Department,  through  its  Office  of  Foreign  Asset  Controls,  is  re- 
quired to  report  annually  on  the  "natvire  and  extent  of  assets  held  in  the  United 
States"  by  countries  on  the  terrorist  list  and  by  terrorist  organizations.  The  first  re- 
port was  issued  very  recently,  but  it  only  contained  information  about  assets  of  ter- 
rorist countries.  The  Treasury  Department  claims  it  doesn't  have  the  authority  to 
report  on  organizations.  Do  you  have  an  opinion  as  to  whether  Treasvuy,  Justice  or 
State  should  be  reporting  to  the  Congress  on  assets  held  in  the  U.S.  by  terrorist 
organizations? 

5.  The  new  threat  from  terrorism,  as  exemplified  by  the  World  Trade  Center 
bombing,  seems  to  be  self-generated  terrorist  activity!  Individuals  or  small  groups 
who  can  act  with  little  planning,  almost  spontaneously,  pose  an  enormous  risk  to 
our  security.  What  are  you  doing  to  combat  this  new  dimension  to  terrorism? 

6.  When  President  N^barak  was  here  he  indicated  that  Egypt  had  provided  infor- 
mation to  the  U.S.  that  could  have  been  useful  in  anticipating  the  World  Trade  Cen- 
ter bombing.  What  did  he  mean  by  this?  And  was  there  intelhgence  information  that 
was  overlooked?  Or  was  President  Mubarak  referring  to  more  general  cooperation 
between  Egypt  and  the  U.S.  on  this  issue? 
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7.  The  Judiciary  Committee  will  separately  address  the  issues  of  immigration  and 
asylum.  Nevertheless,  I  believe  your  views  on  these  subjects  would  be  useful.  What 
do  we  need  to  be  doing  to  better  control  our  borders  to  make  svu-e  dangerous  char- 
acters don't  get  into  the  U.S.  in  the  first  place?  And  if  you  have  any  suggestions 
on  visa  regulations,  please  share  them  with  us. 

Answers 

1.  The  FBI  views  ability  to  obtain  the  return  of  fugitives  from  overseas  as  of  sig- 
nificant benefit  to  its  investigative  efforts.  The  predominant  means  of  returning 
such  fiigitives  has  been  and  will  continue  to  be  through  cooperative  efforts  with  for- 
eign governments.  However,  efforts  to  secure  forei^  government  cooperation  may 
prove  futile  when  a  fugitive  has  sought  safe  haven  in  a  country  which  may  be  sjon- 
pathetic  to,  or  even  the  sponsor  of,  his  terrorist  acts. 

The  legal  authority  under  which  the  FBI  may  initiate  an  extraterritorial  appre- 
hension was  articulated  in  an  1989  opinion  of  the  Justice  Department's  Office  of 
Legal  Counsel  (13  Op.  OLC  195).  It  is  our  understanding  that  the  Supreme  Court's 
1992  decision  in  the  Alvarez  Machain  case  in  no  way  either  expanded  upon  or  di- 
minished that  existing  legal  authority. 

The  FBI  recognizes,  however,  that  exercising  that  authority  is  a  very  sensitive 
matter  that  goes  well  beyond  the  investigative  and  operational  interests  of  the  FBI. 
Significant  foreign  policy  and  national  security  interests  may  be  implicated  as  well. 
Were  an  individual  abducted  by  the  United  States  from  the  territory  of  another 
country,  there  would  be  almost  certain  repercussions  from  that  country,  and  indeed 
from  other  nations  as  well.  Animosity  towards  the  United  States,  potential  damage 
to  our  foreign  relations,  accusations  of  U.S.  interference  in  another  nation's  affairs, 
and  violence  directed  towards  U.S.  interests  are  a  few  of  the  possible  reactions  to 
an  extraterritorial  apprehension. 

In  view  of  these  considerations,  the  cvirrent  policy  of  the  FBI  and  the  Department 
of  Justice,  in  conformity  with  a  Presidential  Directive,  impose  stringent  require- 
ments that  an  initiative  to  apprehend  a  fugitive  in  the  territory  of  another  nation 
must  be  subject  to  interagency  coordination  and  review  at  the  highest  levels  of  gov- 
ernment. The  FBI  believes  these  stringent  guidelines  impose  adequate  controls  on 
the  use  of  extraterritorial  apprehension. 

2.  The  FBI  would  defer  to  the  Department  of  State  in  regards  to  this  question. 

3.  As  the  Committee  is  aware,  on  November  14,  1991,  two  Libyan  nationals  were 
indicted  by  the  U.S.  Government  for  their  involvement  in  the  Pan  Am  Flight  103 
bombing.  These  indictments  were  the  result  of  forensic  evidence  which  linked  the 
two  inmviduals  to  the  crime.  This  evidence  surfaced  during  the  m.assive  inter- 
national investigation  of  this  case. 

To  date,  the  FBI  has  uncovered  no  evidence  that  would  suggest  involvement  in 
the  bombing  bv  either  Syria  or  Iran. 

Currently,  the  FBI's  investigation  is  focusing  on  identifying  the  possible  associates 
of  the  two  Libyan  nationals  who  may  have  assisted  with  the  bombing. 

4.  Information  possessed  by  the  FBI  concerning  assets  held  in  the  United  States 
by  terrorist  organizations  or  state  sponsors  of  terrorism  would  be  developed  in  the 
course  of  ongoing  counter- terrorism  investigations.  These  investigations  are  con- 
ducted for  tiie  purpose  of  preventing  acts  of  terrorism  or  apprehending  those  who 
have  participated  in  acts  of  terrorism.  Therefore,  information  relating  to  assets  held 
would  not  be  reported  or  disseminated  on  a  regular  basis.  However,  if  the  FBI  ob- 
serves trends  that  would  be  helpful  for  the  development  of  legislation  and  policy  in 
this  area,  that  information  wiU  Se  made  available. 

5.  Over  the  years,  the  FBI  and  other  members  of  the  U.S.  intelligence  and  law 
enforcement  communities  have  adapted  to  various  forms  of  terrorism  and  have  dealt 
with  them  in  an  informed  and  coriiident  manner.  The  recent  bombing  of  the  World 
Trade  Center  by  international  terrorists  who  may  not  have  been  associated  with  a 
terrorist  organization  seems  a  rarity  and  perhaps  a  portent  of  new  challenges 
ahead;  however,  this  is  not  a  new  phenomenon.  Rather,  individuals  acting  independ- 
ently have  long  been  recognized  as  a  potential  threat  to  U.S.  national  security.  For 
example,  during  the  Gulf  War,  individual  zealots  were  assessed  as  posing  a  niajor 
threat  of  violence  within  the  United  States.  Of  course,  we  recognize  that  these  indi- 
viduals are  more  difficult  to  identify  since  their  acts  normally  lack  the  methodical 
planning  which  is  typical  of  most  terrorist  organizations.  Also,  these  individuals 
generally  act  out  of  rage,  frustration  or  revenge,  or  perhaps  to  obtain  support  for 
nature  terrorist  aspirations. 

Over  the  years,  the  United  States  has  been  quite  successful  in  thwarting  various 
t)rpes  of  terrorist  activity,  and  there  is  no  reason  to  believe  that  this  will  not  con- 
tinue. The  arrests  of  five  individuals  effected  during  the  course  of  the  investigation 
of  the  bombing  of  the  World  Trade  Center,  as  well  as  the  placing  of  one  of  the  sub- 
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jects  on  the  FBI's  list  of  Ten  Most  Wanted  fugitives,  sends  a  clear  message  to  terror- 
ists that  the  United  States  will  not  tolerate  terrorism. 

Various  tools  are  available  to  ensure  the  success  of  the  U.S.  Government's 
counter-terrorism  program.  Perhaps  most  important  are  the  cooperative  efforts  be- 
tween the  FBI  and  various  other  U.S.  intelligence  and  law  enforcement  agencies  in 
countering  terrorism.  These  cooperative  efforts  ensure  that  information  regarding 
persons  or  groups  who  choose  to  use  violence  to  further  their  poUtical  or  social  goals 
is  shared  in  a  timely  fashion.  Further,  the  continued  support  of  the  American  people 
is  essential  to  the  overall  counter-terrorism  effort. 

6.  President  Mubarak's  comments  were  not  further  explained.  However,  as  a  re- 
sult of  the  comments,  the  FBI  researched  logical  records  in  an  attempt  to  locate  any 
warnings  that  might  have  been  received  from  the  Government  of  Egypt  concerning 
plans  for  acts  of  terrorism  in  the  United  States.  Our  research  confirms  that  no  infor- 
mation has  been  identified  as  being  received  from  the  Government  of  Egypt  to  indi- 
cate that  any  group  or  individual  was  planning  to  bomb  the  World  Trade  Center. 
Further,  we  received  no  information  from  the  Government  of  Egypt  or  any  other 
source  pointing  to  such  an  act  of  terrorism. 

7.  The  FBI  would  defer  to  the  Department  of  Justice  in  regards  to  this  question. 


Questions  and  Answers  Submitted  by  Senator  Thurmond 

Questions 

1.  Please  address  the  risks  of  terrorism  involving  nuclear,  chemical  or  biological 
devices  and  whether  your  agencies  are  taking  all  possible  steps  to  prevent  such  oc- 
currences. 

2.  Please  discuss  the  number  of  alien  terrorists  which  you  estimate  currently  may 
be  present  in  the  United  States  and  whether  it  would  be  desirable  to  strengthen 
the  immigration  laws  to  permit  deportation  of  known  alien  terrorists  and  more  se- 
lective admission  of  aliens. 

Answers 

1.  The  FBI  considers  the  threat  of  nuclear,  chemical  or  biological  terrorism  di- 
rected against  the  United  States  and  its  interests  to  be  low;  however,  the  FBI  is 
committed  to  confront  and  handle  such  an  event. 

Recent  events  in  global  affairs,  such  as  the  disintegration  of  the  former  Soviet 
Union/Eastern  Bloc  and  the  reported  lack  of  accountability  with  which  nuclear 
weapons  from  that  region  of  the  world  are  tracked;  the  attempts  by  state  sponsors 
of  terrorism  to  acquire  a  nuclear  capability;  and  the  increasing  reports  of  individuals 
and  groups  attempting  to  either  sell  or  purchase  special  nuclear  material  or  weap- 
ons has  ensured  that  the  FBI's  traditional  nuclear  counter-terrorism  and  program 
views  are  maintained  and  finely  focused  for  this  emerging  potential  threat.  At  this 
time,  the  FBI  is  not  aware  of  any  terrorist  CToup  or  individual  who  has  successfully 
acquired  even  an  elementary  nuclear  capability. 

In  order  to  prevent  the  occurrence  of  such  an  event,  the  FBI  maintains  close  liai- 
son with  other  government  agencies  to  ensure  that  all  intelligence  regarding  at- 
tempts to  acquire  a  nuclear  capability,  material  or  device  by  state  sponsors  of  terror- 
ism is  properly  analyzed  and,  if  necessary,  investigated  bv  the  FBI.  The  FBI  treats 
all  nuclear  threats  seriously  and  has  an  interagency  tnreat  assessment  process 
which  analyzes  the  credibility  of  threats.  Similarly,  due  to  the  relative  ease  with 
which  a  chemical  or  biological  agent  could  be  used  by  a  terrorist  or  a  terrorist  group, 
the  FBI  promptly  investigates  all  information  indicating  that  a  terrorist  group  or 
individual  has  a  chemical  or  biological  capability.  To  date,  there  has  never  been  an 
act  of  nuclear,  chemical  or  biological  terrorism  directed  against  the  United  States. 

Should  an  act  of  nuclear,  chemical  or  biological  terrorism  occur,  the  FBI  has  con- 
tingency plans  in  place  designed  specifically  tor  nuclear  and  chemical/biological  acts 
of  terrorism  which  would  be  implemented  immediately  upon  receipt  of  information 
relating  to  the  credible  possibility  of  nuclear,  chemical  or  oiological  terrorism.  These 
plans  require  the  notification  of  necessary  FBI  personnel,  and  ensure  that  the  man- 
agement of  the  crisis  is  swiftly  and  competently  implemented.  Furthermore,  these 
plans  call  upon  the  expertise  of  other  specific  government  agencies  to  assist  the  FBI 
in  resolving  such  incidents. 

The  FBI  constantly  improves  these  contingency  plans  and  participates  in  local, 
state  and  national  level  exercises  with  all  involved  agencies  to  test  the  strength  and 
feasibility  of  the  contingency  plans.  The  exercise  programs  are  a  means  by  which 
the  FBI  can  continually  assess  and  refine  its  nuclear,  chemical  and  biological  crisis 
management  program,  to  include  its  ability  to  prevent  the  occurrence  of  nuclear, 
chemical  or  biological  terrorism. 
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Again,  although  the  threat  of  nuclear,  chemical  and  biological  terrorism  is  low, 
the  consequence  of  a  single  event  would  be  devastating  and  therefore,  the  FBI  is 
committed  to  maintaining  a  very  active  counter-terrorism  program  to  confront,  pre- 
vent, and  as  necessary,  manage  such  a  catastrophic  crisis. 

2.  The  FBI  does  not  maintain  records  as  to  the  number  of  alien  terrorists  who 
may  be  present  in  the  United  States.  However,  several  observations  made  dvuing 
our  recent  experiences  are  worthy  of  mention.  At  least  four  of  the  subjects  arrested 
in  the  World  Trade  Center  bombing  investigation  had  entered  the  United  States  and 
requested  political  asylum.  Further,  one  of  the  suWects  had  requested  amnesty,  and 
that  precluded  the  FBI  from  obtaining  access  to  U.S.  records  relating  to  his  entry 
into  the  United  States.  Finally,  several  of  the  subjects  had  entered  the  United 
States  by  using  fraudulent  passport  information,  and  others  were  noted  to  be 
"overstays"  on  legitimate  entry  visas. 

Estimating  exact  numbers  of  aliens  in  the  country  who  might  become  involved  in 
terrorism  would  be  sheer  conjecture  for  the  FBI.  Rather,  our  attention  must  focus 
on  individuals  who  are  attempting  to  exploit  the  weaknesses  in  oiu"  system  in  order 
to  cover  their  criminal  activities. 

It  is  the  FBI's  understanding  thai,  the  current  administration,  under  the  guidance 
of  the  Department  of  Justice,  is  focusing  on  this  problem  with  the  goal  of  developing 
policies  and  recommending  legislation  that  will  address  any  weaknesses  and 
strengthen  the  hand  of  the  U.S.  Government  against  terrorists.  For  specific  informa- 
tion on  these  initiatives,  the  FBI  must  defer  to  the  Department  of  Justice,  various 
Congressional  committees,  the  U.S.  Department  of  State,  and  the  Immigration  and 
Naturalization  Service. 

It  shovild  be  reiterated  that  any  legislation  anacted  must  take  into  consideration 
the  rights  of  those  persons  legally  residing  in  the  United  States. 

The  Chairman.  Thank  you,  very  much.  Why  do  we  not  go  to  Mr. 
Pope  and  hear  his  testimony,  and  then  we  will  proceed  with  ques- 
tions? 

STATEMENT  OF  LAURENCE  POPE,  ACTING  COORDINATOR  FOR 
COUNTERTERRORISM,  DEPARTMENT  OF  STATE 

Mr.  Pope.  Thank  you,  Mr.  Chairman.  I  appreciate  the  oppor- 
tunity to  be  with  you  today  to  testify  on  the  Department  of  State's 
views  on  international  terrorism  and  the  outlook  for  the  future.  I 
welcome  this  committee's  decision  to  take  up  this  important  issue. 

With  your  permission,  I  will  summarize  the  statement  that  I 
have. 

The  Chairman.  Your  entire  statement  will  be  placed  in  the 
record. 

Mr.  Pope.  Thank  you,  sir. 

Director  Woolsey  has  provided  the  committee  with  a  comprehen- 
sive review  of  the  current  threat.  We  will  shortly  be  sending  to 
Congress  our  annual  report,  Patterns  of  Global  Terrorism.  As  Di- 
rector Woolsey  has  made  clear,  while  there  were  fewer  terrorist  in- 
cidents in  1992  than  several  years  ago,  the  threat  continues  to  be 
significant.  We  cannot  and  we  will  not  let  down  our  guard.  Just  as 
we  are  facing  a  contemporary  threat,  we  must  continue  to  be  vigi- 
lant to  detect  and  counter  emerging  threats  before  they  pose  a 
major  threat  to  U.S.  national  interests. 

The  more  fluid  post-Cold  War  international  environment  has  al- 
lowed long-suppressed  ethnic  conflicts  to  find  new  violent  expres- 
sion. From  the  Balkans  to  the  Middle  East  in  the  area  of  tradi- 
tional concern,  tensions  in  many  parts  of  the  world  have  increased. 
And  we  know  from  experience  that  terrorism  is  often  a  byproduct 
of  such  conflicts. 

In  the  Middle  East  and  North  Africa,  new  and  radical  groups 
have  emerged  in  recent  years  invoking  Islamic  ideology  but  using 
terrorist  tactics  to  advance  their  extremist  agendas.  Groups  such  as 
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HAMAS,  the  Palestine  Islamic  Jihad  in  the  West  Bank  and  the 
Gaza  Strip,  a  so-called  Islamic  group  m  Egypt  with  which  Omar 
Abdurrahman  is  associated,  have  turned  to  violence  and  terrorism. 

In  Egypt,  the  Islamic  group  has  attacked  foreign  tourists  in  an 
effort  to  destabilize  the  government  of  President  Mubarak.  Militant 
elements  of  HAMAS  have  carried  out  acts  of  terrorism  and  violence 
against  Israeli  officials  and  civilians.  The  misuse  of  Islamic  politi- 
cal rhetoric  by  these  groups  should  not  cause  us  to  confuse  in  our 
own  minds  terrorism  and  Islam.  Our  problem  is  not,  of  course,  with 
Islam.  It  is  with  the  use  of  violence  and  terrorism  by  anyone,  any- 
where. 

We  were  all  shocked  recently  by  the  increasingly  callous  dis- 
regard for  civilian  casualties  shown  by  the  provisional  Irish  Repub- 
lican Army,  bombing  a  crowded  shopping  area  in  Warrington,  Eng- 
land. Two  young  children  died  in  that  blast.  Many  others  were  in- 
jured. As  President  Clinton  said  in  a  letter  read  at  the  memorial 
service,  the  United  States  condemns  in  the  strongest  terms  such  vi- 
olence, and  those  who  support  it  and  perpetuate  it.  The  President 
also  said  that  the  American  people  join  the  people  of  Ireland  and 
the  United  Kingdom  in  the  belief  that  violence,  from  whatever 
quarter,  can  never  be  justified. 

Mr.  Chairman,  in  my  remarks  I  will  concentrate  on  our  efforts 
to  provide  international  leadership  in  the  fight  against  terrorism, 
and  also  on  the  process  of  interagency  coordination  and  cooperation 
v/ithin  the  executive  branch.  And  I  will  close  with  some  comments 
from  the  State  Department's  perspective  on  current  legislative  pro- 
posals. 

In  dealing  with  this  threat  we  have  learned  that  interagency  co- 
ordination and  cooperation  is  absolutely  critical.  We  cannot  allow 
the  tensions  which  sometimes  result  from  differences  in  perspective 
to  become  battles  over  turf.  Within  the  State  Department  my  office 
is  the  focal  point  for  this  interagency  coordination.  We  work  ex- 
tremely closely  with  colleagues  in  the  Justice  Department,  the  FBI, 
and  the  intelligence  community. 

W^e  want  to  ensure  that  American  diplomacy  reinforces  our  law 
enforcement  efforts  on  the  basis  of  the  best  information  available. 
There  is  no  inherent  contradiction  between  the  requirements  of  law 
enforcement  and  foreign  policy.  On  the  contrary.  The  rule  of  law 
is  one  of  the  most  effective  tools  we  have  in  the  fight  against  inter- 
national terrorism. 

The  basis  of  our  policy  is  the  effort  to  reduce  and  eventually 
eliminate  the  support  which  States  provide  to  terrorist  groups.  In 
the  final  analysis,  without  the  support  of  States,  terrorists  are  ex- 
poses and  vulnerable  to  effective  law  enforcement.  Without  a  sanc- 
tuary to  operate  from,  the  facilities  that  only  a  State  can  provide, 
terrorists  can  be  dealt  with  as  the  criminals  they  are. 

This  year,  in  our  annual  review  of  State  sponsorship  we  deter- 
mined that  six  Nations  previously  on  the  list — Cuba,  Iran,  Iraq, 
Libya,  North  Korea,  and  Syria — should  continue  to  be  designated 
State  sponsors.  We  remain  concerned  about  reports  of  Pakistani 
support  for  militant  groups  engaged  in  terrorism  as  well  as  Sudan's 
apparently  growing  support  for  terrorist  groups.  Our  dialog  with 
Pakistan  is  high  level  and  continuing.  We  will  be  taking  a  very 
close  look  at  both  countries  in  the  coming  weeks  and  months  to 
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consider  whether  they  have,  in  the  words  of  the  law,  repeatedly 
provided  support  for  acts  of  international  terrorism. 

Of  the  current  State  sponsors,  Iran  is  the  major  problem  we  face. 
Iran's  support  for  terrorism  includes  the  threat  to  murder  British 
author  Salman  Rushdie,  Tehran's  continued  campaign  of  assassina- 
tions of  Iranian  dissidents  overseas,  and  its  support  for  groups 
which  seek  to  use  violence  against  the  Middle  East  peace  process. 

We  are  continuing  to  work  with  our  friends  and  allies  within  the 
European  Community,  the  Group  of  Seven  Nations,  and  with  other 
governments  to  ensure  that  our  collective  response  to  the  threat 
Iranian  actions  present  is  as  effective  as  possible.  We  have  made 
the  point  repeatedly  that  if  we  act  in  concert  we  can  have  an  im- 
pact on  Iran's  policies.  We  will  continue  to  make  this  case  to  our 
friends  and  allies  at  every  opportunity. 

Mr.  Chairman,  the  good  news  is  that  increasingly,  governments 
have  been  willing  to  join  in  steps  against  State  sponsors  and  the 
groups  they  support.  We  saw  this  clearly  during  Operation  Desert 
Storm  when  many  countries  joined  in  expelling  or  keeping  under 
close  scrutiny  Iraqi  agents  and  imposing  other  security  measures 
to  thwart  Iraq's  terrorist  efforts. 

Collective  efforts  were  also  essential  in  the  United  Security 
Council  condemnation  of  Libya  for  the  Pan  Am  103  and  UTA  772 
bombings.  The  passage  of  landmark  Security  Council  Resolution 
731  and  748  last  year  is  a  significant  indication  of  this  change  in 
attitude.  Resolution  748  imposed  sanctions  which  include  a  com- 
plete cutoff  of  air  service  to  and  from  Libya,  an  embargo  on  the 
provision  of  aviation  spare  parts,  a  similar  provision  concerning 
military  equipment,  spare  parts,  and  services,  and  a  requirement 
that  Nations  reduce  significantly  the  number  of  Libyan  diplomats 
serving  at  overseas  missions.  Until  Libya  complies  fully  with  the 
requirements  of  these  Security  Council  resolutions  these  sanctions 
will  remain  in  place. 

The  Security  Council  earlier  this  month  renewed  the  sanctions 
and  we  continue  to  work  closely  with  our  allies  Britain  and  France. 
Ambassador  Albright  and  her  British  and  French  colleagues 
warned  Libya  in  the  Council  on  April  8th  that  new,  tougher  sanc- 
tions may  be  necessary  if  Libya  does  not  comply  with  the  Council's 
demands.  Secretary  Christopher  said  yesterday  before  the  Foreign 
Relations  Committee  we  believe  that  tougher  sanctions  are  re- 
quired. There  are  a  number  of  possibilities,  and  they  include  an  oil 
embargo.  We  will  be  talking  urgently  about  these  possibilities  with 
our  friends  and  allies  in  the  weeks  ahead. 

I  have  mentioned  the  importance  of  bringing  terrorists  to  justice. 
We  have  had  several  successes  recently  which  have  not  received 
much  public  attention.  We  worked  successfully  with  Greece  in  the 
trial  of  Muhammed  Rashid  who  was  accused  of  the  1982  bombing 
of  a  Pan  Am  aircraft.  Ten  years  after  this  bombing,  Rashid  was 
convicted  and  sentenced  to  a  lengthy  jail  term  in  Athens. 

More  recently,  Italy  extradited  Khalid  Mohammed  El-Jassem,  a 
Palestinian  terrorist,  to  the  United  States  to  stand  trial  for  offenses 
committed  20  years  ago  while  a  member  of  the  Black  September 
organization.  He  was  sentenced  in  New  York  last  week  to  30  years 
on  these  charges,  which  included  attempting  to  kill  then  Israeli 
Prime  Minister  Golda  Meir.  These  actions  serve  notice  on  inter- 
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national  criminals  that  our  memories  are  long,  and  so  is  the  reach 
of  U.S.  law  enforcement. 

We  also  strengthened  the  rule  of  law  by  helping  improve  the  ju- 
dicial and  law  enforcement  capabilities  of  other  Nations  that  may 
be  victims  of  terrorist  acts.  Through  training  provided  under  the 
Department  of  State's  antiterrorism  assistance  program  we  have 
improved  the  ability  of  other  governments  to  preempt,  investigate, 
and  prosecute  terrorists.  In  1992,  more  than  1,125  senior  officials 
from  25  countries  received  such  training,  bringing  the  total  number 
of  persons  trained  in  the  program  to  about  14,000  from  75  nations. 

Mr.  Chairman,  in  your  letter  of  invitation  you  mentioned  your  in- 
terest in  the  Department's  views  on  possible  legislation.  There  are 
several  measures  for  which  we  seek  congressional  support.  We  ex- 
pect to  submit  soon  for  Senate  ratification  a  new  international  con- 
vention dealing  with  detecting  and  controlling  plastic  explosives. 
The  convention  on  the  marking  of  plastic  explosives  for  the  purpose 
of  detection  was  completed  in  Montreal  in  1991.  It  has  been  signed 
by  the  United  States  and  50  other  nations. 

The  Department  of  the  Army  has  completed  technical  testing  of 
the  United  States  selected  chemical  marking  agent,  testing  which 
was  initially  financed  by  the  State  Department's  Counter  Terror- 
ism Research  and  Development  Fund — to  which  Senator  Hatch  re- 
ferred— to  ensure  that  the  marked  plastic  explosives  will  have  no 
adverse  environmental,  occupational,  or  health  implications. 

We  also  seek  speedy  congressional  action  this  year  on  implement- 
ing legislation  for  two  important  counterterrorism  treaties,  as  Sen- 
ator Hatch  mentioned,  the  Protocol  for  the  Suppression  of  Unlawful 
Acts  of  Violence  at  Aiiports,  and  the  Convention  for  the  Suppres- 
sion of  Unlawful  Acts  Against  the  Safety  of  Maritime  Navigation. 
These  treaties  extend  the  prosecutor  extradite  principle  embodied 
in  previous  multilateral  treaties  to  attacks  on  airports  serving  civil- 
ian aviation  and  to  attacks  on  civilian  shipping  and  offshore  plat- 
forms. 

To  underscore  the  importance  we  attach  to  these  and  related  pro- 
visions, including  one  which  would  make  it  a  Federal  offense  to 
provide  material  support  for  international  terrorist  attacks,  these 
provisions  are  included  in  the  draft  State  Department  authoriza- 
tion bill  which  will  shortly  be  sent  up,  I  believe. 

Mr.  Chairman,  both  the  President  and  the  Secretary  have  made 
clear  that  the  issue  of  international  terrorism  is  a  high  priority  for 
this  administration.  Our  response  must  and  will  be  to  maintain  our 
vigilance,  to  increase  and  adjust  our  capabilities,  and  to  further  de- 
velop cooperation  to  help  ensure  the  safety  of  Americans  and  Amer- 
ican interests  throughout  the  world.  It  is  an  effort  that  requires 
continued  intention  and  persistence,  and  we  appreciate  your  con- 
tinued support  for  it,  sir. 

[Mr.  Pope  submitted  the  following:] 
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U.S.  Department  of  State, 
Washington  DC,  June  15,  1993. 
Hon.  Joseph  R.  BroEN,  Jr., 
Chairman,  Committee  on  the  Judiciary, 
U.S.  Senate,  Washington,  DC. 

Dear  Mr.  Chairman:  Following  the  April  22,  1993  hearing  at  which  Laurence 
Pope  testified,  additional  questions  were  submitted  for  the  record.  Please  find  en- 
closed the  responses  to  those  questions. 
Sincerely  yours, 

Wendy  R.  Sherman, 

Assistant  Secretary, 

Legislative  Affairs. 
Enclosures:  As  stated. 


Questions  Submitted  by  Senator  Biden,  for  FBI  Director  Sessions,  CIA 
Director  Woolsey,  and  State  Department  Acting  Coordinator  Pope 

Question  1:  In  1986  Congress  enacted  the  so-called  "long-arm  statute"  (18  U.S.C. 
2331)  which  provides  federal  jurisdiction  for  terrorist  actions  committed  overseas. 

a.  Please  provide  examples  of  how  this  statute  has  been  used  since  its  enact- 
ment. 

Answer:  18  U.S.C.  2331,  currently  18  U.S.C.  2332,  was  enacted  in  August, 
1986.To  date,  no  case  has  yet  been  tried  pursuant  to  the  statute.  Subsection  "d"  pro- 
vides that  a  prosecution  pursuant  to  the  statute  may  not  be  undertaken  by  the 
United  States  unless  the  Attorney  General,  or  her  highest  ranking  subordinate  with 
responsibility  for  criminal  prosecutions,  certifies  in  writing  that  in  her  judgment  an 
ofTense  covered  under  the  statute  was  intended  to  coerce,  intimidate,  or  retaliate 
against  a  jgovemment  or  civilian  population.  Since  the  statute  was  enacted,  several 
such  certifications  have  been  issued.  For  example,  an  individual  known  as  "Porfirio" 
was  indicted  in  1991,  under  section  2332,  in  connection  with  the  murders  in  El  Sal- 
vador of  U.S.  crewmen  Lt.  Col.  David  Pickett  and  PFC  Earnest  Dawson.  Pickett  and 
Dawson  were  en  route  to  Hondvu"as  when  the  U.S.  helicopter  in  which  they  were 
flying  was  downed  by  the  FMLN.  They  were  both  miu-dered  after  surviving  the 
crash.  In  1992,  Pablo  Escobar  Gaviria  and  another  defendant  were  indicted  under 
the  statute  in  connection  with  the  1989  bombing  of  a  Colombian  Airlines  airplane 
in  which  two  American  citizens  were  killed.  Neither  of  these  cases  has  yet  gone  to 
trial. 

b.  Have  there  been  any  problems  in  applying  the  statute? 

Answer:  Given  that  no  case  in  which  a  defendant  has  been  indicted  under  the 
statute  has  yet  gone  to  trial,  no  problems  have  been  encountered  as  of  this  time. 

Question  2:  Since  the  1980's,  the  United  States  has  sought  to  narrow  the  so-called 
"Political  Offense"  Exception  that  is  contained  in  many  of  our  bilateral  extradition 
treaties. 

a.  Please  list  the  number  of  countries  with  which  we  have  negotiated  such 
an  exception. 

Answer:  We  have  negotiated  extradition  treaties  in  which  the  political  offense  ex- 
ception has  been  narrowed  with  five  countries:  the  United  Kingdom,  Canada,  Ger- 
many, Spain,  and  Belgivun.  The  Supplementary  Treaty  with  the  United  Kingdom 
entered  into  force  in  1986;  the  Protocol  with  Canada  entered  into  force  in  1991;  the 
Supplementary  Treaty  with  Germany  entered  into  force  in  1993:  the  Supplementary 
Treaty  with  Spain  was  signed  in  1988  but  has  not  yet  entered  into  force;  and  the 
Supplementary  Treaty  with  Belgium  was  signed  in  1987  but  has  not  yet  entered 
into  force. 

b.  Are  there  other  efforts— either  formal  negotiations  or  informal  diplomatic 
discussions — underway  to  narrow  the  political  offense  exception  in  other  bilat- 
eral treaties? 

Answer:  Yes.  We  are  ciorrentiy  at  some  stage  of  negotiating  new  or  supplementary 
extradition  treaties  with  seven  countries  and  are  planning  to  commence  negotiations 
with  several  others.  One  of  our  primary  goals  in  these  negotiations  is  to  reach 
agreement  on  a  narrowed  political  offense  exception  to  extradition.  The  extent  to 
which  the  exception  is  narrowed  will  vary  from  negotiation  to  negotiation  depend- 
ing, inter  alia,  on  the  views  of  our  negotiating  partner. 
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c.  How  many  times  have  the  renegotiated  treaties  been  used  to  extradite  al- 
leged terrorists? 

Answer:  We  have  not  yet  had  occasion  to  use  either  the  Protocol  with  Canada  or 
the  Supplementary  Treaty  with  Germany  to  extradite  alleged  terrorists.  Currently 
seven  requests  are  pending  from  the  Umted  Kingdom  for  the  extradition  of  alleged 
terrorists  and  we  have  five  requests  pending  for  the  extradition  of  alleged  terrorists 
under  the  U.S.-U.K.  treaty. 

d.  Have  there  been  any  problems  in  the  application  of  these  treaties? 

Answer:  To  date,  we  have  not  experienced  any  problems  in  the  application  of 
these  treaties  with  regard  to  the  narrowed  poUtical  onense  exception. 

Question  3:  The  Supreme  Court's  decision  last  svunmer  in  the  Alvarez-Machain 
case  caused  a  storm  of  protest  by  Canada  and  Mexico,  as  well  as  a  number  of  coun- 
tries in  Latin  America. 

a.  Is  the  Administration  reviewing  the  particular  issue  involved  here — that  is, 
the  use  of  extraordinary  rendition? 

Answer:  Yes,  the  Administration  is  currently  reviewing  the  issue  of  extraordinary 
rendition,  to  determine  what  the  policy  of  this  Administration  should  be.  It  has  al- 
ready taken  action  in  one  respect:  The  President  has  promised  his  counterparts  in 
Canada  and  Mexico  that  his  Administration  will  not  conduct,  encourage  or  condone 
illegal  transborder  abductions  in  those  countries. 

b.  Since  the  Supreme  Court's  decision,  has  any  nation  asked  the  United 
States — formally  or  informally — to  renegotiate  the  existing  bilateral  extradition 
treaty  that  it  may  have  with  us? 

Answer:  Many  countries  expressed  concern  about  US  policies  on  extraordinsiry 
renditions  following  the  Alvarez  decision  and  a  few  raised  the  issue  of  whether  their 
bilateral  extradition  treaty  with  the  USG  should  be  revised  or  whether  separate 
agreements  might  be  concluded  on  the  subject;  none  has  done  so  as  pointedly  as 
Mexico.  The  Amninistration  is  currently  considering  how  to  reply  to  the  Government 
of  Mexico. 


Question  1:  It  is  widely  perceived  that  the  agencies  involved  in  counter- terrorism 
£ire  not  cooperating  as  effectively  as  they  should.  Please  provide  the  following: 

(a)  A  description  of  the  organizational  structure  in  the  Department  and  with- 
in the  federal  government  for  dealing  with  terrorist  acts  outside  the  United 
States.  Specifically,  please  describe  the  makeup  and  purpose  of  all  the  inter- 
agency groups  involved  in  the  international  terrorism  issue  and  the  frequency 
with  which  they  meet.  This  should  also  include  an  explanation  of  any  signifi- 
cant organizational  changes  that  have  occurred  within  tne  last  decade. 

Answer:  The  basic  organizational  and  policy  guidelines  on  how  the  the  federal 
government  would  deal  with  terrorism  were  made  in  the  mid-1980's  through  a  Vice 
Presidential  Task  Force. 

Two  basic  organizational  precepts  shave  existed  since  then:  the  State  Department 
would  be  the  lead  agency  in  matters  of  overseas  international  terrorism;  and  the 
Justice  Department — working  through  the  FBI — would  have  similar  responsibilities 
concerning  domestic  terrorism,  including  international  terrorism  that  occurs  within 
the  United  States.  Special  arrangements  also  exist  regarding  hijackings  of  US  air- 
craft, and  acts  of  international  terrorism  which  are  violations  of  US  law  and  in 
which  the  FBI  undertakes  criminal  investigations,  but  does  not  become  the  lead 
agency. 

The  National  Security  Council  staff  has  a  key  role  in  counter-terrorism  matters. 
As  with  any  similar  issue,  the  full  range  of  NSC  decision-making  processes,  includ- 
ing the  Deputies  Committee  and  the  Principals  Group,  can  be  convened  as  and 
when  needed  to  deal  with  a  terrorism  issue.  On  at  least  a  biweekly  basis,  the  Co- 
ordinating Sub-Group  (CSG)  meets  to  ensure  effective  coordination  of  counter-terror- 
ism policies  and  programs  among  the  National  Security  Council,  the  Departments 
of  State,  Justice  (including  separate  representation  by  the  FBI)  and  Defense  (again, 
both  the  Office  of  the  Chairman  of  the  Joint  Chiefs  of  Staff  and  the  Assistant  Sec- 
retary for  Special  Operations  and  Low  Intensity  Conflict  are  represented).  Other 
agencies  participate  in  the  CSG  as  specific  issues  in  their  area  of  responsibility  are 
dealt  with  by  the  CSG. 

Other  interagency  coordination  mechanisms  exist  at  the  direction  of  the  Coordina- 
tor for  Counter-Terrorism  at  the  Department  of  State.  These  interagency  groups  in- 
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volve  representatives  of  more  than  twenty  different  federal  agencies.  Among  the 
interagency  groups  established  are: 

Exercise  Committee  to  coordinate  interagency  counter-terrorism  exercises  and 
training; 

Rewards  Committee  to  oversee  the  Terrorism  Rewards  Information  Program; 

Nuclear  Biologic  and  Chemical  working  group  to  direct  US  work  to  counter 
the  threat  posed  by  the  possible  terrorist  application  of  these  technologies; 

Research  and  Development  subcommittee  to  manage  an  interagency  fund 
which  finances  research  and  development  of  equipment  intended  to  counter  the 
terrorist  threat. 

Other  subcommittees  and  working  groups  exist  to  ensvire  effective  coordination  of 
the  US  counter-terrorism  program  among  the  myriad  agencies  with  responsibilities 
for  some  aspect  of  this  issue. 

The  Department  of  State  would  be  pleased  to  brief  the  Committee  on  all  of  these 
groups  and  their  membership. 

We  believe  the  counter-terrorism  effort,  rather  than  being  one  in  which  agencies 
are  not  "cooperating  as  effectively  as  they  should"  has  evolved  into  a  useful  model 
for  how  agencies  with  disparate  responsibilities  and  expertise  can  work  together  ef- 
fectively to  counter  a  threat  to  American  interests,  wherever  they  may  be. 

(b)  A  description  of  proposed  organizational  changes  within  the  federal  gov- 
ernment regarding  the  coordination  of  polic3rmaking  regarding  terrorism;  this 
shovild  include  a  nill  justification  for  the  proposed  reorganization  of  the  Office 
of  the  Coordinator  for  Counter-Terrorism  at  the  Department. 

Answer:  There  are  no  significant  organizational  changes  proposed  or  anticipated 
for  the  interagency  process  regarding  counter-terrorism  policymaking.  The  inter- 
agency system  will  continue  to  operate  as  it  has  for  nearly  a  decade  with  the  De- 
partments of  State  and  Justice  dividing  lead  agency  responsibilities. 

The  proposed  reorganization  of  the  State  Department  changes  the  reporting  chan- 
nel for  the  Coordinator  for  Counter-Terrorism,  but  does  not  reflect  any  diminution 
in  the  importance  that  the  Department  attaches  to  countering  international  terror- 
ism or  changes  in  the  Department's  responsibility  as  a  lead  agency  in  the  inter- 
agency process. 

During  prior  Administrations,  the  Coordinator  generally  reported  either  to  the 
Deputy  Secretary  or  the  Under  Secretary  for  Political  Affairs,  depending  on  the  spe- 
cific issue.  Under  the  new  system,  the  Coordinator  will  report  to  the  Assistant  Sec- 
retary for  Narcotics,  Terrorism  and  Crime  and  then  to  the  proposed  Under  Sec- 
retary for  Global  Affairs. 

The  reorganization  of  the  Department  will  ensure  that  the  complete  range  of  is- 
sues associated  with  terrorism,  including  narcotics  and  international  crime,  will 
have  the  direct  attention  of  the  new  Under  Secretary  for  Global  Affairs.  This  will 
promote  a  systemic  approach  to  these  interrelated  problems.  As  you  know,  the 
President  has  nominated  Tim  Wirth,  who  has  already  been  confirmed  as  the  Depart- 
ment's Counselor,  for  this  challenging,  new  assignment. 

Question  2:  Please  provide  an  analysis  of  whether  existing  statues,  executive  or- 
ders, or  internal  State  Department  regulations,  that  relate  to  counter-terrorism, 
hinder  or  limit  the  ability  of  the  Department  to  fulfill  its  responsibilities. 

Answer:  The  Department  beUeves  that  it  has  in  place  the  basic  legal  authorities 
needed  to  counter  the  threat  posed  by  international  terrorism.  We  have  worked 
closely  and  effectively  witii  the  Congress  to  secure  that  basic  legislative  package, 
and  we  believe  that  it  continue  to  meet  our  needs. 

At  the  same  time,  changing  circumstances,  particularly  in  terms  of  recently  nego- 
tiated international  agreements  do  require  the  adoption  of  implementing  legislation 
and,  in  oneimportant  case,  having  the  Senate  ratify  a  new  international  agreement. 

After  the  December  1988  destruction  of  Pan  Am  103  by  a  plastic  explosive  bomb, 
the  U.S.  and  key  European  nations  agreed  to  identify  chemical  marking  agents 
which  could  be  incorporated  into  plastic  explosives  during  the  manufacturing  stage 
in  order  to  make  tiiese  explosives  detectaole.  Our  aim  was  to  develop  an  inter- 
national agreement  which  would  help  deter  terrorists  and  help  prevent  bombings 
using  plastic  explosives.  Emerging  from  this  effort  is  the  Convention  on  the  Marking 
of  Plastic  Explosives  for  Purposes  of  Detection  which  was  completed  in  Montreal  in 
1991,  and  which  has  oeen  signed  by  the  U.S.  and  45  other  nations. 

The  U.S.  Army  has  completed  technical  testing,  much  of  which  was  initially  fund- 
ed by  the  State  Department's  Counter-Terrorism  Research  and  Development  fund, 
to  ensure  that  the  required  changes  to  U.S.  plastic  explosives  will  have  no  adverse 
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environmental,  occupational  health  or  national  security  implications.  Based  on  these 
tests,  the  Army  is  prepared  to  begin  producing  plastic  explosives  incorporating  the 
marking  chemical  as  of  January  1994. 

The  Executive  Branch  will  be  submitting  the  Convention  for  Senate  ratification 
in  the  near  future.  We  will  also  be  seeking  Congressional  approval  for  related  imple- 
menting legislation.  We  hope  that  we  can  work  closely  with  you  and  the  Committee 
for  expedited  approval  of  implementing  legislation. 

In  addition,  the  Department  will  again  seek  Congressional  passage  of  implement- 
ing legislation  for  two  important  counter-terrorism  treaties:  The  1988  protocol  for 
the  Suppression  of  Unlawful  Acts  of  Violence  at  Airports  Serving  International  Avia- 
tion and  The  1988  Convention  for  the  Suppression  of  Unlawful  Attacks  Against  the 
Safety  of  Maritime  Navigation.  These  treaties  extended  the  prosecute  or  extradite" 
principle  to  attacks  on  airports  or  maritime  targets  to  help  prevent  repetitions  of 
incidents  such  as  the  1985  Rome  and  Vienna  airport  attacks  and  the  1986  hijacking 
of  the  Achille  Lauro  passenger  liner. 

The  Senate  gave  its  advice  and  consent  to  the  treaties  in  1989,  but  approval  of 
the  implementing  legislation  was  delayed  since  it  was  incoiijorated  into  the  Omni- 
bus Crime  Bill.  I  hope  your  committee  can  help  obtain  passage  this  year  and,  thus, 
permit  us  to  comply  wilii  our  international  legal  obligations. 

Lastly,  and  as  noted  in  my  answers  to  other  questions  posed  by  the  Committee, 
the  Department  looks  forward  to  working  closely  with  the  Uommittee  as  it  considers 
new  legislation  regarding  expedited  exclusion  and  asylvun  reform. 

Question  3:  Please  provide  detailed  information  about  the  Department's  budgetary 
resources  with  regard  to  terrorism,  in  particular: 

a.  The  current  budget  of  the  Coordinator  for  Counter-Terrorism  and  other  of- 
fices involved  in  counter-terrorism  activities. 

b.  A  comparison  of  the  current  budget  with  the  previous  five  fiscal  years. 

c.  A  projection  of  future  resource  requirements  to  meet  the  threat  of  terrorism 
in  the  1990's. 

Answer:  The  primaiy  budget  resources  for  the  State  Department's  counter-terror- 
ism effort  are  allocatea  through  the  Office  of  the  Coordinator  for  Counter-Terrorism. 
Other  offices  and  bureaus  also  are  involved,  but  not  exclusively,  in  the  counter-ter- 
rorism effort,  including:  the  Bureaus  of  Diplomatic  Secxirity,  Intelligence  and  Re- 
search, and  Consular  Affiairs,  as  well  as  various  regional  bureaus,  and  the  Office  of 
the  Legal  Adviser.  Resources  expended  in  offices  which  devote  a  portion  of  their 
time  and  personnel  to  the  counter-terrorism  effort  are  difficult  to  estimate  accu- 
rately. Ftirthermore,  in  some  cases  (such  as  the  Office  of  the  Legal  Adviser)  there 
are  significant  annual  variations  influenced,  for  example,  by  whether  the  U.S.  is  in- 
volved during  a  given  fiscal  year  in  negotiating  a  new  international  agreement  to 
counter-terrorism. 

The  Department  does  not  develop  detailed  estimates  of  its  "out-year"  budget  re- 
quirement for  functions  as  specific  as  counter-terrorism.  It  is  difficult  to  predict  how 
future  terrorism  threats  might  be  reflected  in  budget  resources.  For  example,  the 
ATA  program  expanded  to  meet  new  requirements  resulting  from  the  breakup  of  the 
Communist  bloc  and  the  need  and  opportunity  to  work  with  countries  which  had 
not  previously  participated  in  the  program.  'The  counter-terrorism  R&D  program 
tries  to  develop  technology  that  could  be  useful  in  thwarting  or  resolving  terrorist 
attacks,  such  as  better  ways  to  detect  explosives.  The  nature  of  the  threats  contin- 
ues to  evolve  requiring  additional  researcn  efforts  in  new  areas.  Another  imponder- 
able is  the  number  of  rewards  that  might  be  made  in  future  years,  and  the  amount 
of  funding  needed  to  replenish  the  account. 


Question  1:  Of  the  criteria  that  you  use  to  determine  whether  a  country  should 
be  added  to  the  list  of  state  sponsors,  how  many  have  been  satisfied  by  Pakistan 
or  Sudan? 

In  other  words,  How  close  are  you  to  designating  these  nations  as  "state  spon- 
sors'? 

Answer:  The  standard  the  Secretary  of  State  uses  in  determining  whether  a  state 
is  a  "state  sponsor"  is  whether  the  state  has  "repeatedly  provided  support  for  acts 
of  international  terrorism."  The  Anti-Terrorism  and  Arms  Export  Amendments  Act 
of  1989  does  not  define  what  constitutes  repeated  support  for  acts  of  international 
terrorism;  however,  the  Secretary  takes  into  account  cnteria  suggested  by  the  legis- 
lative history  of  that  law  including  whether  a  state  gives  sanctuary,  furmshes  arms. 
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or  provides  logisticfd  support,  financial  backing  or  diplomatic  facilities  to  terrorists 
or  terrorist  groups. 

We  have  repeatedly  conveyed  serious  concerns  about  their  policies  to  the  govern- 
ments of  Pakistan  and  Sudan.  We  have  advised  Pakistan  that  we  have  worrisome 
indications  of  official  support,  including  training,  arms  and  financing,  for  Kashmiri, 
Sikh  and  other  militants  who  conduct  military  and  terrorist  operations  against 
India. 

We  have  advised  Sudan  of  our  concern  that  Middle  Eastern  terrorist  organiza- 
tions, both  seciilar  and  fundamentalist,  such  as  the  Abu  Nidal  Organization,  the 
Palestine  Islamic  Jihad  (PIJ),  and  Hizballah,  maintain  offices  in  Khartoum  and  that 
these  organizations  are  provided  at  least  political  and  possibly  material  support  to 
a  degree  that  could  constitute  a  form  of  safe  haven.  We  have  expressed  our  disquiet 
at  Sudan's  increasingly  close  relationship  with  Iran,  including  the  fact  that  the  Ira- 
nian Ambassador  in  Khartoiun  is  an  individual  who  was  associated  both  with  the 
seiziu-e  of  the  U.S.  Embassy  in  Tehran  and  with  the  rise  of  Hizballah  in  Lebanon. 
We  are  distxirbed  by  evidence  that  the  National  Islamic  Front,  the  major  influence 
on  the  Sudan  government,  may  be  aiding  Egyptian  and  Nortii  Afiiican  extremists 
with  military  training  and  explosives. 

Because  of  the  gravity  of  these  concerns  and  the  ambiguity  of  some  of  the  infor- 
mation, we  advised  both  countries  in  January  that  while  then  Secretary 
Eagleburger  had  decided  to  make  no  change  in  the  terrorism  list,  we  would  review 
the  records  of  both  countries  within  120-180  days. 

Secretary  Christopher  has  kept  these  situations  under  especially  close  review.  I 
cannot  speculate  about  the  Secretary's  ultimate  decisions  with  respect  to  either 
Pakistan  or  Sudan,  but  he  has  said  clearly  that  he  will  be  guided  by  the  facts  and 
the  law. 

Question  2:  Some  terrorism  experts  suggest  that  the  United  States  and  the  West 
must  be  vigilant  for  terrorism  by  unconventional  means — nuclear,  biological  or 
chemical  weapons.  Is  this  a  legitimate  concern? 

Answer:  The  proliferation  of  weapons  of  mass  destruction,  which  includes  nuclear, 
biological  and  chemical  weapons,  is  a  major  concern  to  the  United  States  and  many 
other  like-minded  governments.  Numerous  international  agreements  exist  among 
producer  states  to  control  the  possible  proliferation  of  such  weapons. 

Access  by  terrorists  either  to  weapons  of  mass  destruction  produced  by  a  state 
sponsor  of  terrorism,  or  by  the  possible  theft  or  diversion  of  such  a  weapon  into  the 
hands  of  terrorists  is  also  a  concern.  Nvunerous  efforts  are  underway  to  enhance 
U.S.  counter-measiires  to  the  possible  terrorist  use,  or  threat  of  use,  of  a  weapon 
of  mass  destruction. 

We  have  no  "specific  and  credible"  information  that  terrorists  have  acquired  such 
a  weapon.  Furthermore,  we  expect  that  international  efforts,  such  as  those  under- 
taken by  the  UN  Seoirity  Council  against  Libya  for  sponsoring  the  bombings  of  two 
civil  aircraft;,  will  demonstrate  to  states  that  might  consider  making  such  a  device 
available  to  terrorists,  that  the  international  community  will  act  forcefully  and  dra- 
matically to  ensure  that  states  that  sponsor  such  acts  of  terrorism  will  pay  a  price 
for  sponsoring  terrorism. 

Question  3:  Is  there  any  consideration  being  given  within  the  Department  to  re- 
moving Syria  fi*om  the  List  of  state  sponsors? 

Answer:  There  is  no  consideration  being  given  to  removing  Syria  fi-om  the  list  of 
state  sponsors  of  terrorism.  It  is  clear  that  Svria  continues  to  provide  safehaven  and 
support  in  Syria  and  parts  of  Lebanon  under  Sjoian  control  to  a  variety  of  Arab 
and  non-Arab  organizations  that  practice  terrorism.  These  facts  meet  the  criteria  for 
inclusion  on  the  ust  of  state  sponsors. 

We  have  seen  no  evidence  of  direct  S>rian  involvement  in  terrorist  acts  since 
1986.  Syria  for  over  two  years  also  has  kept  under  tight  control  many  of  the  organi- 
zations about  which  we  have  serious  concerns.  Though  Syrian  performance  on  ter- 
rorism issues  has  improved,  the  facts  and  the  record  still  dictate  inclusion  on  the 
state-sponsors  list. 

Question  4:  President  Mubarak  said  in  an  interview  last  month  that  the  bombing 
of  tihe  World  Trade  Center  might  have  been  prevented  if  we  had  Listened  to 
warnings  provided  by  Egyptian  authorities. 

a.  can  you  comment  on  President  Mubarak's  remarks? 

b.  please  provide  an  update  of  the  internal  review  that  President  CUnton  or- 
dered after  President  Mubarak's  appeared  in  the  press. 
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Answer:  We  have  excellent  relations  with  Egypt  across  a  wide  range  of  issues. 
One  important  aspect  of  these  relations  is  the  exchange  of  information  on  security 
matters.  In  the  course  of  such  exchanges,  Egypt  on  several  occasions  expressed  con- 
cern over  the  presence  in  the  United  States  of  certain  Egyptian  Islamic  extremists. 
Those  exchanges  never  elicited  information  concerning  possible  terrorist  acts  to  be 
carried  out  in  the  United  States.  During  his  visit,  President  Mubarak  clarified  this 
point  in  other  public  remarks.  The  subsequent  review  ordered  by  President  Clinton 
also  showed  that  no  advance  warning  of  the  WTC  bombing  came  from  Egypt  or  any 
other  source. 

Question  5:  During  the  period  leading  up  to  the  Gulf  War,  there  were  numerous 
predictions  that  the  United  States  and  other  Western  nations  would  become  the  tar- 
get of  a  wave  of  terrorist  attacks  by  Middle  Eastern  organizations.  Yet  the  threat- 
ened wave  never  materialized,  alttiough  there  were  nximerous  low-level  attacks 
around  the  world. 

a.  What  did  we  leeu*n  from  that  experience? 

b.  What  steps  were  taken  then  that  can  be  repeated  during  normal  periods? 

Answer:  The  Government  of  Iraq  viewed  terrorism  as  a  legitimate  tactic  against 
members  of  the  coalition.  Significant  Iraqi-sponsored  terrorist  attacks  were  planned 
and/or  undertaken  in  Indonesia,  Thailand,  and  the  Philippines  in  the  early  days  of 
Operation  Desert  Storm.  Iraq  planned  other  such  operations  and  dispatched  trained 
terrorist  operatives  to  many  nations.  However,  virtually  all  of  these  attacks  failed 
or  were  preempted. 

The  main  thing  we  learned  is  that  international  cooperation  against  the  common 
threat  of  terrorism  works. 

Pre-emptive  action,  such  as  the  expulsion  of  Iraqi  diplomats  and  intelligence 
operatives,  as  well  as  enhanced  security  countermeasures,  were  the  key  aspects  of 
our  counter-terrorism  campaign  prior  to  and  during  the  Gulf  War.  Cooperation 
among  law  enforcement  and  intelligence  services  in  many  different  nations  in- 
creased the  effectiveness  of  counter-terrorist  efforts.  The  pressure  that  the  United 
States  and  other  countries  placed  on  governments  that  provide  support  to  terrorist 
groups  proved  effective. 

The  counter-terrorism  efforts  we  undertook  prior  to  and  during  the  Gulf  War  rep- 
resented an  intensification  of  the  policies  that  we  normally  follow.  For  example,  we 
maintain  ongoing  and  effective  intelligence  exchanges  with  a  number  of  nations  on 
terrorism  matters;  these  exchanges  are  adjusted  in  response  to  changing  require- 
ments. The  same  holds  true  regarding  security  countermeasures.  In  addition,  main- 
taining steady  pressure  on  states  that  support  terrorism  serves  notice  that  such 
support  will  not  be  without  cost. 

Question  6:  In  the  mid-1980s,  Congress  authorized  the  payment  of  up  to  $500,000 
for  information  leading  to  the  arrest  or  conviction  of  individuals  involved  in  acts  of 
international  terrorism  against  Americans.  That  amount  was  increased  to  $2  million 
in  1989.  Please  expladn  how  the  program  operates  in  practice. 

Answer:  The  Department's  rewards  program  to  obtain  information  about  inter- 
national terrorists  and  their  actions  was  established  by  the  1984  Act  to  Combat 
International  Terrorism,  Public  Law  98-533. 

Title  22,  United  States  Code,  Section  2708  authorizes  the  Secretary  of  State  to 
pay  a  reward  of  up  to  $2,000,000  to  any  individual  who  furnishes  information:  (1) 
leading  to  the  arrest  or  conviction,  in  any  country,  of  any  individual  for  the  commis- 
sion of  an  act  of  international  terrorism;  or  (2)  for  conspiring  or  attempting  to  com- 
mit such  an  act;  or  (3)  to  the  prevention,  frustration,  or  favorable  resolution  of  such 
an  act;  if  the  act  is  directed  against  a  United  States  person  or  United  States  prop- 
erty and  is  primarily  outside  the  territorial  jurisdiction  of  the  United  States.  The 
Act  requires  consultation  with  the  Attorney  General  or  his  designee  at  the  Depart- 
ment of  Justice  before  approving  a  reward  over  which  there  is  federal  criminal  juris- 
diction. 

The  Department  of  Justice,  as  a  matter  of  policy,  does  not  wish  to  provide  a  re- 
ward to  any  person  who  may  testify  in  a  court  proceeding  and  related  appeals,  in 
order  to  minimize  credibility  problems.  This  policy  has  been  consistently  applied  in 
cases  where  testimony  of  a  prospective  rewards  program  participant  is  crucial  to 
court  proceedings  in  the  U.S.  or  abroad. 

An  inter-agency  committee  serves  as  the  forum  for  discussion  of  all  aspects  of  this 
vital  program.  The  Inter-Agency  Rewards  Committee  is  comprised  of  representatives 
from  the  National  Security  Council  staff,  the  Federal  Bureau  of  Investigation,  the 
Central  Intelligence  Agency,  the  Department  of  Justice  and  various  Department  of 
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State  elements,  including  the  Bxireau  of  Diplomatic  Secvirity  and  representatives 
from  the  Office  of  the  Coordinator  for  Counter-Terrorism. 

Reward  proposals  come  before  the  Committee  from  individual  agencies  and  from 
diplomatic  posts  throughout  the  world.  When  a  reward  proposal  is  generated  over- 
seas, the  Chief  of  Mission  must  concur  with  the  reward  proposal. 

The  integrity  of  the  system  for  handling  confidential  informants  who  may  come 
forward  either  by  walking  in  to  a  post  overseas,  writing  to  our  HEROES  post  office 
box  address  in  Washington,  or  contacting  the  1-800-HEROESl  toll  free  number, 
must  be  protected.  A  cheiin  of  custody  is  maintained  over  all  information  and  poten- 
tial evidence  collected  which  may  result  in  federal  prosecution. 

For  obvious  reasons,  ensuring  the  security  and  well-being  of  rewards  program 
participants  is  key  to  the  success  of  this  program.  No  sum  of  money  is  Ukely  to  per- 
suade anyone  to  come  forward  with  information  about  terrorists  unless  he  or  she 
has  good  reason  to  believe  they  will  be  protected  against  terrorist  reprisals.  We  are 
cxirrently  seeking  specific  authority  under  the  rewards  program  to  relocate  to  the 
U.S.  on  a  very  judicious  basis  those  cooperating  individuals  and  their  families  who 
are  in  imminent  danger.  The  Department  has  proposed  an  amendment  to  Title  22, 
United  States  Code,  Section  2708,  providing  a  specific  authority  for  25  admissions 
per  year  under  this  program. 

Question  7:  Commercial  air  manufachirers  in  this  country  contend  that  they 
shovild  be  allowed  to  compete  to  sell  737's  to  Iran — a  contract  which  wovild  have  con- 
siderable benefits  for  the  U.S.  economy — rather  than  ceding  the  field  to  the  Airbus 
consortium.  Have  we  asked  our  European  aUies  to  constrain  the  sale  of  dual-use 
items  to  Iran? 

Answer:  The  United  States  remains  deeply  concerned  by  unacceptable  Iranian  be- 
havior in  several  spheres:  e.g.,  its  support  for  terrorism,  its  efforts  to  acquire  weap- 
ons of  mass  destruction,  and  its  wiaespread  abuse  of  human  rights.  We  are  con- 
vinced that  the  most  effective  means  of  addressing  and  modifying  such  reprehen- 
sible behavior  is  via  unified  V/estem  and  G-7  signals  of  the  unacceptability  of  Ira- 
nian actions.  Such  signals  should  have  political  and  economic  components.  In  line 
with  previous  policy,  we  have  worked  with  our  Allies  and  others  urging  them  to 
adopt  controls  on  sensitive  dual-use  items,  including  aircraft,  similar  to  controls  we 
already  have  in  place. 

Question  8:  One  common  criticism  leveled  against  the  Government's  counter-ter- 
rorism effort  is  that  the  various  agencies  do  not  adequately  share  data  and  intel- 
Ugence.  I  understand  each  of  your  respective  concerns — the  agency  needs  to  protect 
its  sources  and  methods,  and  the  FBi  needs  to  protect  its  sources,  as  well  as  the 
cases  it  is  developing. 

Please  provide  an  update  of  the  programs  that  have  been  implemented — or  are 
currently  undenvay — tc  improve  cooperation  in  this  area. 

Answer:  The  State  Department's  view  is  that  there  is  an  effective  exchange  of  in- 
formation regarding  terrorist  threats  and  intelligence  among  all  concerned  agencies. 
We  do  not  find  concerns  over  "sources  and  methods"  to  represent  an  impediment 
to  the  exchange  of  intelligence  regarding  terrorism.  We  recognize  and  understand 
the  special  responsibilities  that  the  FBI  has  concerning  information  that  it  gathers 
in  pursuit  of  a  possible  criminal  prosecution. 

Numerous  mechanisms  exist  to  ensure  that  information  is  shared  among  con- 
cerned agencies.  This  system  works  best  in  terms  of  disseminating  terrorist  threat 
information.  Both  informal  (tliat  is  analyst  to  analyst  channels)  as  well  as  more  for- 
mal processes  coordinated  through  the  Interagency  Intelligence  Committee  on  Ter- 
rorism (IICT)  exist  to  facilitate  timely  and  comprehensive  exchanges  of  information 
regarding  terrorism. 

Question  9:  Some  terrorism  experts  suggest  that  the  United  States  and  the  West 
must  be  vigilant  for  terrorism  by  unconventional  means — nuclear,  biological  or 
chemical  weapons.  Is  this  a  legitimate  concern?  Please  provide  an  estimate  of  the 
threat  of  a  terrorist  attack  by  each  of  these  means. 

Answer:  The  proliferation  of  weapons  of  mass  destruction,  which  include  nuclear, 
biological  and  chemical  weapons,  is  a  major  concern  to  the  United  States  and  many 
other  like-minded  governments.  Numerous  international  agreements  exist  among 
producer  states  to  control  the  possible  prohferation  of  such  weapons. 

Access  by  terrorists  either  to  weapons  of  mass  destruction  produced  by  a  state 
sponsor  of  terrorism  or  by  the  possible  the  theft  or  diversion  of  such  a  weapon  into 
the  hands  of  terrorists  is  also  a  concern.  Numerous  efforts  are  underway  to  enhance 
U.S.  countermeasures  to  the  possible  terrorist  use,  or  threat  of  use,  of  a  weapon  of 
mass  destruction. 


34 

We  have  no  "specific  and  credible"  information  that  terrorists  have  acquired  such 
a  weapon.  Furthermore,  we  hope  that  international  efforts,  such  as  those  under- 
taken by  the  UN  Security  Council  against  Libya  for  sponsoring  the  bombings  of  two 
civil  aircraft,  will  demonstrate  to  states  that  might  consider  making  such  a  device 
available  to  terrorists,  that  the  international  community  will  act  forcefully  and  dra- 
matically to  ensure  that  states  that  sponsor  such  acts  of  terrorism  will  pay  a  price 
for  sponsoring  terrorism. 

Providing  an  estimate  of  the  threat  presented  by  possible  terrorist  use  of  each 
weapon  of  mass  destruction  is  difficvilt  in  an  unclassified  docvunent.  The  Depart- 
ment and  other  concerned  agencies  would,  however,  be  pleased  to  discuss  this  issue 
more  thoroughly  in  a  classified  briefing  for  cleared  staff  members  of  the  Committee. 


Question:  Does  the  Department  regard  the  program  as  an  important  tool? 

Answer:  Absolutely.  The  intent  of  the  1984  Act  to  Combat  International  Terrorism 
was  for  the  "United  States  to  take  every  appropriate  step  to  protect  its  citizens  and 
property  from  terrorist  acts."  The  thrust  of^  the  rewards  program  has  been  to  pre- 
vent acts  of  international  terrorism  against  U.S.  persons  or  property  primarily  out- 
side the  territorial  jurisdiction  of  the  United  States.  Rewards  have  been  paid  for  in- 
formation which  has  saved  American  lives,  thwarted  and  neutralized  terrorist  oper- 
ations, and  aided  law  enforcement  efforts  in  putting  terrorists  behind  bars. 

Question:  Has  it  been  utilized  in  some  of  the  more  high-profile  cases?  In  particu- 
lar, has  it  been  used  in  the  case  of  the  Lebanon  hostages,  Pan  Am  103,  or  the  World 
Trade  Center  bombing?  If  not,  why  not? 

Answer:  Yes,  rewards  program  funds  are  used  to  provide  rewards  to  individuals 
and  to  promote  and  advertise  the  program. 

Most  recently,  in  November  1992,  the  Department  conducted  a  special  publicity 
effort  aimed  at  generating  new  leads  in  several  unsolved  terrorist  incidents.  Work- 
ing with  the  FBI,  this  effort  focused  on  three  particularly  bloody  terrorist  events: 
The  abductions  and  murders  of  American  hostages  in  Lebanon,  the  hijacking  of 
TWA  flight  847,  and  the  April  1986  terrorist  bombing,  of  TWA  flight  840. 

Publicizing  the  program  sends  a  signal  to  terrorists  and  shows  the  world  where 
we  stand  on  terrorism:  we  haven't  forgotten  these  crimes. 

Investigators  involved  in  the  Pan  Am  103  case  have  used  the  existence  of  the  pro- 
gram as  a  means  of  securing  cooperation  from  prospective  witnesses.  The  payment 
of  rewards  from  this  program  is  pending  the  outcome  of  the  judicial  processes  in 
this  matter. 

With  regard  to  the  February  26  bombing  of  the  World  Trade  Center,  based  on  cur- 
rently available  information  it  does  not  appear  that  this  incident  falls  within  the 
purview  of  the  Department  of  State  program  since  it  does  not  appear  to  have  been 
an  incident  "primarily  outside  the  territorial  jurisdiction  of  the  United  States." 
Should  information  emerge  which  demonstrates  that  this  is  the  case,  however,  we 
will  use  the  rewards  program  aggressively  to  help  resolve  the  World  Trade  Center 
bombing. 

The  Department  of  State  would  also  note  that  the  Congress  has  adopted,  but 
never  funded,  parallel  legislation  offering  rewards  for  information  concerning  acts 
of  terrorism  primarily  "within"  the  territorial  jurisdiction  of  the  United  States.  Au- 
thority for  this  domestic  rewards  program  is  vested  in  the  Attorney  General. 


Questions  Submitted  by  Senator  Thurmond  for  FBI  Director  Sessions,  CIA 
Director  Woolsey,  and  State  Department  Acting  Coordinator  Pope 

Question  1:  Please  address  the  risks  of  terrorism  involving  nuclear,  chemical  or 
biological  devices  and  whetiier  your  agencies  are  taking  all  possible  steps  to  prevent 
such  occurrences. 

Answer:  The  proliferation  of  weapons  of  mass  destruction,  which  includes  nuclear, 
biological  and  chemical  weapons,  is  a  major  concern  to  the  Untied  States  and  many 
other  like-minded  governments.  Numerous  international  agreements  exist  among 
producer  states  to  control  the  possible  proliferation  of  such  weapons  and  the  U.S. 
is  committed  to  lead  an  international  effort  to  help  limit  the  proliferation  of  such 
weapons. 

Access  by  terrorists  either  to  weapons  of  mass  destruction  produced  by  a  state 
sponsor  of  terrorism  or  by  the  possible  theft  or  diversion  of  such  a  weapon  into  the 
hands  of  terrorists  is  also  a  major  concern.  Numerous  efforts  are  underway  to  en- 
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hance  U.S.  countermeasures  to  the  possible  terrorist  use,  or  threat  of  use,  of  a  weap- 
on of  mass  destruction  by  international  terrorists. 

We  have  no  "specific  and  credible"  information  that  terrorists  have  acquired  such 
a  weapon.  Furthermore,  we  hope  that  international  efforts,  such  as  those  under- 
taken Dy  the  UN  Security  Council  against  Libya  for  sponsoring  the  bombings  of  two 
civil  aircraft,  will  demonstrate  to  states  that  might  consider  making  such  a  device 
available  to  terrorists,  that  trie  international  community  will  act  forcefully  and  dra- 
matically to  ensure  that  states  that  sponsor  such  acts  of  terrorism  will  pay  a  price 
for  sponsoring  terrorism. 

We  would  be  pleased  to  provide  further  information  to  the  Committee  in  a  classi- 
fied briefing  for  staff  and/or  Members. 

Question  2:  Please  discuss  the  number  of  alien  terrorists  which  you  estimate  cur- 
rently may  be  present  in  the  United  States  an  whether  it  would  be  desirable  to 
strengthen  the  immigi*ation  laws  to  pennit  deportation  of  known  alien  terrorists  and 
more  selective  admission  of  aliens. 

Answer:  The  issue  of  "alien  terrorists"  is,  of  course,  a  major  concern  of  the  U.S. 
law  enforcement  community.  While  we  cannot  provide  any  precise  estimate  of  the 
number  of  "alien  terrorists'',  there  have  been  arrests  and  indictments  of  foreign  na- 
tionals in  both  the  World  Trade  Center  bombing,  and  as  part  of  an  investigation 
centered  in  St.  Louis  into  the  activities  of  the  Abu  Nidal  Organization  in  the  U.S. 

At  the  same  time,  it  is  important  to  note  that  literally  tens  of  mJllions  of  foreign- 
ers visit  the  U.S.  each  year.  While  inevitably  some  of  these  visitors  violate  U.S.  law 
while  here,  or  seek  to  remain  here  illegally,  the  numbers  of  such  malefactors  are 
a  tiny  percentage  of  our  foreign  visitors. 

The  Administration  is  committed  to  an  effective  and  enhanced  border  security 
program  Consistent  with  that  objective,  numerous  proposals  for  establishing  new 
procedures  to  expedite  the  departure  of  aliens  who  arrive  at  ports  of  entry  without 
valid  travel  documents,  and  without  at  least  a  "credible  fear '  of  persecution  if  re- 
fused entry,  are  under  consideration.  Reform  in  U.S.  asylum  practices  is  also 
planned.  The  Administration  is  committed  to  such  changes,  and  looks  forward  to 
working  closely  with  the  Senate  Judiciary  Committee  as  we  deal  together  with  these 
matters. 


Questions  Submitted  by  Senator  Grassley  for  FBI  Director  Sessions,  CIA 
Director  Woolsey,  and  State  Department  Acting  Coordinator  Pope 

Question  1:  What  is  the  future  for  extraterritorial  apprehension  of  terrorists?  (The 
Supreme  Covtrt  held  seizing  fugitives  on  foreign  soil  does  not  violate  international 
law.)  Do  you  see  a  need  for  legislation  in  this  area? 

Answer:  We  do  not  believe  that  legislation  is  needed  at  this  time.  If,  however,  leg- 
islation is  enacted  in  relation  to  extraterritorial  apprehension,  we  would  particularly 
want  to  ensure  that  it  does  not  prevent  the  United  States  from  taking  action  against 
terrorists  who  are  a  threat  to  American  interests  or  citizens  and  does  not  pennit 
criminal  defendants  to  tie  up  the  courts  with  false  abduction  claims. 

Question  2:  It  has  been  about  a  year  and  a  half  since  we  indicted  the  two  Libyans 
for  the  Pan  Am,  103  bombing,  and  Libya  has  refused  cooperation.  Do  you  think  it's 
time  we  step  up  the  pressure?  Although  Secretary  of  State  Christopher  has  called 
for  an  oil  embargo,  it  seems  that  we  blinked  in  mid-April  at  the  United  Nations 
when  sanctions  against  Libya  were  discussed.  What  is  your  view? 

Answer:  I  agree  that  further  pressure  will  be  needed  to  achieve  Libyan  compliance 
with  the  United  Nations  Security  Council's  demands.  Those  demands  include  that 
Libya  satisfy  the  United  States,  the  United  Kingdom  and  France  by,  among  other 
things,  turning  the  two  indicted  suspects  in  the  Pan  Am  bombing  over  for  trial  in 
the  U.S.  or  the  UK  and  meeting  the  requirements  of  French  judicial  authorities  in 
the  UTA  bombing. 

We  have  achieved  a  great  deal  by  working  with  the  United  Kingdom  and  France 
and  through  the  Security  Council.  This  includes  two  Security  Council  resolutions 
(731  and  748)  and  mandatory  sanctions  that  have  cut  Libya  off  from  international 
civil  aviation,  imposed  an  arms  embargo  and  increased  Libya's  diplomatic  isolation. 

In  April,  when  the  Security  Council  most  recently  discussed  Libya  and  retained 
those  sanctions  in  force,  the  U.S.,  British  and  French  representatives  stated  that  if 
Libya  remained  defiant,  further  sanctions  would  be  needed.  We  are  actively  discuss- 
ing what  those  should  be  with  the  British  and  French.  As  you  indicate,  Secretary 
Christopher  has  said  that  an  oil  embargo  is  one  measure  we  wish  to  consider.  We, 
the  British  and  French  will  go  back  to  the  Security  CouncU  with  a  resolution  when 
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we  are  agreed  on  appropriate  new  sanctions  and  can  count  the  votes  in  the  Council 
to  pass  it. 

Question  3:  There  continues  to  be  a  view  that  the  Syrians  and  the  Iranians  had 
a  hand  in  Pan  Am  103.  Ehiring  the  campaign,  candidate  Clinton  promised  the  fami- 
lies of  the  Pan  Am  103  victims  he  would  look  into  the  Syria-Iran  connection.  What's 
being  done  in  this  area? 

Answer:  The  Pan  Am  103  investigation  is  an  ongoing  effort. 

As  we  have  repeatedly  said,  the  U.S.  cannot  rule  out  a  broader  conspiracy  be- 
tween Libya  and  other  governments  or  terrorist  organizations,  but  the  available  evi- 
dence does  not  support  that  conclusion. 

The  US  and  the  United  Kingdom  have  consistently  demanded  "full  cooperation" 
by  Libya  in  the  Pan  Am  103  investigation.  This  demand  is  one  of  the  requirements 
subsumed  into  UNSC  resolution  731.  Fvdl  Libyan  cooperation  in  the  investigation, 
as  called  for  in  a  UN  Security  Council  resolution,  offers  the  best  hope  of  resolving 
questions  about  how  extensive  the  conspiracy  was  within  the  Libyan  government, 
and  the  separate  issue  of  whether  other  states  participated  in  the  conspiracy. 

Question  4:  The  Treasury  Department,  through  its  Office  of  Foreign  Asset  Con- 
trols, is  reqviired  to  report  annually  on  the  "nature  and  extent  of  assets  held  in  the 
United  States"  by  countries  on  the  terrorist  hst  and  by  terrorist  organizations.  The 
first  report  was  issued  very  recently,  but  it  only  contained  information  about  assets 
of  terrorist  countries.  The  Treasury  Department  claims  it  doesn't  have  the  authority 
to  report  on  organizations.  Do  you  have  an  opinion  as  to  whether  Treasury,  Justice 
or  State  should  be  reporting  to  Congress  on  assets  held  in  the  U.S.  by  terrorist  orga- 
nizations? 

Answer:  The  Treasury  Department  has  advised  us  that  Treasury's  Office  of  For- 
eign Assets  Control  (OFAC)  does  have  authority  to  block  the  assets  of  international 
terrorist  organizations  that  are  determined  to  be  Specially  Designated  Nationals 
(SDNs)  of  one  of  the  terrorism  sponsoring  states  against  which  OFAC  enforces  a 
comprehensive  embargo  (Cuba,  Iraq,  Libyan  and  North  Korea).  However,  OFAC 
does  not  currently  have  authority  to  require  financial  institutions  to  block  and  re- 
port on  terrorist  organizations  which  have  not  been  identified  as  SDNs  of  an  embar- 
goed country.  This  is  because  Treasures  authority  arises  when  the  President  de- 
clares a  national  emergency  and  imposes  economic  sanctions  against  a  foreign  coun- 
try. 

We  understand  that,  despite  that  limitation,  OFAC  is  pursuing  the  use  of  its  SDN 
program  against  state-sponsored  terrorist  organizations,  and  that  it  will  be  asking 
other  members  of  the  counter-terrorism  community  for  information  that  may  enable 
OFAC  to  prepare  a  more  exhaustive  report  on  terrorist  assets  with  the  United 
States  than  can  be  developed  through  its  current  authorities  alone.  We  beUeve  that 
OFAC,  which  currently  controls  more  than  $2  billion  in  blocked  assets  of  five  terror- 
ism-sponsoring states,  is  the  appropriate  office  to  handle  the  reporting  requirement 
on  terrorist  assets  within  the  U.S. 

Question  5:  The  new  threat  from  terrorism,  as  exemplified  by  the  World  Trade 
Center  bombing,  seems  to  be  self-generated  terrorist  activity.  Individuals  or  small 
groups  who  can  act  with  Uttle  planning,  almost  spontaneously,  pose  an  enormous 
risk  to  our  security.  What  are  you  doing  to  combat  this  new  dimension  to  terrorism? 

Answer:  If  it  is  shown  conclusively  that  the  bombing  by  the  World  Trade  Center 
was  conducted  by  a  small  and  relatively  unorganized  group  this  would  be,  of  course, 
a  significant  development  in  terrorism.  It  would  demonstrates  how  easy  it  unfortu- 
nately is  for  committed  individuals  with  a  modest  amount  of  money  and  technic£d 
expertise  to  build  a  terrorist  device. 

Nevertheless,  most  terrorism  is  still  undertaken  by  established  groups  with  both 
an  infrastructure  and,  in  some  cases,  a  state  sponsor. 

The  U.S.  government  is  committed  to  combating  terrorism,  no  matter  what  orga- 
nization or  group  of  individuals  undertakes  it.  Dealing  with  individuals  or  small 
groups  of  terrorists  is  a  challenge,  but  one  that  we  are  confident  we  can  deal  with 
through  use  of  the  same  tactics  that  we  have  used  in  combating  terrorism  by  more 
traditional  groups. 

Question  6:  When  President  Mubarak  was  here  he  indicated  that  Egypt  had  pro- 
vided information  to  the  U.S.  that  could  have  been  useful  in  anticipating  the  World 
Trade  Center  bombing.  What  did  he  mean  by  this?  And  was  there  inteUigence  infor- 
mation that  was  overlooked.  Or  was  President  Mubarak  referring  to  more  general 
cooperation  between  Egypt  and  the  U.S.  on  this  issue? 
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Answer:  We  have  excellent  relations  with  Egypt  across  a  wide  range  of  issues. 
One  important  aspect  of  these  relations  is  the  exchange  of  information  on  security 
matters.  In  the  coiu^e  of  such  exchanges,  Egypt  on  several  occasions  expressed  con- 
cern over  the  presence  in  the  United  States  of  certain  Egyptian  Islamic  extremists. 
Those  exchanges  never  elicited  information  concerning  possible  terrorist  acts  to  be 
carried  out  in  the  United  States.  During  his  visit,  President  Mubarak  clarified  this 
point  in  other  public  remarks.  The  subsequent  review  ordered  by  President  Clinton 
also  showed  that  no  advance  warning  of  ihe  WTC  bombing  came  from  Egypt  or  any 
other  source. 

Question  7:  The  Judiciary  Committee  will  separately  address  the  issues  of  immi- 
gration and  asyliun.  Nevertheless,  I  believe  yoiu-  views  on  these  subjects  would  be 
useful.  What  do  we  need  to  be  doing  to  better  control  our  borders  to  make  siu-e  dan- 
gerous characters  don't  get  into  the  U.S.  in  the  first  place?  And  if  you  have  any  sug- 
gestions on  visa  regulations,  please  share  them  with  us. 

Answer:  First,  let  me  assure  you  that  the  Clinton  Administration  is  committed  to 
an  effective  and  enhanced  border  security  program.  Two  key  elements  to  enhance 
border  security  are  establishing  a  system  for  the  expedited  exclusion  of  aliens  who 
arrive  at  ports  of  entry  without  valid  travel  documents,  and  without  at  least  a  "cred- 
ible fear"  of  persecution  if  refused  entry,  as  well  as  reform  of  U.S.  asylum  practices. 
The  Administration  looks  forward  to  working  closely  with  the  Judiciary  Committee 
as  we  deal  together  with  these  matters. 

As  for  visa  regulations,  we  Eire  also  looking  carefully  at  this  issue,  particularly  in 
terms  of  how  we  deal  with  persons  who  are  "members"  of  groups  that  engage  in  ter- 
rorism. 

b.   I'he  upecific  identifiablo  budget  «ccount3  exciusivoiy  for 
co'..r-:<£-e«rrocx3ffl  purposes  are  aa  follows; 

CQUWTERTBRRORI.SM  PROgRAM  rmmT>|f^ 
(mlllloca  of  doll&xa) 


n  1989  rz   1990   nr  i99i  nr  1992  rr     1993  re     199^ 


JUrrl  -TKRHORI SM 

nUXHlUG   iSSISTAMOS  9.840  9.974  12.260  11.848  15.555  15.555 

KkllOIOd.  CT   RtD«  3.0  2.0  2.0  2.0  2.0  2.0 

WCIttRDS**  1.0*  1.0«  .8  1.0  1.5  1.5 

COOHIKRTKPJ<ORISM  2.625  2.624  2.568  2.648  2.628  2    699 

OrriO  BODGXT 


•Note:    This    1«   ui  interagency  pro9fxaa  led  by  the  Oepartaent   of  State.      Other  ageocies 
aJ.so  contribute   to   It . 

••Rewards   pai.d  in   1989-1930   came   Cron  52  mitllci..  appropriated   for  the   rewaxda    funda    in 
the   apecial   supplemental   for  n   1985-1386      but   not   pr»viou^ly  cl)lig»t6d.      Th»>    lemaining    funis 
were   «et   aside   for   rewards   offers   publicized  for   specific   terrorist   acts   during  the 
■aid-1980'8   but   for  which  no  recipients   have  been  approved  to  date. 

Thank  you  very  much.  We  will  limit  our  questions  from  each 
Senator  in  the  first  round  to  10  minutes.  So  let  me  begin  by  asking 
all  of  you  the  following  question,  and  I  would  like  to  make  a  very 
quick  review  of  the  current  threat  of  terrorism,  both  at  home  and 
abroad. 

First,  based  on  what  you  have  told  me  over  the  past  6  months, 
we  all  have  to  remember  that  the  bombing  of  the  World  Trade  Cen- 
ter is  not  the  first  instance  of  international  terrorism  here  in  the 
United  States.  For  example,  on  December  29,  1975,  a  bomb  esti- 
mated to  have  the  force  of  25  sticks  of  dynamite,  according  to  press 
accounts,  detonated  near  a  baggage  claim  area  in  New  York's  La 
Guardia  Airport,  and  the  effects  of  the  blast  were  devastating,  kill- 
ing 11  and  injuring  50  people. 
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Of  course,  there  have  been  other  incidents  of  international  terror- 
ism here  in  the  United  States.  The  information  provided  by  the 
FBI  documents  a  significant  number  of  terrorist  acts  charged  to 
Puerto  Rican  nationals.  In  fact,  we  had  an  incident  in  the  Senate 
Republican  Cloak  Room  that  was  charged  to  terrorism  not  to  many 
years  ago. 

And,  Mr.  Pope,  information  that  the  State  Department  provided 
my  staff  documents  some  other  incidents  of  international  terrorism 
here  in  the  United  States. 

Now,  I  believe  the  key  point  that  has  to  be  made  is  that  the 
World  Trade  Center  bombing  should  not  be  met  with  hysteria.  The 
Nation  has  to  take  a  sober  view  of  the  terrorist  threat,  and  I  want 
to  be  sure  we  keep  this  in  proper  focus. 

My  question  is  terrorist  threats,  even  here  in  the  United  States 
of  America,  are  no  more  unique  today  than  they  were  15  years  ago, 
are  they? 

Mr.  Sessions.  Well,  the  number,  of  course,  has  dramatically 
come  down  over  the  last  10  years,  Mr.  Chairman. 

The  number  of  preventions,  of  course,  has  had  spurts,  but  it  is 
£ilso  dramatically  down.  In  other  words,  we  are  in  a  more  of  a  lull 
than  we  were  at  any  other  time  in  the  past  10  years. 

The  Chairman.  I  do  not  mean  to  suggest  by  the  question  that 
somehow  we  have  nothing  to  be  concerned  about. 

Mr.  Sessions.  We  have  a  great  deal  to  be  concerned  about. 

The  Chairman.  But  I  do  mean  to  suggest  that  we  should  be  re- 
minded that  this  does  not  necessarily  mean  that  we  are  about  to 
undergo  a  wave  of  activity  that  puts  every  American  in  jeopardy. 

It  is  said  by  those  who  study  the  patterns  of  terrorism,  some  of 
whom  will  testify  on  other  panels,  that  the  very  nature  of  the  ter- 
rorist threat,  particularly  Mid  East  terrorism,  is  continuing  to 
evolve.  Whereas  in  the  seventies  the  predominant  organizations 
were  largely  secular  Marxist  groups,  the  leading  terrorist  organiza- 
tions today  are  largely  radical  fundamentalists. 

More  significantly,  they  are  increasingly  less  reliant,  on  specific 
State  sponsors,  although  they  need  safe  havens.  And  thus,  it  may 
be  more  difficult  for  governments  to  monitor  and  to  infiltrate  ter- 
rorist organizations.  Can  any  of  you  comment  on  this?  Do  these  ex- 
amples illustrate  the  evolving  nature  of  terrorism,  particularly  that 
which  originates  in  the  Middle  East,  which  mav  present  a  different 
dilemma  for  you  than  the  dilemma  presented  in  the  sixties  and 
seventies? 

Mr.  Sessions.  I  think  looking  at  international  terrorist  incidents, 
that  is  those  outside  of  the  United  States,  even  though  the  number 
of  incidents  has  dramatically  come  down  in  the  last  10  years,  the 
percentage  of  times  that  Americans  are  either  involved  as  victims 
or  as  targets  has  risen  dramatically. 

So  the  earlier  comment  of  Director  Woolsey  that  Americans  are 
targets  and  victims  internationally  is  very  sound.  If  that  pattern 
begins  to  translate  into  the  United  States,  that  is  the  international 
terrorism  incidents  in  the  United  States,  then  of  course  I  think 
your  analysis  about  those  groups  that  might  be  involved  have 
changed  of  that  fundamentalist  bent.  And  they  do  provide  a  great 
deal  of  threat. 

The  Chairman.  Mr.  Pope? 
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Mr.  Pope.  Mr.  Chairman,  I  would  agree  with  that.  I  would  only 
point  out,  I  guess,  that  the  rise  of  the  Islamic  groups  reflects  a 
broader  phenomena  in  the  Arab  world  in  recent  years,  the  decline 
of  the  ideology  that  the  secular  groups  relied  on  which  was  that  of 
Arab  nationalism,  a  certain  kind  of  Arab  nationalism  and  the  rise 
of  Islamic  politics. 

As  I  said  in  my  remarks,  these  groups  present  certainly  new 
areas  of  concern. 

The  Chairman.  But  does  it  change  what  you  need  to  look  at  and 
your  ability  to  cooperate  with  other  governments  to  infiltrate  these 
groups  or  international  intelligence  organizations  that  have  histori- 
cally cooperated,  does  it  make  it  harder? 

Mr.  Pope.  Let  me  try  to  respond  as  much  as  I  can  in  this  forum. 
I  think  that  the  activities  of  these  groups,  as  we've  seen,  are  a  con- 
cern to  a  number  of  our  friends,  governments  in  the  area  in  the 
Middle  East  and  North  Africa  and  elsewhere. 

We  work  closely  with  those  governments.  That  continues.  That 
continues. 

I  would  add  though,  that  we  have  to  very  careful,  sir,  I  think  in 
our  own  minds  not  to  make  a  quick  analogy  between  Islam  and  ter- 
rorism. There's  a  danger  there. 

Senator  Feinstein.  Could  you  speak  directly  into  the  mike, 
please. 

Mr.  Pope.  Islamic  politics  are  on  the  rise  in  many  parts  of  Arab 
world.  Terrorism  is  a  byproduct  of  some  of  the  groups  that  engage 
in — they  have  adopted  this  new  rhetoric  of  Islamic  politics.  But  I 
think  we  need  to  be  very  careful  to  be  precise  and  to  make  clearly 
that  what  we're  talking  about  is  terrorism  and  not  political 
ideologies,  and  certainly  not  Islam. 

The  Chairman.  So  the  point  you're  making  is  that  Islam  is  not 
to  be  equated  with  terrorism,  but  it  so  happens  that  some  of  the 
more  fundamentalist  groups  are  Islamic  and  in  their  origins  and 
attitudes  may  derive  from  places  from  which  increased  terrorists 
acts  will  flow. 

Is  that  right  or  wrong? 

Mr.  Pope.  Yes,  sir.  Twenty  years  ago,  10  or  15  years  ago  in  the 
Arab  world,  secular  nationalism  was  the  preferred  ideology.  And  so 
it  was  the  ideology  that  terrorists  adopted  as  a  cover  for  their  ac- 
tions. Increasingly,  it's  Islamic  ideology,  extremist  Islamic  ideology, 
which  provides  that  cover. 

The  Chairman.  Now,  it  would  appear  that  the  newer,  more  fun- 
damentalist groups  are  engaged  in  a  campaign  to  stabilize  the  Gov- 
ernment in  Egypt  as  well  other  regimes  in  North  Africa.  What 
other  targets  are  in  their  sight?  Is  the  United  States  more  likely 
to  be  targeted  because  of  this  or  do  you  have  a  different  assess- 
ment? 

Mr.  Pope.  Sir,  I  would  have  to  defer  to  the  director  for  an  assess- 
ment of  the  potential  for  domestic  terrorism. 

The  Chairman.  How  about  Americans  being  targeted  in  those 
countries? 

Mr.  Pope.  Yes,  sir.  That  is  certainly  something  that  we  are  see- 
ing. Just  yesterday,  there  was  an  attack  on  a  bus  in  upper  Egypt 
by  a  group  which  is  probably  associated  with  the  Islamic  group. 
And  that  is  a  phenomenon  of  increasing  concern  to  us. 
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The  Chairman.  Well,  let  me  ask  you  one  more  question  before 
my  time  is  up,  Mr.  Pope.  As  you  know,  there  was  an  attempt  to 
deal  with  the  coordination  and  management  of  this  whole  effort. 
And  your  department  has  been  prominent  in  trying  to  come  up 
with  a  rationale  to  approach  this. 

In  1986,  the  terrorism  report,  written  by  then  Vice  President 
Bush,  called  for  a  national  programming  document,  seemingly 
analogous  to  the  national  drug  strategy.  And  it  seems  to  me  that 
such  a  comprehensive  document  could  be  an  important  tool  to  man- 
age the  antiterrorism  effort  carried  out  by  the  many  agencies,  two 
of  which  are  represented  here  today. 

However,  it  does  not  appear  that  such  a  key  document  is  pro- 
duced annually.  Is  there  such  a  document? 

Mr.  Pope.  No,  sir,  not  to  my  knowledge. 

The  Chairman.  And  do  you  believe  that  this  type  of  planning 
and  or  budget  document  could  be  helpful  to  you? 

Mr.  Pope.  What  I  believe,  sir,  is  as  I  said  in  my  remarks,  what 
is  absolutely  critical  in  this  effort  is  to  ensure  that  there  is  close 
coordination  and  cooperation  between  the  agencies  involved,  wheth- 
er it's  the  FBI,  the  CIA,  ourselves  at  State,  that  we  bring  our  dif- 
ferent perspectives  to  bear  on  the  problem,  that  we  exchange  infor- 
mation, and  that  we  act  in  concert  overseas. 

And  I  think  that  since  1986,  we  have  made  considerable  progress 
in  the  area  of  the  exchange  of  information  to  ensure  that  what  we 
do  overseas  is  as  effective  as  it  can  be. 

The  Chairman.  Well,  let  me  conclude  by  suggesting  to  you  that 
I  know,  from  my  role  on  the  Foreign  Relations  Committee,  that  this 
administration  plans  a  major  reorganization  in  the  State  Depart- 
ment which,  I  might  add,  I  think  is  overdue  in  light  of  the  way  the 
world  has  changed. 

But  my  experience,  in  my  responsibilities  in  judiciary  and  foreign 
policy,  has  been  that  State  Department  folks,  generally  speaking, 
are  not  very  inclined  to  want  to  deal  with  the  international  drug 
trafficking  components  of  their  responsibility  nor  terrorism,  quasi 
criminal  or  criminal  activities. 

I  do  not  say  that  critically.  Most  go  to  Georgetown  School  of  For- 
eign Policy  or  the  Fletcher  School  or  the  Woodrow  Wilson  School 
and  their  desire  is  not  to  be  involved  in  law  enforcement.  They 
would  much  rather  carry  treaties  that  have  to  do  with  arms  control 
or  the  environment  in  their  brief  cases. 

What  I  am  a  little  worried  about,  to  be  very  blunt  about  it,  is 
in  this  long  overdue  reorganization  of  the  State  Department,  your 
function  will  be  down  graded;  not  you  personally,  but  the  office 
that  you  are  heading. 

Whereas  you  now  report  at  least  in  theory  directly  to  the  Sec- 
retary under  the  new  plan,  as  I  understand  it,  your  office  will  be 
overseen  by  a  Deputy  Assistant  Secretary  who  will  report  then  to 
the  Secretary  through  two  other  people. 

I  realize  you  are  not  responsible  for  drafting  this  plan.  But  to  the 
extent  that  you  are  able,  I  would  like  to  hear  your  views  on  this 
plan  as  it  relates  to  your  office. 

Mr.  Pope.  Mr.  Chairman,  let  me  just  say  that  I  think  that  both 
the  President  and  the  Secretary  have  made  clear  that  this  issue 
was  going  to  be  an  important  priority  for  this  administration. 
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In  practice  in  the  past,  my  office  has,  while  it  was  attached  di- 
rectly as  were  a  lot  of  other  offices  to  the  office  of  the  Secretary 
of  State,  in  practice  we  have  reported  through  the  Under  Secretary 
for  Politic  Affairs,  the  Deputy  Secretary  in  most  cases. 

The  Chairman.  So  in  practice,  this  is  not  a  lot  different  from 
what  we  have  now? 

Mr.  Pope.  Yes,  sir.  And  I  would  add  that  the  creation  of  the  posi- 
tion of  Under  Secretary  for  Global  Affairs,  which  Senator  Wirth  is 
to  occupy,  will  give  my  office  within  the  Narcotics,  Terrorism  and 
Crime  Bureau  that  is  to  be  created,  access  and  clout,  I  think,  on 
the  seventh  floor  of  our  building.  So  that  is  really  v/hat  I  would  say 
about  it,  sir. 

The  Chairman.  Thank  you  very  much.  And  my  time  is  up.  Sen- 
ator Hatch? 

Senator  Hatch.  Thank  you,  Mr.  Chairman.  Let  me  just  direct 
some  questions  to  the  FBI  first  and  then  I'll  come  to  you,  Mr.  Pope, 
if  I  have  enough  time. 

I  understand  that  there  are  several  thousand  known  terrorist 
elements  residing  here  in  the  United  States  who  are,  in  fact,  illegal 
aliens.  Could  you  please  discuss  how  many  of  these  illegal  aliens 
the  FBI  has  sought  to  have  deported  and  how  many  of  these  cases 
have  been  successful?  Mr.  Director  and  then,  Mr.  Gow,  if  you  care 
to  add  an3rthing? 

Mr.  Sessions.  The  Immigration  and  Naturalization  Service  has 
a  responsibility  in  connection  with  people  who  are  in  the  United 
States  without  proper  authorization.  The  Immigration  and  Natu- 
ralization Service  is  part  of  the  Department  of  Justice.  I  cannot 
give  you  the  specific  figure  of  the  numbers  of  people  that  we  have 
asked  be  pursued,  but  I  will  be  delighted  to  do  that  for  that  record, 
Senator. 

Senator  Hatch.  Would  you  do  that?  If  you  ask  the  INS,  the  Im- 
migration and  Naturalization  Service  to  get  some  of  these  people 
deported. 

Mr.  Sessions.  Yes.  It  is — there  are  some.  It  maybe  that  Mr.  Gow 
has  those  at  his  fingertips,  but  I  will  be  glad  to  supply  those  for 
the  record. 

Senator  Hatch.  I  will  be  happy  to  have  that.  Do  they  cooperate? 
Do  you  feel  like  they  are  doing  the  job? 

Mr.  Sessions.  There  is  no  question  about  the  cooperation.  The 
question  is  whether  they  have  adequate  systems  to  be  able  to  do 
it.  I  think  the  Attorney  General  has  great  interest  in  that  and  we 
will  pursue  that  interest. 

Senator  Hatch.  So  there  is  a  question  you  are  raising  that 
maybe  we  here  on  the  Judiciary  Committee  may  need  to  help  you 
to  set  up  procedures  that  can  help  to  deport  these  people. 

Mr.  Sessions.  I  have  no  question  about  the  necessity  for  proce- 
dures and  funding.  Senator. 

Senator  Hatch.  Now  I  appreciate  the  difficulty  of  deporting  ter- 
rorist aliens  in  light  of  the  due  process  requirements  of  our  immi- 
gration laws.  And  some  have  suggested  that  in  deportation  cases 
involving  terrorist  aliens  that  the  FBI  be  permitted  to  present  con- 
fidential evidence  to  a  court  camera  and  ex  parte. 

Now  opponents  of  this  concept  raise  legitimate  concerns  about 
the  inability  of  the  suspected  terrorists  to  respond  to  the  evidence 
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presented  him  or  them.  Personally,  I  would  like  to  work  with  the 
FBI  and  other  related  agencies  in  an  effort  to  try  to  balance  those 
issues. 

For  example,  would  the  FBI  be  open — let  me  just  ask  you  this — 
would  it  be  open  to  a,  a  court-appointed  special  advocate  who 
would  be  present  at  such  an  camera  proceeding  and  who  has  the 
necessary  security  clearances? 

Mr.  Sessions.  The  Department  of  Justice,  of  course,  is  the  co- 
ordinated agency  in  connection  with  the  legislation.  I  presume  that 
the  Attorney  Greneral  will  be  reviewing  these  proposals  and  cer- 
tainly the  FBI  would  be  more  than  pleased  to  make  its  contribution 
to  that  suggestion. 

Senator  Hatch.  We  would  like  you  to  think  about  it  and  make 
suggestions  up  here  as  to  how  we  resolve  these  problems.  Because 
I  just  do  not  see  any  reason  to  have  several  thousand  terrorist  ele- 
ments in  this  country  who  are  illegal  aliens  running  up  and  down 
this  country  as  though  they  have  every  right  that  everybody  else 
does  when  they  are,  in  fact,  terrorists. 

Mr.  Sessions.  Well,  the  FBI  would  be  pleased  to  join  with  you 
in  an  effort  to  deal  with  terrorism  in  that  aspect  of  it.  And  I  am 
confident  the  Attorney  General  will  have  comments  she  will  want 
to  make. 

Senator  Hatch.  We  are  going  to  need  some  help,  because  we 
w£int  to  make  sure  that  the  constitutional  requisites  of  due  process 
and  fair  play  really  are  observed. 

Let  me  go  to  another  question.  Advanced  digital  telecommuni- 
cation systems  being  introduced  to  the  public  today  have  not  been 
designed  with  the  needs  of  law  enforcement  in  mind.  Frankly, 
these  new  technologies  will  make  it  impossible,  at  least  in  my  opin- 
ion, to  affect  lawful  court-authorized  wire  taps.  And  this  may  be 
more  than  necessary  in  the  case  of  terrorist  activities.  And  I  am 
talking  about  lawful  court-authorized  ones. 

Will  the  inability  of  law  enforcement  to  conduct  court-authorized 
wire  taps  compromise  our  ability  to  counter  domestic  terrorist 
threats?  And  in  addition,  does  the  Clinton  administration  support 
the  legislation  proposed  by  the  FBI  last  Congress,  which  would 
clarify  the  responsibilities  of  the  telecommunications  companies? 

Mr.  Sessions.  Senator,  I  do  not  know  if  that  legislation  has  been 
introduced  or  not.  President  Clinton,  last  week,  issued  a  Presi- 
dential directive  in  connection  with  inscription,  which  has  now 
been  published  and  is  well  known.  The  attention  that  the  adminis- 
tration has  paid  to  the  problem  of  telecommunications  is  very 
strong. 

And  it  is  obvious  that  everybody  is  aware,  both  in  normal  law  en- 
forcement activities  and  in  counterterrorism  activities  and  foreign 
counterintelligence  activities,  we  need  to  have  ability  to  have  ac- 
cess for  legitimate  law  enforcement  purposes  under  court-author- 
ized procedures. 

And  I  am  confident  that  the  administration  is  pursuing  the  right 
track  in  that  regard. 

Senator  Hatch.  In  the  past,  terrorist  groups  tended  to  work 
closely  and  in  what  we  call  tightly  knit  cells.  There  have  been  re- 
ports that  these  terrorists   have   refined   their  tactics   and  have 
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begun  to  operate  with  a  more  loosely  knit  network  inside  the  Unit- 
ed States. 

Now  this  network  can  span  several  different  cities  in  the  United 
States,  or  in  some  cases,  several  different  continents  as  is  my  un- 
derstanding. And  this  new  structure  raises  further  questions  about 
whether  these  groups  have  to  wait  for  instructions  from  overseas 
or  if  they  can  carry  out  their  terrorist  acts  independently. 

How  do  we  go  about  monitoring  groups  in  the  United  States  that 
are  less  structured?  How  will  the  law  enforcement  community  cope 
with  the  changes  in  the  structure  of  these  terrorist  groups? 

Mr.  Sessions.  That  probably  best  would  be  discussed  in  a  closed 
session,  Senator,  but  I  can  tell  you  that  our  ability  to  be  able  to 
keep  track  of  those  international  terrorist  groups  is  an  extremely 
important  element  of  our  foreign  counterintelligence  program  and 
our  counterterrorism  program. 

And  so  it  is  absolutely  essential  that  we  have  that  kind  of  capa- 
bility. Because  they  will  communicate  in  one  form  or  another,  by 
one  means  or  another.  And  it  is  of  very  great  interest  to  us. 

Mr.  Gow  may  have  more  comment  on  that,  but  I  think  it  is  prob- 
ably more  appropriate  for  closed  sessions. 

Senator  HATCH.  All  right.  Do  you  care  to  comment? 

Mr.  Gk)W.  I  would  agree  with  the  Director,  sir.  It  would  be  better 
to  discuss  that  in  closed  session. 

Senator  Hatch.  That  would  be  fine.  What  areas  of  law  enforce- 
ment need  to  be  improved  to  increase  our  effectiveness  and  capabil- 
ity to  detect  and  ascertain  terrorist  activities  in  our  country? 

Mr.  Sessions.  The  ability,  of  course,  under  the  legislation  that 
previously  was  introduced,  to  be  able  to  access  toll  records  under 
18  U.S.C.  2709,  is  back  and  is  active  again.  And  we  are  very  sup- 
portive of  that. 

And  I  am  confident  this  administration  will  support  it  as  well. 
In  the  legislative  area,  I  am  confident  as  well  that  Attorney  Gen- 
eral Reno  v/ill,  in  fact,  review  and  propose  legislation  that  will  be 
helpful. 

As  to  the  interagency  ability,  there  is  a  very  careful  and  close  co- 
ordination, as  you  know,  with  both  the  Department  of  State  and 
with  the  CIA  in  connection  with  counterterrorism  matters. 

There  is  a  counterterrorism  center  at  the  CIA.  The  chairman 
noted  some  of  the  problems  that  will  have  to  be  attacked  when  you 
look  at  how  we  would  share  information,  how  that  information  can 
be  properly  utilized  within  the  law  enforcement  community. 

And  of  course  the  work  with  the  State  Department,  between  the 
Bureau  and  the  State  Department,  needs  to  know  if  further  legisla- 
tive structure  to  enhance  the  cooperation.  We  work  hand  in  glove 
in  connection  with  international  terrorism  particularly  where  it  is 
demonstrated,  for  instance,  in  the  Trevi  Conference,  that  is  the  Eu- 
ropean conference  of  Ministers  of  Interiors,  Ministers  of  Justice 
that  meet  each  6  months. 

During  that  time  period,  between  those  meetings,  they  are  deal- 
ing with  training  capabilities,  with  studies  of  particular  terrorist 
groups,  with  trying  to  find  better  ways  to  communicate  and  en- 
hance that.  And  at  those  particular  meetings,  we  serve  as  observ- 
ers and  do  have  the  opportunity  to  deal  with  all  of  those  countries 
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who  are  members  of  that  conference,  which  is  Uterally  the  Euro- 
pean economic  community. 

So  coordination  internationally  with  law  enforcement  and  intel- 
ligence groups  is  very  easy  to  provide  in  that  kind  of  mechanism. 

Senator  HUVTCH.  Thank  you.  Mr.  Pope,  just  one  question  before 
my  time  runs  out.  I  have  been  concerned  that  there  ought  to  be  a 
commitment  to,  counterterrorist  technology  and  counterterrorist  ac- 
tivities in  the  State  Department. 

For  instance,  the  Director  of  the  Department  of  State's  office  of 
counterterrorism  has  usually  been  accorded  the  rank  of  ambas- 
sador. And  under  the  current  State  Department  reorganization, 
your  position  would  be  at  the  level  of  a  Deputy  Assistant  Secretary. 
That  is  important,  but  that  is  not  as  important  a  position  as  I 
think  this  matter  deserves. 

In  addition,  there  will  be  two  tiers  of  bureaucracy  that  you  are 
now  going  to  have  to  report  through,  even  during  a  crisis,  espe- 
cially an  Assistant  Secretary  and  the  new  Under  Secretary. 

Now  could  you  comment  on  the  organization  and  its  effects  on 
carrying  out  your  responsibilities  and  whether  my  concerns  are  jus- 
tified under  the  circumstances? 

Mr.  Pope.  Senator,  as  I  indicated  in  response  to  the  chairman's 
question,  similar  question,  I  would  say  a  couple  of  things.  One  is 
that  first,  the  President  and  Secretary  have  made  clear  that  this 
issue  is  going  to  continue  to  have  a  high  priority  with  the  adminis- 
tration, this  administration. 

Second,  that  in  practice,  my  office,  although  it  had  been  attached 
to  the  Office  of  the  Secretary,  like  many  other  offices,  reported  as 
a  practical  matter  through  the  Under  Secretary  for  Political  Affairs 
in  most  matters  or  the  Deputy  Secretary.  So  it  is  not  that  much 
of  a  change,  although  it  may  appear  to  be  a  change  on  our  organi- 
zation chart. 

And  finally,  that  the  creation  of  the  office  of  an  Under  Secretary 
for  Global  Affairs,  which  will,  among  other  things,  have  responsibil- 
ity for  this  issue,  gives  us  an  Under  Secretary  who  will  be  focused. 
Senator  Wirth,  focused  on  this  issue. 

Senator  Hatch.  My  time  is  up.  I  am  concerned  about  career  ad- 
vancement, that  there  is  not  even  attention  being  given  to  that. 
Once  individuals  are  trained  in  this  field,  they  should  not  just  be 
transferred  out.  There  ought  to  be  an  institutional  memory  and 
they  ought  to  be  kept  in  this  field,  because  we  need  to  maintain 
and  develop  this  institutional  memory. 

Unfortunately,  I  am  not  certain  that  enough  attention  is  being 
paid  in  the  iDureaucracy  to  career  advancement  in  the  field  of 
counterterrorism  or  keeping  analysts  constantly  working  in  the 
counterterrorism  field. 

So,  I  hope  you  will  take  that  back  to  State  and  tell  them  that 
we  are  real  concerned  up  here  because  this  is  not  an  easy  area. 
This  is  a  highly  complex  area,  highly  technical  area  and  it  is  one 
that  we  have  just  simply  got  to  have  good  international  cooperation 
in  order  to  resolve  our  problems  here  in  this  country. 

Mr.  Pope.  Sir,  I  will  take  those  concerns  back.  And  I  appreciate 
your  words  of  support,  particularly  your  support  for  the 
counterterrorism  R&D  effort,  which  is  a  very  important  one  which 
you  referred  to  in  your  opening  statement. 


45 

Senator  Hatch.  Thank  you.  Senator  Feinstein? 

Senator  FEINSTEIN.  Thank  you,  Senator.  I  would  like  to  ask  each 
of  the  witnesses  this  question:  Which  government  and  which  orga- 
nization do  you  believe  to  be  the  number  one  terrorist  threat  in  the 
world  today?  Mr.  Sessions? 

Mr.  Sessions.  Well,  the  DCI  mentioned  the  six  that  are  involved 
in  State  sponsors  of  terrorism.  And  his  denomination  was  that  it 
would  be  Iran  and  I  do  not  disagree  with  that. 

Senator  Feinstein.  And  the  organizations? 

Mr.  Sessions.  Well,  there  are  a  number  of  organizations  who  vie 
for 

Senator  Feinstein.  I  asked  you  for  the  number  one. 

Mr.  Sessions.  Will  you  take  a  tie? 

Senator  Feinstein.  Yes. 

Mr.  Sessions.  I  would  say  Hizballah  and  ANO. 

Senator  Feinstein.  And  Mr.  Gow? 

Mr.  Gow.  Well,  I  think,  in  trying  to  answer  that  question  in  this 
forum  without  getting  into  classified 

Senator  Feinstein.  Well,  if  you  would  rather,  I  will  ask  it  in  a 
classified  situation. 

Mr.  Gow.  Yes.  I  think  we  can  discuss  it  in  depth.  But  the  Direc- 
tor has  hit  on,  and  the  DCI,  on  the  primary  sponsors.  Those  six 
countries.  There  is  a  variety  of  organizations  that  each  interreact 
within  those  countries.  And  there  are  some  spinoff  organizations, 
also.  . 

So  again,  depending  on  situation  politics  of  the  moment,  who  is 
the  target  really  gets  into  who  would  be  the  most  dangerous  at  the 
moment.  But  historically,  the  most  violent  probably  have  been  the 
ANO,  the  Hizballah,  the  Islamic  Jihad  and  now  we're  seeing  an 
emergence  of  other  groups  such  as  HAMAS  in  their  activities  out- 
side of  the  United  States. 

Senator  Feinstein.  But  they  are  all  basically  concentrated  in  one 
venue? 

Mr.  Gow.  Well,  the  Middle  East,  but  we  can  also  look  at  the 
Irish  terrorism  problem  today.  You  know,  it  is  very  violent.  And 
also  in  South  America,  there  is  the  Sindaro  Luminoso,  very  violent 
groups  throughout.  So  it  is  not  really  confined  to  one  area.  Perhaps 
the  ideology  and  what  they  are  trying  to  accomplish  may  vary  by 
group. 

You  know,  we  have  a  variety  of  political  situations  ongoing  in  the 
world  that  affect  us.  You  have  the  Israeli-Palestinian  peace  talks, 
and  the  involvement  there  by  a  variety  of  countries.  You  have  the 
Yugoslavian  question  ongoing  right  now,  and  you  can  carry  tnat. 
And  you  get  into  the  Philippines.  In  the  Philippines,  there  is  a 
group,  the  NPA,  that  is  operating  there.  It  has  conducted  some  op- 
erations against  Americans. 

Senator  Feinstein.  No,  but  my  question  was  to  the  world.  I 
mean,  where  is  the  greatest  threat? 

Mr.  Gow.  I  would  say  the  Middle  East. 

Senator  Feinstein.  Thank  you. 

Mr.  Pope.  I  would  agree  with  the  DCI,  and  that  is  that  the  prin- 
cipal threat  that  we  face  is  from  Iran  and  Hezbollah,  its  surrogate 
organization  in  Lebanon,  and  the  Islamic  Jihad,  which  is  the  cover 
name  that  Hezbollah  uses  when  it  carries  out  acts  of  terrorism 
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overseas.  At  the  same  time,  the  Abu  Nidal  organization  continues 
to  have  a  capability,  as  do  many  other  organizations  in  the  world. 

Senator  Feinstein.  Thank  you  for  directly  answering  my  ques- 
tion. I  appreciate  it. 

And  the  second  question  to  each  one  of  you:  What  means  do  you 
believe  is  the  most  effective  in  discouraging  a  government  from 
taking  a  proterrorist  stance? 

Mr.  Sessions.  I  think  that  the  very  fact  that  was  mentioned  in 
Mr.  Pope's  testimony  about  our  pursuing  Al  Jawari,  who  tried  to 
set  off  three  bombs  in  New  York  City  back  in  1973,  and  who  has 
just  now  been  sentenced  to  30  years  after  having  been  returned  to 
the  United  States  by  the  Italian  Grovernment.  That  sends  a  signal 
that  is  probably  stronger  than  any  other  single  signal.  That  is,  that 
we  will  not,  regardless  of  change  of  administration  or  of  any  other 
circumstance,  lose  our  vision  or  our  determination  to  conquer  ter- 
rorism and  to  deal  with  those  people  who  deal  in  terrorism. 

And  I  think  that  that  one  factor  will  translate  to  any  government 
the  will  and  the  determination  of  the  American  people  to  not  toler- 
ate terrorism,  domestic  or  international,  and  to  pursue  it  as  long 
as  it  needs  to  be  pursued  to  effectively  bring  those  people  to  justice. 

Senator  Feinstein.  Mr.  Gow. 

Mr.  Gow.  What  I  would  add  to  that  is  that  goes  along  with  that 
is  effective  law  enforcement,  the  ability  to  address  these  cases,  the 
ability  to  interact  within  the  intelligence  community  in  order  to 
carry  out  that  mission. 

Senator  Feinstein.  Mr.  Pope. 

Mr.  Pope.  I  would  agree  with  what  has  been  said  with  regard  to 
the  importance  of  effective  law  enforcement.  And  I  would  add  that 
the  international  community  needs  in  cases  where  States  are  guilty 
of  sponsoring  acts  of  terrorism  to  ensure  that  they  are  punished  for 
that  support  and  that  there  are  sanctions  that  are  brought  to  bear. 

Our  own  law  which  lists  State  sponsors  of  terrorism  is  an  effec- 
tive instrument  in  bringing  about  sanctions  against  the  States  in 
question. 

Senator  Feinstein.  Go  ahead,  Mr.  Sessions. 

Mr.  Sessions.  Senator,  I  might  add  to  what  Mr.  Pope  has  said, 
if  I  may.  I  have  observed  the  last  four  Ambassadors  who  have  dealt 
with  terrorism  for  the  Department  of  State.  And  their  activities, 
working  with  the  FBI,  particularly  working  on  the  European  Con- 
tinent to  try  to  bring  together  the  solidarity  and  the  singleness  of 
purpose  to  attack  these  groups  consistently  has  been  exceptional. 
And  so  not  only  the  law  enforcement  capability,  but  the  Depart- 
ment of  State  capability  to  deal  with  the  international  aspect  of  it, 
along  with  the  CIA,  is  extremely  important. 

Senator  Feinstein.  Mr.  Pope,  a  question  for  you.  It  is  my  under- 
standing that  Mr.  Kupperman  will  testify  later  today  that  changing 
the  U.S.  policy  to  permit  deals  with  terrorists  may  be  a  good  and 
necessary  thing.  What  are  your  thoughts  on  this? 

Mr.  Pope.  I  would  disagree,  Senator,  very,  very  much.  I  think 
that  a  distinction  needs  to  be  made  between  talking  in  situations 
where  hostages  are  being  held,  and  making  deals.  I  think  that  if 
we  make  deals,  we  create  a  situation  which  makes  it  more  likely 
that  we  will  be  attacked  again  in  this  way. 

Senator  Feinstein.  Mr.  Sessions,  do  you  wish  to  comment? 
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Mr.  Sessions.  Well,  I  know  that  the  ability  to  negotiate  does  not 
necessarily  mean  that  you  have  lost  the  will  to  defend  against 
them.  I  have  admired  greatly  the  determination  of  some  countries 
never,  never,  never  to  negotiate  or  talk.  With  our  hostage  rescue 
team  circumstance,  we  are  involved  from  time  to  time  in  negotia- 
tions. And  it  is  a  changing  world,  but,  as  a  policy,  strong,  strong, 
determination  not  to  yield  to  terrorism  I  think  is  the  underlying 
foundation  for  whatever  you  do. 

Senator  Feinstein,  Thank  you. 

Thank  you,  Mr.  Chairman. 

The  Chairman.  Thank  you  very  much. 

Senator  Grassley.  Mr.  Sessions  and  others,  my  premise  is  that 
our  allies  do  not  take  the  war  on  terrorism  as  seriously  as  we  do. 
You  might  disagree  with  that.  For  instance,  I  was  looking  at  what 
I  consider  the  lack  of  international  cooperation  we  are  getting  on 
terrorism  supported  by  Iran.  Just  last  month,  for  instance,  the 
World  Bank  approved  three  huge  loans  for  Iran.  Our  country, 
though,  did  vote  against  those  loans. 

What  are  we  doing  to  educate  our  allies,  particularly  Western 
European  nations  and  Japan,  on  the  Iranian  threat?  And,  in  a 
sense,  are  we  not,  as  a  world  community,  doing  for  Iran  just  what 
the  United  States  did  for  Iraq  a  few  years  ago? 

Mr.  Sessions.  Mr.  Pope  may  comment  more  broadly  for  the  De- 
partment of  State,  but  my  observations  earlier  about  the  Trevi 
Conference,  T-r-e-v-i  Conference,  which  has  existed  on  the  Con- 
tinent since  1974,  I  believe  1974,  maybe  1975,  is  the  combination 
of  the  law  enforcement,  with  the  European  ministers  of  justice  and 
interior.  The  United  States  serves  as  an  observer  to  that  con- 
ference, which  meets  every  6  months.  And  it  does  undertake  ener- 
getically and  continuously  not  only  communications,  not  only  stud- 
ies about  terrorist  groups  that  are  affecting  those  countries  and  the 
United  States,  but  deals  also  with  the  various  policies  of  the  var- 
ious countries  that  try  to  bring  together  an  effective  work  against 
terrorist  groups. 

Mr.  Pope  mentioned  the  efforts  in  Greece,  mentioned  the  efforts, 
and  I  have  talked  about  Al  Jawari  and  Italy,  and  Hamadi.  These 
people  who  are  dealt  with  by  the  various  governments  on  the  Con- 
tinent, I  think  have  proved  that  they  are  extremely  energetic. 

Mr.  Gow  m.entioned  the  Irish  circumstance,  with  Irish  terrorism. 
Again,  a  very  strong  determination  to  deal  with  that  both  in  the 
United  States,  where  it  is  effected  here,  and  in  Great  Britain.  So 
I  think  there  is  a  solidarity  among  those  groups  that  is  particularly 
strong,  as  reflected  by  that  kind  of  activity. 

Senator  Grassley.  Well,  then,  I  think  I  would  ask  Mr.  Pope  to 
comment  in  relation  specifically  to  what  is  now  being  done  for  Iran. 
Our  vote  against  the  World  Bank  loans,  I  think,  shows  our  posi- 
tion. At  least  we  are  concerned  about  the  situation  in  Iran.  But 
how  are  we  pressing  the  international  community  about  what  is 
happening  in  Iran. 

Mr.  Pope.  Senator,  we  are  required  by  Iran's  position  on  the  ter- 
rorism list  to  oppose  all  international  loans  in  international  finan- 
cial institutions  to  that  country.  And  in  this  case,  we  were  very  dis- 
appointed by  the  decision  of  the  World  Bank  to  go  forward  with 
that  loan.  We  made  a  number  of  very  high  level  representations  to 
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the  countries  on  the  board.  And  we  were  dismayed,  frankly,  that 
the  loan  went  through. 

We  will  continue  to  say  to  our  friends  and  allies  in  the  world  that 
if  we  act  together  to  deal  with  Iranian  actions  we  can,  together, 
have  a  collective  impact  on  Iranian  behavior.  There  is  a  tremen- 
dous importance  of  confronting  Iran's  actions  while  we  can. 

Let  me  say  at  the  same  time,  what  we  are  concerned  about  is 
Iranian  actions,  not  the  Iranian  regime,  per  se,  or  the  fact  that  it 
is  an  Islamic  Republic.  We  want  to  change  Iran's  behavior.  And  in 
my  statement  and  in  Director  Woolse^s  statement,  we  have  spoken 
about  that  behavior  and  the  way  in  which  it  contravenes  the  most 
basic  rules  of  international  conduct.  So  we  want  to  work  and  we 
will  continue  to  work  with  our  friends  and  allies  to  drive  home  that 
point  to  them  as  well. 

I  will  be  going  next  month  to  a  meeting  of  terrorism  experts  in 
the  margins  of  the  Group  of  Seven  nations  meeting  in  Tokyo,  tak- 
ing with  me  representatives  from  the  CIA  and  from  the  Bureau. 
And  we  will  be  talking  to  terrorism  experts  about  these  concerns 
with  regard  to  Iran. 

Senator  Grassley.  I  would  like  to  turn  now  to  the  subject  of  fi- 
nancial assets  for  terrorist  groups.  There  have  been  some  press  re- 
ports about  funds  being  raised  here  in  the  United  States  for  terror- 
ist activities.  First  of  all,  I  would  like  to  have  your  thoughts  about 
what  information  you  might  have  on  that  subject.  But  before  you 
answer,  I  want  to  refer  to  the  fact  that  about  a  year  and  a  half  ago, 
an  amendment  that  I  got  enacted  directed  the  Treasury  Depart- 
ment to  report  annually  to  Congress  on  assets  held  by  terrorist 
countries  and  organizations  in  our  country. 

I  believe  such  a  report  would  be  very  useful,  but  as  yet  the 
Treasury  Department  has  not  complied  with  the  law.  The  first  re- 
port was  due  in  March  1992,  and  the  second  report  was  due  last 
month.  Now,  I  know  this  is  not  your  responsibility,  but  I  would  like 
to  know  whether  you  provided  any  or  have  been  requested  to  pro- 
vide any  information  on  the  subject? 

And  let  me  say  this.  I  was  disappointed  that  a  Republican  ad- 
ministration would  not  respond  to  this,  and  I  brought  it  up  with 
the  new  administration  and  they  promised  that  they  would  get  to 
us.  If  the  report  is  not  forthcoming,  I'll  have  a  hard  time  under- 
standing why  not.  This  week's  U.S.  News  &  World  Report  contains 
an  in-depth  article  into  PLC  finances,  and  reports  assets  in  the 
Chemical  Bank  in  the  United  States,  in  addition  to  Swiss  bank  ac- 
counts. 

It  seems  to  me  if  a  news  agency  can  get  this  information,  we 
ought  to  be  able  to  get  it  for  the  needs  of  Congress,  and  the  Amer- 
ican people. 

Now,  please  respond  to  those  two  questions,  what  information  do 
you  have  on  the  general  subject  of  fundraising  activities  of  terrorist 
groups?  And  then,  specifically,  have  you  been  asked  to  provide  any 
information  for  the  Treasury  report? 

Mr.  Sessions.  The  second  question  I  will  provide  for  the  record. 
I  know  of  none,  and  I  just  inquired  of  Mr.  Gallagher  if  he  knev/ 
of  any  inquiry,  and  he  knew  of  none.  But  we  will  check  that  and 
provide  it  for  the  record. 


49 

As  to  the  first  one,  Senator,  my  observation  would  be  that  it  is 
an  extremely  delicate  circumstance  about  fundraising,  because  of 
course  the  fundraising  in  this  country  for  legitimate  purposes  over- 
seas is  well  established  and  well  known. 

Senator  Grassley.  When  you  say  it  is  delicate,  do  you  mean  it 
is  delicate  to  tell  me  in  an  open  session? 

Mr.  Sessions.  No,  it  is  delicate  as  a  principle. 

Senator  Grassley.  As  a  civil  liberty? 

Mr.  Sessions.  People  here  raising  funds  for  legitimate  humani- 
tarian needs  overseas  is  well  known  and  well  established.  And  it 
is  not  necessarily  easy  to  tell — in  fact,  it  is  quite  difficult  to  tell  if 
those  funds  have  been  or  will  be  diverted. 

But  it  also  brings  to  mind  the  circumstance  Mr.  Gow  mentioned 
a  moment  ago  about  Sindaro  Luminoso.  Sindaro  Luminoso  is 
known  to  be  one  of  the  most  violent  of  terrorist  organizations  in  the 
world.  And  yet,  they  have  recently,  within  the  past  year,  come  to 
the  United  States  and  come  for  the  purpose  of  discussing  in  open 
forums  their  democratic  movements  in  connection  with  their  activi- 
ties in  South  America. 

They  have  also  discussed  fundraising.  And  so  all  of  these  activi- 
ties are  protected  within  the  United  States  by  the  Constitution. 
There  is  no  question  but  that  they  are  doing  one  thing  but  may  be 
doing  an  entirely  other  thing  in  another  part  of  the  world. 

Senator  Grassley.  You  are  speaking  to  the  constitutional  rights 
of  groups.  Does  that  constitutional  right,  in  your  judgnient,  extend 
to  the  fact  that  we  just  know  about  and  account  for  it?  Because, 
without  a  doubt,  you  know,  this  is  a  very  good  part  of  the  infra- 
structure of  international  terrorist  groups'  ability  to  do  this,  par- 
ticularly in  our  country. 

Mr.  Sessions,  I  am  not  sure  I  am  answering  your  question  di- 
rectly, except  that  it  is  very  clear  that  they  have  the  right  to  speak 
and  express  themselves  in  this  country  about  their  views  about  de- 
mocracies that  they  represent  and  purport  to  represent  and  to  raise 
funds  for  humanitarian  purposes. 

And  the  question  is  whether  they  are  truly  for  that  purpose  or 
not. 

So,  again,  it  is  a  very  delicate  and  fine  line  between  the  two. 

Senator  Grassley.  My  time  is  up  and  I  will  quit,  but  Mr.  Pope 
was  trying  to  get  the  floor  within  the  time,  so  it  would  be  appro- 
priate for  him  to  be  able  to  respond,  and  then  I  will  quit. 

Mr.  Pope.  Senator,  just  a  quick  response  on  both  of  your  points. 
On  the  first,  I  believe  that  there  is  a  report  on  the  way  to  you  from 
the  Treasury  Department  with  regard  to  the  assets  of  the  State 
sponsors  in  the  United  States  that  are  mostly  sequestered  and  held 
in  frozen  accounts.  I  have  seen  such  a  report. 

On  the  second  point,  we  in  the  State  Department  authorization 
have  included  a  provision  on  materiel  support  for  terrorists,  a  pro- 
vision that  would  make  it  a  crime  to  knowingly  provide  financial 
support  that  is  used  in  the  commission  of  a  terrorist  act  overseas. 
And  we  would  welcome  your — that  is  a  provision  that  I  believe  was 
in  the  crime  bill  last  year. 

Senator  Grassley.  Yes,  it  was  very  much  a  part  of  the  crime  bill. 
And  I  think  both  houses  spoke  very  strongly  on  that  point  of  view 
as  a  proper  approach.  We  know  about  the  frozen  assets  you  talked 
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about  in  the  first  part  of  your  answer.  But  we  want  to  go  beyond 
that,  because  that  obviously  already  would  be  known.  And  of 
course  our  amendment  requires  a  report  on  terrorist  organizations, 
as  well  as  on  countries. 

I  yield  the  floor. 

Senator  Moseley-Braun.  Thank  you  very  much. 

I  would  like  to  pose  a  question  to  the  panelists,  and  whoever 
wants  to  respond,  feel  free  to  just  jump  in.  I  am  very  concerned 
about  the  issue  of  coordination  of  law  enforcement  activities.  We 
have  had  some  discussion  regarding  internal  coordination  between 
the  FBI  and  the  Justice  Department  and  the  different  entities 
within  our  Government. 

But  I  guess  at  this  point  I  would  like  to  shift  gears  a  little  bit 
and  pick  up  where  Senator  Grassley  left  off  and  talk  about  bilat- 
eral and  multilateral  agreements  among  governments  with  regard 
to  a  host  of  subjects,  one  being  the  funding  issue  which  of  course 
Senator  Grassley  just  raised;  the  other  having  to  do  with  the  tag- 
ging of  explosives  and  other  law  enforcement  initiatives.  And  then, 
finally,  and  I  think  possibly  the  most  important,  the  issue  of  infor- 
mation sharing  among  governments  regarding  terrorist  activities, 
terrorist  activists,  activities,  groups,  and  the  potential  for  terrorism 
coming  out  of  their  respective  nations. 

So,  if  you  can  each  approach  that  issue  from  your  individual  per- 
spectives, I  would  appreciate  as  much  intelligence  and  information 
as  you  can  give  us  on  the  record. 

Mr.  Pope.  Senator,  let  me  try  to  respond  to  each  of  the  questions. 
As  I  mentioned  in  my  remarks,  we  will  have  shortly  up  here  I 
think  for  ratification  the  treaty  on  the  marking  of  plastic  explo- 
sives, signed  in  1991.  It  takes  effect  when  it  has  been  ratified  by 
35  States,  of  which  five  are  producing  States.  We  think  it  is  an  im- 
portant provision.  It  will  not  solve  the  problem  once  and  for  all  by 
any  means,  but  it  will,  as  it  takes  effect  internationally,  give  more 
security  to  international  airline  traffic. 

So  that  is  one  aspect. 

With  regard  to  the  sharing  of  information,  I  can  assure  you, 
internationally,  it  constant,  it  is  ongoing.  It  is  not  something  that 
is  easy  to  address  in  this  session,  but  it  is  something  to  which  we 
give  an  enormous  amount  of  attention,  as  do  others  of  the  panelists 
who  have  been  with  us. 

I  think  that  fundamentally  the  willingness  of  governments  to 
share  information  results  from  political  attitudes.  And  there  has 
been  some  improvement  in  that  regard  in  recent  years.  There  is 
less  willingness  on  the  part  of  governments  than  there  was,  I 
think,  even  5  years  ago  to  make  separate  deals  with  terrorist  orga- 
nizations— to  say,  do  what  you  want  as  long  as  you  do  not  do  it  in 
my  country,  you  are  free  to  operate  here.  Those  sorts  of  separate 
deals  which  were  made  and  which  continue  to  be  made,  I  am 
afraid,  in  some  places,  are  increasingly — are  more  and  more  rare. 

And  in  our  diplomacy  and  in  our  interaction  with  other  govern- 
ments, we  try  in  every  way  possible  to  make  the  point  that  that 
is  not  the  right  way  to  proceed;  that  there  needs  to  be  effective 
sharing  of  information  so  that  we  can  crack  down  on  terrorists  and 
treat  them  as  the  criminals  that  they  are. 


51 

Mr.  Sessions.  Senator,  in  connection  with  the  legislation  you 
were  mentioning,  of  course  treaties  would  be  governed  by  and 
through  the  Department  of  State  and  the  Department  of  Justice. 
There  are  legal  assistance  treaties  that  are  utilized  by  the  Depart- 
ment of  Justice  quite  frequently  with  countries  around  the  world. 

As  to  the  taggants,  obviously,  the  FBI  would  be  strongly  in  favor 
of  legislation  that  would — and  would  recommend  to  the  Depart- 
ment of  Justice  that  it  would  be  helpful  on  identifying  the  source 
of  the  explosives,  and  taggants  can  do  that. 

As  to  information  sharing,  I  would  join  with  Mr.  Pope.  We  do  it 
both  generally  and  on  a  case-by-case  basis.  Organizations  learn  to 
trust  each  other  and  have  very  careful  agreements  on  the  utiliza- 
tion of  the  information — on  how,  when  and  by  what  method  it  can 
be  shared.  So  that,  in  and  of  itself,  enhances  the  group  coordination 
both  in  the  local  law  enforcement  and  law  enforcement  around  this 
country  and  around  the  world. 

As  to  other  groups  that  are  involved  in  counterterrorism,  we 
have,  I  believe  now,  seven  counterterrorism  task  forces  that  involve 
local  law  enforcement  people,  as  well  as  other  federal  agencies.  So 
it  is  a  continuing  effort.  It  can  always  be  improved.  But  reliability 
and  trust  are  the  basic  ingredients  that  are  the  most  important 
ones  in  working  together. 

Mr.  Gow.  I  would  certainly  agree  with  what  the  Director  has 
said.  This  is  something,  especially  in  the  area  of  coordination,  that 
has  grown  over  the  years,  and  as  we  have  worked  on  these  cases. 
And  the  Pan  Am  103  investigation  would  be  an  excellent  example 
of  cooperation,  both  on  a  national  and  international  scale  that  I 
think  had  not  been  seen  prior  to  that  time,  and  the  ability  to  come 
together  in  a  sharing  of  information.  Because  you  are  limited  by 
the  sensitivity  of  the  information,  you  know,  when  we  get  into 
sources  and  methods  and  so  forth  in  this  area,  that  sensitivity 
there. 

But,  in  many  instances,  we  will  deal  unilaterally  with  a  friendly 
ally  and  even  work  together  on  a  particular  case.  And  so  there  is 
a  very  close  sharing,  again,  of  those  very  sensitive  ingredients  of 
that  investigation. 

Senator  Moseley-Braun.  Well,  I  guess  that  gets  to  the  next  part 
of  my  question.  At  this  point,  the  treaty  status  seems  limited,  as 
I  understand  it,  to  the  issue  of  explosives.  What  about  arms  sales 
and  movement  of  weapons?  Are  you  sharing  that  kind  of  informa- 
tion? Are  there  treaties  in  the  works  or  already  put  together  in  re- 
gard to  following  the  movement  of  arms  and  weapons  across  inter- 
national borders? 

Mr.  Pope.  There  are  active  discussions  and  protocols  and  agree- 
ments that  we  have  with  many  States  that  govern  the  traffic  in 
items  that  can  be  used  for — missile  technology,  chemical  weapons. 
Each  State  sets  its  own  policies  with  regard  to  the  sale  of  conven- 
tional weapons.  And  that  may  not  be  always  an  area  that  lends  it- 
self to  multilateral  agreements. 

If  I  can  say.  Senator,  this  takes  me  a  little  bit  out  of  my  field 
as  a  terrorism  expert  and  into  the  arms  control  area. 

Senator  Moseley-Braun.  OK  I  guess  my  question  then  would 
be  to  you,  are  you  comfortable  with  the  level  of  accords  and  agree- 
ments, treaties  and  other  codicils  or  agreements  that  we  have  in 
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place  in  terms  of  providing  you  with  the  information  you  need  to 
track  the  flow  of  weapons  materiel  across  borders — across  our  bor- 
ders? 

Mr.  Pope.  Across  our  borders,  Senator? 

Senator  Moseley-Braun.  Yes. 

Mr.  Pope.  In  this  session,  it  is  difficult  to  respond. 

I  would  say  only  that  there  is  always  room  for  improvement  in 
terms  of  our  ability  to  track  movement  of  explosives  and  people  and 
weapons.  But  we  work  at  this  constantly.  And  in  the  final  analysis 
it  is  a  function  of  good  intelligence,  perhaps,  rather  than  inter- 
national agreements,  since  when  weapons  and  explosives  are 
brought  into  this  country,  they  are  done  so  in  a  clandestine  and  an 
illegal  manner. 

Senator  Moseley-Braun.  OK.  I  have  another  question,  but  I 
guess  I  will  save  that  one. 

To  shift  gears  a  little  bit,  let  me  ask  you  about  the  agreements 
with  regard  to  sharing  information  about  the  flow  of  money — the 
funding  issue  that  Senator  Grassley  raised. 

Mr.  Pope.  Senator,  that  is  an  area  where  we  have  been  particu- 
larly active  in  the  area  of  narcoterrorism,  if  you  will,  or  narcotics 
trafficking.  The  amounts  that  are  moved  in  connection  with  the 
narcotics  trade  are  very  large,  and  in  some  cases,  the  organizations 
involved  are  also  involved  in  the  terrorism  side. 

So  we  have  worked  hard  to  try  to  develop  better  sharing  of  intel- 
ligence and  information  with  our  allies  in  Europe  and  elsewhere 
with  regard  to  the  movement  of  money. 

On  the  terrorism  side,  the  only  point  that  I  would  make  is  that 
the  amounts  of  money  can  often  be  very  small  and  therefore  it 
would  be  very  difficult  to  detect.  In  some  ways  it  is  a  daunting 
problem,  even  in  the  case  of  narcotics  trafficking,  but  the  amounts 
are  much  larger  and  therefore  easier  to  follow. 

Senator  Moseley-Braun.  My  time  is  up. 

The  Chairman.  Thank  you,  Senator. 

Before  I  move  to  our  two  colleagues  who  have  not  asked  ques- 
tions, let  me  briefly  review  what  I  hope  will  be  the  schedule  of  the 
remainder  of  the  day.  When  Senators  Specter  and  Cohen  finish 
their  round  of  questioning,  we  will  recess  until  2,  at  which  time  we 
will  go  into  closed  session  in  room  219,  Hart,  from  2  until  3,  and 
representatives  from  the  FBI,  State  and  others  have  agreed  to  try 
to  answer  some  of  the  questions  that  you  have  raised.  Senator 
Moseley-Braun,  on  some  matters  that  we  cannot  discuss  here  in 
public.  And  then  we  will  go  back  into  open  session  here  at  3  with 
our  second  panel  of  witnesses,  experts  who  will  not  represent  gov- 
ernment agencies.  And  we  will  conclude  today  with  that. 

But  let  me  now  yield  to  my  colleagues  for  more  questions. 

Senator  Specter.  Mr.  Chairman,  I  am  senior  to  Senator  Cohen 
on  this  committee,  although  not  senior  in  the  Senate.  If  we  have 
adopted  the  early-bird  rule,  I  will  be  glad  to  yield  to  Senator 
Cohen. 

The  Chairman.  We  have  not  adopted  any  rule.  I  will  let  discre- 
tion dictate  what  you  think  is  appropriate. 

Senator  Cohen.  Senator  Specter  should  go  first. 

The  Chairman.  Senator  Specter. 
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Senator  Specter.  I  am  very  sorry  to  hear  that  it  is  a  discre- 
tionary call,  Mr.  Chairman,  but  I  thank  you. 

At  the  outset,  I  thank  Senator  Biden  for  convening  these  hear- 
ings. They  were  motivated  by  the  terrorism  at  the  World  Trade 
Center  and  from  one  incident  until  the  time  of  the  Senate  Judiciary 
Committee  could  sit  down  on  a  hearing,  there  is  already  another 
incident  in  Waco,  TX,  which  could  be  characterized  as  a  terrorist 
matter. 

The  question  where  I  would  like  to  start,  and  I  would  start  with 
you,  Judge  Sessions,  is,  is  our  intelligence  adequate?  Before  you  re- 
spond to  the  question,  I  note  statements  by  Egyptian  President 
Mubarak  that  he  had  tipped  off  the  United  States  about  some  of 
the  threats  which  were  realized  in  the  World  Trade  Center,  and  we 
have  just  had  the  incident  near  Waco,  TX.  In  addition,  as  this  com- 
mittee looks  at  the  resources  which  the  Congress  provides  to  the 
law  enforcement  community,  could  we  give  you  more  help  on  intel- 
ligence gathering? 

Mr.  Sessions.  Obviously,  you  are  aware  of  the  fact  that  in  1992 
I  took  and  reprogrammed  some  of  the  agents  who  were  relegated 
to  counterterrorism  work  and  put  them  over  into  the  violent  crime 
and  task  force  work  around  the  country.  I  did  the  same  thing  with 
some  300  agents  whose  responsibility  was  foreign  counterintel- 
ligence. For  me  to  say  that  that  was  not  an  important  placement 
I  think  would  be  an  error.  I  think  it  was  at  the  time  appropriate. 

My  agreement  with  the  Attorney  General  was  that  if  in  fact  we 
found  that  we  had  a  reestablished  need  for  those  agents  back  in 
the  foreign  counterintelligence  and  counterterrorism  area,  that  he 
would  support  reprogramming  for  us  in  that  area.  I  think  we  al- 
ways are  needing  to  perfect  our  intelligence  gathering  capabilities. 

I  would  not,  I  think,  probably  be  able  to  comment  concerning  the 
comment  of  President  Mubarak  about  information  that  may  have 
been  provided  that  might  have  prevented  the  World  Trade  Center 
bombing.  And  I  would  respectfully  do  that  under  the  chairman's 
suggestion  that  we  would  not  interfere  with  Judge  Duffy's  ruling 
up  there  in  the  World  Trade  Center  case. 

Senator  Specter.  Well,  we  might  take  that  up  in  closed  session 
or  handle  it  in  some  other  way. 

Mr.  Sessions.  Yes. 

Senator  Specter.  The  incident  with  the  World  Trade  Center 
shows  our  exposure  to  terrorism.  In  1983,  on  a  Monday  night,  a 
bomb  was  planted  right  outside  of  the  Republican  cloak.  There  is 
a  real  imminent  threat,  and  we  do  not  know  what  is  going  to  hap- 
pen next. 

The  Congress  has  taken  a  lot  of  action  since  the  1983  incident, 
with  the  1984  omnibus  crime  bill,  which  extended  extraterritorial 
jurisdiction  on  hijacking  and  hostage  taking,  the  Terrorist  Act  of 
1986,  and  international  pressure  on  several  countries.  Thus,  while 
the  problem  continues  to  exist,  it  has  been  minimized.  But  we 
never  know  what  is  going  to  happen  next. 

I  think  that  the  experts  who  are  here  today  need  to  give  us  a 
hard  assessment  as  to  what  additional  intelligence  resources  are 
necessary  to  prevent  these  acts  of  terrorism. 
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Could  more  have  been  done,  regarding  either  the  World  Trade 
Center  or  the  Waco  incident  had  you  had  more  people  in  the  field 
gathering  intelligence? 

Mr.  Sessions.  I  had  just  discussed  this  with  Mr.  Gow  and  di- 
rected that  in  closed  session  he  discuss  the  answer  to  that  particu- 
lar question  with  you,  and  he  will  do  that,  sir. 

Senator  Specter.  Well,  moving  beyond  the  issue  of  intelligence 
gathering.  What  other  resources  could  be  useful,  Judge  Sessions, 
for  the  FBI  to  counter  the  terrorist  threat? 

Mr.  Sessions.  I  think  that  you  are  aware  that  we  have  a  con- 
stant need  to  be  able  in  our  information  systems  to  gather  and 
maintain  und  access  more  information.  And  our  terrorist  informa- 
tion system  is  something  again  I  will  be  pleased  to  have  discussed 
with  you  in  closed  session.  It  always  is  in  need  of  more  analysts. 
It  always  is  in  need  of  more  capability  than  we  have.  I  will  be  glad 
to  discuss  that. 

Senator  Specter.  All  right.  Let  me  focus  on  a  specific  question, 
and  that  is  central  recordkeeping  in  criminal  violations  with  guns. 
That  is  a  subject  v/hich  has  been  a  matter  for  congressional  action 
back  in  1989,  when  we  passed  an  amendment  which  called  for  a 
central  recordkeeping,  so  that  if  you  want  to  purchase  a  gun,  there 
could  be  an  instantaneous  check. 

Mr,  Sessions.  That  is  the  Felons  and  Firearms  matter,  yes. 

Senator  Specter.  I  do  not  want  to  get  too  deeply  into  the  issues 
of  the  waiting  period,  et  cetera,  but  would  that  kind  of  a  central 
index  on  arms  violations  be  useful  in  dealing  with  the  terrorist 
problem,  as  well  as  the  problem  of  violent  crime? 

Mr.  Sessions.  I  think  that  is  a  significant  suggestion. 

I  think  you  know  that  we  have  completed  now  the  funding  for 
and  have  let  the  contract  for  what  we  call  NCIC  2000,  which  is  the 
National  Crime  Information  Center  2000,  which  gives  us  the  capa- 
bility for  the  first  time  to  be  able  to  image  fingerprints  and  to  have 
photographs  and  property  imaging  instantaneously  at  the  field. 
That  particular  system,  Senator,  can  respond  with  over  a  million 
questions  asked  and  answered  each  24-hour  period.  We  have  gone 
as  high  as  a  1.4  million.  And  with  the  new  NCIC  2000  capability, 
I  think  we  will  have  a  great  enhancement. 

Now,  with  information  from  the  Felons  and  Firearms  Act,  we  are 
charged  with  the  responsibility  of  being  able  to  come  on-line  with 
that.  And  I  will  have  to  answer  the  specific  question  about  the  sta- 
tus of  that  for  you  for  the  record,  but  I  will  be  pleased  to  do  that. 

Senator  Specter.  Well,  can  you  give  us  some  idea  at  this  mo- 
ment as  to  how  far  along  law  enforcement  is  on  having  a  central 
file  for  all  criminal  violations? 

Mr.  Sessions.  There  are  two  things  that  have  happened  in  con- 
nection with  the  relocation  and  the  revitalization  to  the  identifica- 
tion capability.  I  have  built  what  is  called  the  Criminal  Justice  In- 
formation Services  Division  during  the  past  year.  And  in  one  place 
will  be  gathered  the  Uniform  Crime  Reporting  Records,  the  NCIC 
capability,  and  all  the  fingerprint  capability  that  will  be  automated 
in  the  United  States. 

We  will  have  access  to  the  automated  fingerprint  identification 
records  of  all  of  the  automated  fingerprint  identification  systems 
around  the  country,  and  there  are  34  of  them.  We  will  also  have 
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access  to  the  criminal  history  records  that  are  located  in  all  of 
those  systems  across  the  country. 

That  is  made  possible  through  the  advisory  policy  board  of  the 
National  Crime  Information  Center,  which  also  is  an  advisory  pol- 
icy board  to  the  identification  division  of  the  FBI.  So,  yes,  we  will 
have  that  access. 

Senator  Specter.  You  sort  of  lost  me.  How  close  are  we? 

Mr.  Sessions.  We  are  very  close.  Those  systems,  that  is,  the  pro- 
tocols on  the  agreements,  on  the  access,  on  the  Interstate  Identi- 
fication Index,  that  is,  the  criminal  history  records,  is  now  com- 
pleted. 

Senator  Specter.  Well,  do  States  have  a  compilation  of  the 
criminal  records  of  everybody  who  has  committed  a  crime  in  their 
State? 

Mr.  Sessions.  They  have  their  States,  and  we  now,  by  agreement 
with  the  States,  have  the  access  to  those  records? 

Senator  SPECTER.  And  how  good  are  they?  My  own  State,  Penn- 
sylvania, I  do  not  think  is  very  good.  When  we  try  to  find  criminal 
records  in  a  big  city  like  Philadelphia,  which  was  better  than  most 
of  the  State,  it  is  blind  man's  bluff. 

Mr.  Sessions.  Well,  I  do  not  know  if  they  would  answer  the 
question  if  there  eggs  are  fresh,  but  I  would  be  glad  to  supply  for 
tne  record  the  answer  to  that  question;  that  is.  how  good  are  the 
III  records  of  criminal  histories  around  the  States?  I  think  that 
their  automation  of  them  is  progressing  at  a  phenomenal  rate. 

Senator  Specter.  Well,  the  red  light  went  on,  so  I  will  not  pur- 
sue the  matter  now.  But  if  you  would  provide  for  the  record  just 
what  the  status  is  of  the  quality  of  those  records  nationwide. 

Mr.  Sessions.  I  would  be  pleased  to. 

Senator  Specter.  Could  you  also  tell  us  where  you  stand  in  try- 
ing to  bring  them  up  to  standard  for  the  Nation,  what  kind  of  costs 
are  involved,  what  kind  of  funding  you  already  have,  or  what  more 
could  be  done.  I  think  that  would  be  very  helpful. 

Mr.  Sessions.  I  would  be  pleased  to. 

Senator  Specter.  Thank  you.  Judge  Sessions. 

Mr.  Sessions.  Thank  you. 

Senator  Specter.  Thank  you,  Mr.  Chairman. 

Mr.  Chairman,  might  I  ask  unanimous  consent  that  my  opening 
statement  be  included  in  the  record  at  the  outset? 

The  Chairman.  Yes,  without  objection. 

[The  prepared  statement  of  Senator  Specter  follows:] 

Prepared  Statement  of  Senator  Specter 

Mr.  Chairman,  I  want  to  thank  you  for  holding  these  hearings  of  a  number  of 
members  of  the  Committee,  including  myself.  The  prospect  of  continued  inter- 
national terrorism  focusing  on  the  United  States  is  one  of  the  most  serious  we  face 
today. 

With  the  decUne  of  Communism  and  the  demise  of  the  Soviet  Union,  we  are  con- 
fronted with  a  patchwork  of  countries  and  competing  national  interests  among  the 
peoples  of  these  nations.  As  the  only  remaining  super-power,  this  country  faces  in- 
creasing demands  from  these  newly  emergent  countries.  We  must  work  to  turn 
them  squarely  on  the  road  to  democracy  and  to  try  to  keep  them  there.  But  coun- 
tries without  democratic  institutions  or  a  history  of  adherence  to  democratic  prin- 
ciples are  likely  to  produce  individuals  bent  on  gaining  for  themselves  or  their 
causes  absolute  power  in  their  nations.  Because  of  the  stature  of  the  United  States, 
these  individuals  are  certain  to  attempt  to  influence  U.S.  policy.  With  the  backing 
of  certain  countries  like  Libya,  and,  especially,  Iran,  that  have  pursued  interests 
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deeply  inimical  to  our  own,  many  individuals  and  splinter  groups  are  likely  to  turn 
to  terrorism  in  an  effort  to  sway  U.S.  policy  and  public  opinion.  We  must  never  let 
such  acts  deter  us  from  pursuing  the  long-term  interests  of  our  country. 

I  have  had  a  long  involvement  opposing  international  terrorism.  Ever  since  I  came 
to  the  Senate,  I  have  sought  to  deter  and,  failing  deterrence,  punish  acts  of  inter- 
national terrorism.  For  example,  I  sponsored  the  Taw  that  makes  it  a  Federal  crime 
to  assault  or  kill  an  American  citizen  overseas  in  an  act  of  terrorism.  Among  the 
centerpieces  of  my  continuing  efforts  have  been  my  pursuit  of  the  establishment  of 
an  international  criminal  court  with  jurisdiction  to  try  the  alleged  perpetrators  of 
acts  of  international  terrorism. 

Another  goal  of  mine  in  seeking  to  deter  acts  of  international  terrorism  has  been 
to  adopt  legislation  to  impose  the  death  penalty  for  the  murder  of  Americans  com- 
mittee by  terrorists.  To  tnat  end,  I  recently  introduced  S.  248,  a  bill  to  establish 
constitutional  means  for  imposing  the  death  penalty  on  terrorists  who  murder 
American  citizens  abroad. 

Since  I  introduced  that  bill,  it  appears  that  foreign  terrorists  murdered  six  Ameri- 
cans here  at  home  with  the  vicious  and  cowardly  bombing  of  the  World  Trade  Cen- 
ter in  New  York  City.  We  have  laws  that  will  enable  us  to  punish  such  vile  acts, 
although,  because  New  York  State  does  not  have  the  death  penalty  and  there  is  no 
applicable,  constitutional  Federal  death  penalty,  those  who  committed  the  World 
Trade  Center  bombing  and  murders  cannot  be  sentenced  to  death.  We  also  lack  a 
death  penalty  to  impose  on  those  who  murder  Americans  abroad,  and  that  is  what 
my  bill  would  accomplish. 

I  said  during  a  1986  hearing  of  the  Judiciary  Committee's  Subcommittee  on  Secu- 
rity and  Terrorism  that  "[a]ltnough  we  have  had  some  tough  talk  on  terrorism,  we 
have  had  very  httle  tough  action  on  terrorism."  While  the  Reagan  and  Bush  Admin- 
istrations succeeded  in  using  law  enforcement  resources  against  terrorists  in  certain 
cases  like  the  arrest  of  Fawaz  Yunis  and  the  indictment  of  the  Libyans  accused  of 
the  bombing  of  Pan  Am  flight  103  over  Lockerbie,  Scotland,  we  in  Congress  have 
done  nothing  since  I  made  that  statement  in  1986. 

Since  1980,  over  6500  incidents  of  international  terrorism  have  been  recorded 
worldwide,  leaving  over  5100  dead  and  12,500  wounded.  About  2500  of  these  attacks 
were  against  Americans.  As  of  May  1992,  American  casualties  in  these  incidents  to- 
taled 587  dead  and  627  wounded.  While  we  in  Congress  have  taken  some  steps  since 
1980,  we  have  yet  to  move  forcefully  by  adopting  a  death  penalty  for  terrorists  dur- 
ing that  time.  Terrorists  will  not  fear"  us,  Mr.  chairman,  unless  we  show  that  we 
are  willing  to  employ  the  ultimate  sanction  against  them. 

The  time  to  act,  not  merely  to  talk  a  good  gaxne  but  to  legislate  significant  pen- 
alties against  terrorists,  is  long  past.  Right  now,  terrorists  believe  that  they  face  lit- 
tle chance  of  punishment  by  assaulting  Americans.  The  arrival  of  terrorism  on  our 
shores  can  be  attacked  under  existing  laws.  But  we  still  have  a  gaping  hole  in  oxir 
laws  for  assaults  and  murders  committed  against  Americans  overseas.  My  legisla- 
tion, S.  248,  would  put  some  real  teeth  into  our  law  to  protect  Americans  overseas. 

As  I  noted  at  the  outset,  the  end  of  the  Cold  War  and  the  demise  of  a  bipolar 
world  have  seen  the  falling  of  the  structures  developed  over  years  of  U.S.-Soviet 
competition.  Nothing  has  yet  replaced  them.  While  we  can  all  rejoice  in  the  end  of 
the  Cold  War  and  its  constant  threat  of  nuclear  destruction,  the  world  remains  a 
dangerous  place.  We  have  seen  outbreaks  of  ethnic  violence  in  many  places  in  the 
world  and  the  continuation  of  old  conflicts,  no  longer  Cold  War  proxy  fights  but 
more  long-standing  conflicts  that  cannot  be  so  easily  contained  or  suppressed.  The 
fall  of  the  Soviet  Union  has  also  made  weapons  more  available  as  the  former  Com- 
munist nations  sell  off  arsenals  to  gain  hard  currency. 

Based  on  information  in  the  media  regarding  the  perpetrators  of  the  World  Trade 
Center  bombing,  it  appears  as  if  this  Committee  needs  to  take  a  hard  look  again 
at  the  ability  of  this  nation  to  control  its  borders.  It  appears  as  if  many  of  the  al- 
leged participants  in  the  bombing  entered  the  country  illegally  or  took  advantage 
of  our  liberal  asylum  policies. 

We  need  to  be  prepared  to  deal  with  the  new  threats  that  arise  and  the  old  ones 
that  continue  to  fester.  In  the  wake  of  the  World  Trade  Center  bombing,  I  wrote 
to  you,  Mr.  Chairman,  to  request  a  hearing  on  our  preparedness  against  terrorists. 
I  am  pleased  that  the  Judiciary  Committee  is  holding  two  days  of  nearings  on  this 
important  topic. 

While  the  issue  of  terrorism  needs  airing,  the  time  for  concrete  action  is  long  past. 
In  1991,  I  wrote  an  article  that  appeared  in  the  spring  edition  of  volume  95  of  the 
Dickinson  Law  Review  at  pages  739  to  757.  The  title  of  that  article  states  most  suc- 
cinctly what  I  believe  should  be  a  top  priority  for  us  in  this  session  of  Congress: 
"The  Time  Has  Come  for  a  Terrorist  Death  Penalty  Law."  I  hope  that  the  title  in- 
spires us  to  action. 
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I  hope  that  the  World  Trade  Center  bombing  and  this  Judiciary  Committee  hear- 
ing will  lead  to  the  enactment  of  tough  new  laws  to  combat  terrorism.  Such  laws 
would  show  the  world  that  we,  as  a  nation,  will  not  be  coerced  by  violence  or 
threats. 

I  would  be  remiss,  Mr.  Chairman,  if  I  failed  to  note  and  congratulate  the  agents 
of  the  Federal  Bureau  of  Investigation  and  the  Bureau  of  Alcohol,  Tobacco,  and  Fire- 
arms for  the  outstanding  work  they  did  in  investigating  the  World  Trade  Center 
bombing  and  in  arresting  the  suspects  so  quickly.  The  professionalism  of  these 
agents  shows  terrorists  that  there  are  no  free  bites  at  targets  in  this  country.  But 
we  must  back  up  this  fine  police  work  with  stricter  laws  to  combat  terrorism  here 
and  abroad.  We  must,  I  believe,  ensure  that  our  laws  are  tough  enough,  especially 
to  protect  Americans  li\'ing  abroad,  as  my  death  penalty  bill  would  provide. 

In  addition  to  my  death  penalty  legislation,  I  am  cvurently  considering  introduc- 
ing another  bill  to  combat  terrorism.  This  bill  would  amend  the  Foreign  Sovereign 
Immunities  Act  to  permit  a  direct  suit  in  Federal  court  against  any  foreign  nation 
formally  recognized  by  the  State  Department  as  a  supporter  of  terrorism  for  a  ter- 
rorist act  committed  overseas  against  an  American  if  that  nation  caused  or  coun- 
seled the  act  of  terrorism. 

Under  the  Foreign  Sovereign  Immunities  Act  as  it  now  stands,  foreign  nations  are 
immune  from  suit  in  American  courts  unless  the  alleged  wrongful  act  falls  within 
a  narrow  statutory  exception  to  the  immunity.  My  bill  would  add  a  new  exception 
to  permit  a  suit  against  a  foreign  nation  for  an  act  of  international  terrorism  com- 
mitted against  an  American  overseas.  The  foreign  country  would  only  be  liable  for 
suit  if  the  State  Department  has  listed  it  as  a  supporter  of  terrorism.  This  limitation 
would  avoid  Americans  suing  for  any  harm  done  overseas  against  any  foreign  nation 
and  preserve  to  the  Executive  the  ability  to  conduct  foreign  affairs  without  fear  of 
lawsuits  compromising  American  policy  interests  and  goals.  Any  foreign  nation  sued 
under  my  bill  would  be  liable  if  it,  acting  through  its  officials,  were  found  to  have 
committed  or  aided  or  abetted  an  act  of  terrorism  against  an  American. 

This  legislation  could  serve  as  a  vital  weapon  against  those  nations  that  support 
and  encourage  terrorism  as  an  instrument  of  their  national  policy.  By  putting  these 
countries  at  risk  of  laurge  damage  awards,  we  could  have  a  direct  impact  on  the  ex- 
tent of  terrorist  acts  committed  against  Americans.  I  hope  that  the  Committee  and 
the  witnesses  will  give  consideration  to  the  approach  of  amending  the  Foreign  Sov- 
ereign Immunities  Act  as  a  weapon  against  terrorism. 

Finally,  I  believe  that  one  of  the  problems  we  have  had  in  prosecuting  terrorists 
is  the  political  difficulty  in  getting  western  countries.  One  current  example  is  the 
refusal  of  Lybia  to  extradite  those  suspected  of  bombing  Pan  Am  Flight,  103. 

One  way  to  allow  for  more  prosecutions  is  to  create  an  international  criminal 
court  under  the  auspices  of  the  United  Nations.  This  court  would  have  jurisdiction 
over  international  crimes  like  terrorism,  drug  trafficking,  and  war  crimes  and  geno- 
cide. A  statute  to  provide  for  the  establishment  of  an  international  criminal  court 
is  cuiTently  being  drafted  by  the  International  Law  Commission  of  the  United  Na- 
tions. The  American  Bar  Association  also  supports  the  creation  of  an  international 
criminal  court. 

I  have  supported  the  creation  of  an  international  criminal  court  for  several  years. 
We  are  now  approaching  the  point  at  which  it  might  become  a  reaUty.  I  intend  to 
introduce  a  resolution  calling  on  the  President  to  support  the  creation  of  such  a 
court.  I  am  convinced  that  an  international  criminal  court  would  allow  the  trial  and 
punishment  of  terrorists  under  the  rule  of  law  in  a  manner  that  will  prove  politi- 
cally acceptable  to  all  the  nations  of  the  world. 

Mr.  Chairman,  I  thank  you  very  much  for  holding  this  important  hearing  and  for 
your  leadership  on  this  issue.  I  look  forward  to  hearing  fi*om  the  witnesses  you  have 
assembled. 

The  Chairman.  I  would  add,  Senator,  my  information  is  that  a 
number  of  States  have  no  automation  and  that  your  instinct  is  cor- 
rect, that  the  States  are  far  from  being  in  a  position  to  provide  all 
of  those  records  to  the  FBI. 

Now,  the  FBI  is  not  responsible  for  being  able  to  ensure  that  the 
State  of  Delaware  or  Pennsylvania  has  that. 

Mr.  Sessions.  Well,  in  a  sense,  we  are.  Because  we  are  working 
very  closely  with  the  advisory  policy  board  of  the  National  Crime 
Information  Center,  who  also  deal  with  the  III,  that  is,  the  criminal 
history  records.  So,  although  there  are  only  34  of  those  systems  in 
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the  fingerprint  area,  there  were  only  17  of  them  5  years  ago.  So 
they  are  moving  rapidly  that  way. 

The  Chairman.  No,  I  agree. 

The  only  point  I  am  making  is  what  I  get  from  the  Governors 
and  the  mayors. 

Mr.  Sessions.  They  need  more  money. 

The  Chairman.  The  point  is  that  we  are  asking  them  to  do  this, 
and  they  do  not  have  the  money  to  do  it.  And  so  the  fact  of  the 
matter  is — and  we  can  correct  this  for  the  record — but  the  fact  of 
the  matter  is  a  number  of  the  States  have  not  invested  the  money 
and  the  expertise  in  compiling  these  criminal  records,  which  would 
then  be  made  available  to  the  FBI. 

Mr.  Sessions.  That  is  correct. 

The  Chairman.  The  fact  is,  the  FBI  cannot  dictate  to  the  Gov- 
ernors of  the  States  of  South  Dakota  or  Delaware  or  Pennsylvania, 
you  must  compile  these  records,  of  State  criminal  offenses.  And  so 
the  Senator  is  correct,  in  my  view,  that  there  is  still  a  gaping  hole. 
And  as  you  know,  in  the  Brady  bill,  we  provide  $100  million  for  the 
compilation  of  these  records  as  it  relates  to  firearm  offenses  and 
criminal  records,  in  terms  of  being  able  to  purchase  or  not  pur- 
chase. 

And  we  have  had  trouble  with  that. 

But,  at  any  rate,  it  is  worth  us  proceeding  on  it. 

Senator  Specter.  I  might  add  one  sentence.  I  think  it  would  be 
very  useful  if  we  could  get  a  handle  on  the  status  of  the  existing 
records  and  what  it  would  take  to  provide  automation.  We  have  an 
enormous  political  argument  in  the  Congress  and  in  the  country 
about  the  waiting  period.  But  there  is  no  disagreement  or  at  least 
little  disagreement,  or  really  none  that  I  know  of,  about  having  an 
instantaneous  check,  if  you  could  check  it  like  you  check  your 
American  Express.  You  would  know  at  the  time  whether  the  appli- 
cation to  purchase  a  gun  is  being  made  by  someone  who  has  a 
record  of  violence. 

The  Chairman.  Director,  will  you  make  available,  to  the  best  of 
your  ability,  the  status  of  each  of  the  States  with  whom  you  are 
dealing  as  to  how  current  and  how  comprehensive  their  State  com- 
pilation of  criminal  offenses  for  State  offenses  is? 

Mr.  Sessions.  I  will  be  pleased  to. 

But  I  do  not  have  despair  at  all  about  how  active  we  are  in  con- 
nection with  the  National  Crime  Information  Center  capability. 
And  what  will  happen  when  they  gather  those  criminal  history 
records  and  put  them  into  that  system  is  significant.  Can  you 
imagine  being  able  to  have  asked  and  answered  1.4  million  ques- 
tions in  a  24-hour  period,  including  those  that  can  relate  to  the 
criminal  history  records,  which  is  what  Senator  Specter  is  discuss- 
ing? 

The  Chairman.  We  are  trespassing  now  on  Senator  Cohen's  time. 
But  I  want  to  make  a  distinction  here.  The  distinction  is  not  with 
regard  to  the  capability  of  the  system  that  you  have  requested  we 
fund  and  we  have  funded  and  we  have  been  strong  supporters  of 
And  I  have  great  hope  for  it.  But  it  is  of  little  value  to  us  if  in  fact, 
none  of  the  States  have  up-to-date  records. 

Then  you  push  a  button  and  you  can  get  every  Federal  offense, 
but  you  are  not  going  to  find  out  whether  or  not  John  Doe,  who 
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you  just  arrested  on  the  highway  for  a  traffic  violation  and  you 
have  that  system  in  each  of  the  cars — we  are  hoping  each  of  the 
police  automobiles  will  be  able  to  have — and  you  give  that  guy's 
fingerprint  and  on  the  spot.  If  that  person's  record  has  never  en- 
tered the  file,  is  not  in  the  bank,  then  you  cannot  get  it,  can  you? 

Mr.  Sessions.  The  reason  we  have  a  handle  on  it,  though.  Sen- 
ator is  because  the  representatives  of  those  62,000  terminals  out 
there  sit  on  the  advisory  policy  board  and  know  of  the  importance 
of  the  criminal  history  record.  And  I  am  confident  we  are  pursuing 
it  the  right  way. 

The  Chairman.  You  are  pursuing  it  the  right  way.  I  will  drop 
this  now. 

Mr.  Sessions.  And  they  are  as  well.  They  are  State  agencies. 
They  are  not  Federal  agencies.  They  are  advising  the  NCIC,  but 
they  are  State  agency  representatives. 

The  Chairman.  OK.  If  you  could  update  us  on  how  each  of  the 
States  are  progressing,  that  would  be  useful. 

Mr.  Sessions.  I  will  be  pleased  to. 

The  Chairman.  Senator  Cohen. 

Senator  Cohen.  Thank  you,  Mr.  Chairman. 

I  think  that  Senator  Specter  and  you  have  raised  an  important 
issue  about  domestic  terrorism,  and  we  could  expand  that  to 
carjacking.  But  I  would  like  to  go  back  to  the  issue  of  international 
terrorism,  and  perhaps  just  add  a  personal  note. 

I  was  listening  to  Senator  Feinstein  ask  the  question  as  to  how 
we  could  best  deter  terrorist  activities,  and  Director  Sessions,  you 
indicated  by  demonstrating  to  the  world  at  large  that  we  will  seek 
and  track  down  any  individual,  no  matter  how  far  away  that  per- 
son might  be,  and  that  he  or  she  will  stand  at  the  scales  of  justice 
here  in  the  United  States. 

I  just  wanted  to  indicate  that  I  do  not  believe  that  those  who 
commit  acts  of  terrorism,  extremists  as  they  are,  are  deterred  by 
the  threat  of  either  incarceration  or,  indeed,  even  execution.  And 
I  do  not  think  those  nations  who  sponsor  terrorism  are  deterred  by 
the  FBI's  reputation  for  investigative  and  prosecutorial  skills.  I  do 
not  believe  that  at  all. 

I  think  that  they  are  principally  deterred  by  actions  which  in- 
volve physical  retaliation  or  financial  retaliation,  something  that 
hurts  them  either  physically  or  fiscally.  That  is  the  greatest  deter- 
rent we  have  to  international-sponsored  terrorism. 

We  play  defense.  Most  of  the  time  we  play  very  good  defense.  I 
do  not  think  the  American  people  are  aware  of  just  how  good  we 
are  in  terms  of  the  FBI,  the  CIA,  and  the  kind  of  intelligence-gath- 
ering capabilities  we  have.  But  it  has  to  be  more  than  simply  play- 
ing good  defense — and  I  want  to  come  back  to  that  in  a  moment. 
It  has  to  do  with  how  we  persuade  our  allies  that  this  really  is  a 
type  of  warfare  that  we  are  engaged  in. 

I  recall  a  few  years  ago  when  there  was  a  notice  that  appeared 
publicly  that  Grerman  firms  were  engaged  in  the  sale  of  chemical- 
weapons  type  of  equipment  to  Libya.  The  reaction  came  in  a  head- 
line in  the  United  States  in  the  Washington  Post  saying  Grermany 
denies  allegation  that  German  firms  are  involved  in  sdleged  produc- 
tion facilities  for  Libya.  Then  a  footnote  was  added,  so  to  speak, 
and  it  said  that  even  if  there  were  indications  that  Libya  was  ac- 
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quiring  this  equipment  from  German  firms,  there  is  no  substantial 
indication  that  they  are  building  chemical  weapons  plants. 

It  was  what  Arlen  Specter  and  Senator  Biden  might  call  alter- 
native pleading.  Number  one,  our  firms  were  not  involved  in  selling 
it.  But  even  if  they  were,  you  have  not  given  us  sufficient  evidence 
that  Libya  is  building  a  chemical  weapons  capability. 

I  said  at  the  time  that  selling  equipment  to  Libya  to  construct 
a  chemical  weapons  capability  was  the  equivalent  of  handing  a 
flame  thrower  to  a  pyromaniac  who  says  he  needs  it  for  cooking 
purposes.  Now,  that  may  have  been  an  overstatement  at  the  time; 
I  do  not  think  so. 

The  response  always  was  we  do  not  want  to  know  or  just  to  deny 
it,  because  there  is  money  involved.  And  that  is  true  with  respect 
to  dealing  with  international  terrorism. 

Many  countries  who  we  would  call  upon  to  deal  effectively  with 
international  terrorists  say  we  really  do  not  want  to  be  involved  be- 
cause, after  all,  we  derive  our  oil  from  the  Middle  East  and  we  may 
depend  upon  Libyan  oil  or  Iranian  oil.  Or  we  may  have  substantial 
blocs  of  individuals  who  would  create  a  political  problem  for  us 
and,  therefore,  these  countries  tend  to  be  much  more  accommodat- 
ing on  this  issue  than  we  would  like  to  see. 

I  think  that  while  law  enforcement  is  very  important,  treating 
international  terrorism  as  a  law  enforcement  problem  is  not  going 
to  deal  effectively  with  the  problem.  It  is  a  foreign  policy  problem 
more  than  a  law  enforcement  problem. 

To  go  back  to  the  bombing  of  Pan  Am  103,  do  we  know  for  sure 
today  all  the  nations  that  may  have  been  involved  in  the  planning 
and  the  canying  out  of  that  particular  bombing,  Director  Sessions? 

Mr.  Sessions.  Well,  the  continuation  of  the  investigation  was  a 
promise  that  I  made  and  I  have  kept.  And  the  discussion  about  all 
the  nations  that  are  involved  cooperatively  in  dealing  with  the  in- 
vestigation, you  are  talking  about. 

Senator  Cohen.  No.  Responsibility  for  the  bombing  itself 

Mr.  Sessions.  We  continue  to  pursue  that,  and  we  will — as  I  said 
then  and  it  may  not  be  a  strong  statement,  but  we  will  take  us 
where  the  evidence  leads  us. 

Senator  Cohen.  That  is  precisely  the  problem.  It  takes  a  good 
deal  of  time  to,  number  one,  put  the  pieces  back  together,  and 
there  were  millions  of  pieces  to  put  back  together,  to  identify  who 
may  have  been  involved,  to  apprehend  the  individuals  involved,  to 
prosecute  them,  to  convict  them,  and  to  carry  out  the  sentence  it- 
self. 

All  of  that  involves  a  great  deal  of  time,  in  which  case  we  know 
that  there  are  those  six  countries  involved  in  sponsoring  terrorism. 
They  have  not  renounced  it.  And  yet  there  is  not  very  effective 
international  action  to  put  the  kind  of  pain  and  suffering  upon 
those  countries  in  an  fiscal  sense,  if  not  a  physical  sense,  economic 
that  really  would  deter  them  from  continuing  their  operations. 

That  is  my  own  personal  judgment.  We  have  not  been  as  effec- 
tive as  we  ought  to  be.  We  have  very  little  leverage  involved  in  the 
World  Bank.  We  tried  to  express  our  outrage  about  selling  certain 
equipment  to  Iran  at  a  time  when  we  know  that  it  was  still  en- 
gaged in  the  sponsorship  of  terrorist  activities.  I  am  not  sure  what 
leverage  we  have  other  than  rhetorical  leverage,  perhaps. 


61 

I  am  not  sure  what  action  we  can  take.  Are  we  going  to  deny  par- 
ticipation in  the  World  Bank?  Are  we  going  to  start  hectoring  or 
lecturing  our  allies  on  this  particular  issue?  I  am  not  sure  exactly 
what  leverage  we  have. 

But  let  me  come  to  the  issue  I  really  want  to  talk  about  which 
is  how  we  protect  our  people.  Back  in  1990,  we  passed  the  Aviation 
Security  Act  and  we  mandated  at  that  time  that  FAA  establish 
guidelines  for  the  development  of  explosive  detection  devices. 

I  remember  last  year  writing  to  FAA  saying  why  have  the  regu- 
lations and  the  guidelines  not  been  published.  That  was  in  the 
summer,  July,  as  I  recall,  of  1992.  The  regulations  were  due  in 
May. 

They  finally  responded  last  November  that  issuing  of  final  deci- 
sions on  certification  criteria  will  be  made  sometime  this  year,  not 
last  year,  but' this  year.  I  mention  this  because  it  is  my  under- 
standing that  the  kind  of  explosive  device  that  was  used  for  blow- 
ing up  Pan  Am  103  is  no  more  detectable  today,  in  terms  of  the 
airport  security,  thsin  it  was  then. 

There  have  been  remarkable  advances  in  technology  domesti- 
cally. Those  companies,  and  I  have  met  with  at  least  one  company 
which  has  developed  such  technology,  cannot  produce  their  devices 
because  they  have  not  received  the  established  guidelines  from 
FAA.  There  are  a  number  of  countries  internationally  that  would 
like  to  use  the  U.S.  firms,  because  we  are  the  leaders  in  the  devel- 
opment of  this  new  technology,  but  they  are  going  to  their  own  do- 
mestic suppliers. 

So  it  is  not  that  the  technology  is  not  available.  The  technology 
is  there.  Somehow,  it  has  become  lost  in  this  bureaucratic  maze 
that  we  have.  Getting  the  regulations  out,  allowing  the  firms  to  de- 
velop and  start  selling  three  devices  so  that  our  airports  can  have 
greater  security  is  imperative,  because  I  believe  that  we  could  still 
have  another  Pan  Am  103  or  4  or  5  today.  While  we  have  increased 
security,  perhaps,  at  the  airports,  the  kinds  of  devices  that  are 
available  to  terrorists  today  are  detectable  if  we  put  in  the  kind  of 
equipment  that  is  necessary  to  detect  it.  We  have  been  delayed,  if 
not  delaying,  on  that  issue  for  some  time  now. 

You  look  very  perplexed,  or  at  least  anxious  to  say  something, 
Mr.  Pope.  Why  do  you  not  respond? 

Mr.  Pope.  Senator,  I  would  like  to  respond  if  I  may,  sir. 

Senator  Cohen.  That  was  all  one  question,  so  you  can  respond 
to  any  part  of  it. 

Mr.  Pope.  Well,  let  me  take  the— just  to  mention  that  we  expect 
to  send  here  very  shortly  for  ratification  the  convention  on  the 
marking  of  plastic  explosives,  which  will  take  effect  when  five  pro- 
ducing nations  and  35  States  have  ratified  it.  That  is  something 
that  is  coming  to  fruition  now. 

We  have  identified  a  chemical  agent,  DMNB,  and  I  cannot  say 
exactly  what  the  long  name  is,  that  we  believe  is  the  right  agent 
for  use  in  marking  these  explosives.  This  is  going  to  be — and  at 
that  point,  then,  my  understanding  is  that  the  technology  is  avail- 
able for  detecting  that  explosive  or  that  marking  agent.  There  is  a 
lot  of  plastic  explosive  out  there,  and  it  is  going  to  take  a  long  time 
to  get  all  of  that  under  control  and  to  mark  it. 
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Senator  Cohen.  What  I  am  suggesting  is  that  we  have  tech- 
nology available  right  now  that  we  could  install  at  our  airports, 
that  is  not  being  installed  because  the  criteria  have  not  been  cer- 
tified as  late  as  1993.  They  were  due  last  year  in  May  1992.  A 
statement  came  out  finally  in  November,  an  initial  notice  with  a 
statement,  that  the  final  criteria  will  be  made  available  early  in 
1993.  They  are  not  here  yet. 

So  we  have  firms  who  have  the  technology,  but  they  cannot 
break  through  the  bureaucracy.  What  I  am  concerned  about  is  we 
could  have  another  Pan  Am  103.  Yet  we  have  the  ability  to  protect 
against  that,  but  we  are  just  taking  took  long.  It  has  nothing  to  do 
with  the  issue  you  are  talking  about,  the  international  treaty.  I  am 
talking  about  technology  right  now.  It  is  here,  it  is  available. 

Director  Sessions,  do  you  have  any  comment? 

Mr.  Sessions.  Yes.  With  the  FAA,  I  meet  regularly  with  the  Di- 
rector and  discuss  these  things  that  relate  to  the  operation  of  the 
airports  and  the  FAA  system  to  allow  us  to  interdict  explosives.  We 
have  in  the  FBI  our  own  work  in  connection  with  explosives  detec- 
tion. 

And  I  did  not  realize  that  they  were  delayed  in  actually  getting 
their  guidelines,  but  I  will  discuss  it  directly  with  them  and  report 
back  to  you.  I  will  be  pleased  to. 

Senator  Cohen.  I  would  hope  you  could  expedite  that,  because  I 
think  that  it  is  imperative.  We  tend  to  be  preoccupied  right  now; 
we  have  got  a  lot  of  domestic  violence  and  a  lot  of  domestic  terror- 
ists running  around.  But  the  threat  of  international  terrorism  is 
there,  it  is  real.  They  are  becoming  more  sophisticated  rather  than 
less  sophisticated  in  the  types  of  technology  they  use. 

I  have  not  even  mentioned — we  can  discuss  this  in  private  in 
terms  of  other  types  of  developments — electromagnetic  types  of  de- 
vices that  perhaps  could  be  used.  But  it  is  out  there  and  we  ought 
to  take  a  much  more  aggressive  position  as  far  as  countering  that 
capability. 

My  time  is  up  and  I  will  look  forward  to  meeting  with  you  in  pri- 
vate. 

The  Chairman.  Director,  thank  you  very  much  for  being  here.  If 
the  representatives  of  State  and  the  FBI  and  others  will  be  avail- 
able at  2  in  room  219,  Hart  Building. 

Mr.  Sessions.  Thank  you,  Mr.  Chairman.  They  will  be  there  and 

1  have  appreciated  the  opportunity  to  appear  and  testify  before  the 
committee  this  morning. 

The  Chairman.  Thank  you. 

Mr.  Pope.  As  have  I,  Senator.  Thank  you. 

The  Chairman.  Thank  you. 

We  are  recessed  until  2. 

[Whereupon,  at  1:04  p.m.,  the  hearing  recessed,  to  reconvene  at 

2  p.m.  in  closed  session  at  top  secret  level.] 

afternoon  session  (4: 10  p.m.) 

The  Chairman.  Thank  you,  gentlemen,  for  waiting  as  long  as  you 
have.  As  I  indicated,  we  have  been  in  a  closed  hearing  with  the 
CIA,  the  State  Department,  and  the  FBI,  and  it  lasted  longer  than 
we  had  anticipated. 
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Mr.  Ambassador,  as  a  former  deputy  coordinator  for 
counterterrorism  in  the  Department  of  State,  you  previously  also 
served  as  U.S.  Ambassador  to  Haiti  and  in  a  variety  of  senior  posi- 
tions at  the  Departments  of  State  and  Defense.  And  I  understand 
you  are  currently  vice  president  of  the  Fairfax  Group,  a  consulting 
firm  based  in  Falls  Church,  VA.  Is  that  correct? 

Mr.  McManaway.  That  is  correct,  Mr.  Chairman. 

The  Chairman.  Well,  we  welcome  you,  Mr.  Ambassador. 

Welcome  back. 

And  Dr.  Kupperman,  you  are  a  senior  advisor  for  science  and 
technology  at  tne  Center  for  Strategic  and  International  Studies  in 
Washington,  and  you  also  have  served  as  the  chief  scientist  at  the 
Arms  Control  and  Disarmament  Agency  and  as  a  director  of  the 
transition  team  for  the  Federal  Emergency  Management  Agency  in 
1981. 

You  have  written  widely  on  the  subject  of  terrorism,  and  we  are 
flattered  you  would  take  the  time  to  come  and  we  appreciate  you 
being  here. 

Dr.  Kupperman.  I  am  flattered  to  be  invited.  Thank  you. 

The  Chairman.  Now,  gentlemen,  do  either  of  you  have  an  open- 
ing statement? 

Mr.  McManaway.  I  do  not,  Mr.  Chairman. 

Dr.  Kupperman.  I  have  a  short  opening  statement. 

[The  prepared  statement  of  Dr.  Kupperman  follows:] 

Prepared  Statement  of  Robert  K.  Kupperman  on  Behalf  of  the  Center  for 
Strategic  and  International  Studies 

Terrorism  in  the  Nineties 

We  tend  to  deal  with  complex  security  problems  episodically,  waiting  for  crisis 
conditions  to  force  our  hand.  Terrorism  is  a  case  in  point,  an  issue  laden  with  subtle 
and  not-so-subtle  traps.  More  than  the  political  embarrassment  from  incidents  in 
which  the  "tail  wags  the  dog,"  terrorism  can  turn  truly  ugly,  overnight  and  the 
shock  of  another  Pan  Am  103  disaster  can  pale  in  comparison  with  nuclear,  chemi- 
cal, or  biological  acts  of  mass  destruction.  Such  assavilts,  once  the  sole  province  of 
industrialize  nations,  are  now  achievable  by  subnational  groups. 

Our  most  recent  experience,  the  bombing  of  the  World  Trade  enter,  where  the 
eqmvalent  of  a  small  city  could  have  been  wiped  out — and  where  the  actual  impact 
on  business  could  easily  be  in  the  range  of  billions  of  dollars — shows  how  vulnerable 
we  are.  Imagine  for  a  moment  the  magnitude  of  the  catastrophe  if  instead  of  a  rel- 
atively crude  conventional  explosive,  the  instrument  had  been  a  radiological  device, 
dispersing  Cobalt-60.  Even  more  insidious  would  have  been  a  chemical  or  biological 
weapon  The  attack  on  the  world  Trade  Center  highlights  one  important  fact  of  life: 
We  can't  protect  everything  all  the  time.  We  need  to  be  able  to  identify  truly  critical 
nodes  and  protect  them,  or  at  the  least  make  them  more  prickly  target  for  a  wovdd- 
be  attacker.  That  wQl  require  more  centralized  planning  than  we  have  seen  to-date. 

Alarmism  for  the  sake  of  sensational  headlines  is  counterproductive.  But  the  plain 
fiat  is  that  we  have  become  exquisitely  vulnerable  to  virtually  any  group  or  faction 
with  an  axe  to  grind.  The  spread  of  weapons  of  mass  destruction  to  futilre  Saddam 
Husseins  is  among  the  most  important  seciuity  problems  we  face. 

The  military  battle  of  the  futxu"e  are  unlikely  to  be  large-scale  conventional 
ground  warfare  as  we  saw  in  the  Persian  Gulf  U.S.  adversaries  are  now  less  likely 
to  gamble  on  Western  apathy.  Most  can't  afford  the  cost.  Terrorism  offers  them  a 
high  leverage,  low-cost,  low  risk  alternative  to  direct  confrontation,  one  that  has  a 
proven  track  record  of  success.  The  problem  is  that  the  U.S.  is  Hi-prepared  to  deal 
with  this  level  of  tibreat,  and  pubUc  concern  fades  quickly.  Even  now,  the  shock  of 
the  World  Trade  Center  bombing  is  fading  from  the  attention  of  most  Americans, 
our  mood  swing  going  form  apathy  to  paranoia  to  apathy. 

Background.  Terrorism  was  once  the  product  or  radical  groups  who  promoted  vio- 
lence against  "the  system."  Whether  the  PLO;  Basque  separatists,  as  Spain's  ETA, 
who  have  attacked  Americans  as  well  as  Spanish  officials;  the  Irish  PIRA;  or  Ger- 
many's nihilists,  terrorism  was  the  tool  of  extremists.  There  was  always  a  limit  to 
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how  far  these  groups  would  go,  given  their  lack  of  resources  and  fear  of  alienating 
the  support  structures  among  which  they  hid.  Increasingly,  terrorist  tactics  have 
been  adopted  by  states  (e.g.,  Cuba,  N.  Korea,  Iran,  Libya,  Syria)  which  have  the 
wherewithal  and  expertise  to  mount  devastating  attacks.  We  still  do  not  know  the 
extent  of  state  involvement  in  the  World  Trade  Center  bombing. 

Relaxation  of  the  superpower  stand  off  has  hastened  this  process  as  states  vie  for 
position  in  the  new  order.  It  is  now  more  difficult  to  forecast  who  can  do  what  to 
whom  and  with  what  effect. 

The  types  of  terrorism  we  may  face  go  beyond  bombings,  airplane  hijacking  or 
hostage-taking.  State-sponsored  terrorists  can  acquire  and  possess  fare  more  sophis- 
ticated tools  (radiological,  biological,  and  chemical  weapons).  They  are  able  to  re- 
solve complex  logistic  and  communications  problems  (e.g.,  timed  or  multi -phase 
fused  explosive  charges  believed  to  have  been  used  in  the  Pan  Am  103  bombing, 
portable  satellite  links  for  secure  communications  and  "terror  television"),  and  have 
technical  expertise  for  attacks  on  critical  infrastructural  nodes:  computer  network, 
transportation  and  energy  grids. 

Critical  questions  for  U.S.  planners.  What  tools  can  be  brought  to  bear  in  detection, 
prevention,  response  and  crisis  management? 

•  Restructure  forces  and  intelligence  assets  to  cope  with  warfare  in  the  shadows. 
There  is  no  known  way  to  detect  and  intercept  every  terrorist  attack:  no  defen- 
sive system  is  leak  proof  At  the  same  time,  we  must  begin  not  only  to  shore 
up  our  defenses  but  to  learn  to  manage  the  consequences  of  a  successful  attack 
and  to  take  steps  to  deter  future  ones.  Our  track  record  in  effective  response 
is  dismal.  After  the  bombing  of  the  marine  corps  barracks  in  1983,  the  U.S. 
navy  shelled  Druse  villages  in  the  Shouf  mountains.  The  bombing  of  Libyan  tar- 
gets in  1986,  in  response  to  the  LaBelle  disco  bombing  in  Berlin,  killed  or 
wounded  a  number  of  innocent  civilians.  Except  to  blame  several  Libyans,  and 
engage  the  UN,  no  effective  response  has  been  taken  aft«r  the  bombing  of  Pan 
Am  103.  (There  is  an  alternative  view  that  Syria  and  Iran  conspired  to  down 
Pan  Am  103.) 

•  Policy  Dilemmas.  Don't  make  promises  no  U.S.  president  can  keep.  The  rhetoric 
of  the  Reagan  administration  was  patently  false  (e.g.,  "terrorists  can  run  but 
they  can't  hide",  no  concessions  to  terrorists).  To  end  the  Lebanese  hostage  cri- 
sis, the  U.S.  made  "faustian"  deals  with  Syria  and  Iran,  sleeping  with  vipers, 
states  which  had  manipulated  the  hostage-takers  from  the  outset.  When  conces- 
sions were  finally  made  (as  they  off«n  £ire),  the  U.S.  may  have  paid  a  higher 
price — a  brittle  friendship  of  convenience  with  long  standing  enemies — than  had 
it  simply  engaged  in  pragmatic  maneuvering.  We  should  have  learned  that  viru- 
lent anti-terrorism  rhetoric  builds  false  expectations  that  Americans  are  some- 
how immune  from  the  threat,  enhancing  the  shock  value  when  an  attack  occxirs. 

•  Cooperation  with  the  media.  Terrorists  use  a  free  media  as  a  springboard  onto 
the  world  stage,  but  governments  have  been  less  adept  in  the  public  relations 
battle  that  underlies  all  terrorist  attacks.  Because  the  media  will  fill  an  infor- 
mation vacuum,  it  behooves  the  responding  government  to  use  the  media  to 
"spin"  its  response  strategy.,  thereby  thwarting  the  terrorist's  real  objective  or 
making  governments  look  weak  and  foolish. 

•  Covert  responses.  While  often  controversial,  covert  operations,  which  send  pri- 
vate messages  to  terrorists  and  their  sponsors,  may  be  more  effective  than  overt 
military  responses.  Arguably,  it  makes  as  much  sense  to  retaliate  for  terrorist 
acts  by  selective  covert  means  as  it  does  to  bomb  civilian  populations  (which  we 
have  done  deliberately  (Lebanon)  or  by  accident  (Libya)).  The  bottom  line  is  that 
there  are  few  "clean"  options  in  the  counter-terrorism  business.  The  range  of 
tools  (overt  and  covert  actions)  in  the  arsenal  need  not  be  artificially  reduced 
without  considering  both  the  need  and  the  costs. 

•  International  Cooperation.  As  shown  in  Desert  Storm,  international  cooperation 
can  be  a  key  factor  in  the  fight  against  terrorism.  We  should  strengthen  our 
extradition  treaties  with  other  countries  to  ensure  that  terrorists  acting  against 
U.S.  interests  are  brought  to  the  U.S.  for  trial.  Many  of  these  existing  treaties 
have  a  political  exception  clause  which  can  be  used  to  protect  terrorists  from 
extradition. 

Intelligence  exchanges  with  our  allies  are  vital,  including  information  on  false 
travel  documents  and  "lookout"  lists,  and  increased  U.S.  training  to  foreign  coun- 
tries, including  advice  on  forensic  techniques,  airport  security,  and  bomb  disposal. 
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Tactical  Tools:  What  crisis  management  or  technology  programs  can  be  developed  to 
limit  the  effectiveness  of  terrorist  attacks? 

•  Need  to  link  domestic  emergency  management  apparatus  into  the  foreign  policy 
agenda.  Our  domestic  crisis  management  apparatus  is  scarcely  up  to  the  task 
of  handling  a  catastrophic  accident  much  less  a  vectored  attack.  Unprepared- 
ness  invites  attack,  the  requisite  shock  value  being  guaranteed.  We  must 
prioritize  our  need  for  defenses — focusing  on  areas  of  greatest  vulnerability — 
and  begin  the  task  of  presenting  a  prickly  target  to  our  enemies. 

•  Countering  Greater  Terrorist  Sophistication.  There  is  concern  that  terrorists  are 
using  more  lethal  devices.  Terrorists,  for  example,  used  a  small  amount  of  a 
plastic  explosive,  SEMTEX,  to  destroy  Pan  Am  103.  It  is  more  powerful  and 
harder  to  detect  than  traditional  explosives.  The  Provisional  Irish  RepubUcan 
Army,  which  has  contacts  with  Libya,  has  become  expert  in  bvulding  bombs 
with  long-delay  timing  devices,  which  can  be  set  to  explode  in  weeks  or  months 
rather  than  hours.  The  IRA  nearly  killed  British  Prime  Minister  Thatcher  with 
such  a  bomb  in  1985.  Terrorist  groups  may  also  turn  to  chemical  weapons.  A 
number  of  states  which  support  terrorism,  including  Libya,  have  chemical  and 
biological  weapons  in  their  arsenal. 

The  U.S.  must  increase  its  investment  in  counter-terrorist  technology.  Progress  in 
miniaturization  could  allow  the  development  of  more  sensitive  devices  to  detect  ex- 
plosives at  airports  and  chemical  weapons.  Research  into  DNA  technology  could  pro- 
vide scientists  and  law  enforcement  officials  with  valuable  evidence.  Greater  use  of 
computers  could  furnish  information  on  terrorists  more  quickly.  Travel  dociiments 
should  be  made  more  secvire.  Technology  can  be  used  to  fight  growing  sophistication 
by  terrorists,  but  we  must  make  the  investment  in  research  and  development  to  suc- 
ceed. 

The  Administration  ought  to  expand  the  role  of  the  national  laboratories  to  en- 
compass counter-terrorism  missions.  Technology  needs  to  be  developed  for  detection 
and  identification  of  terrorists  and  their  weapons,  for  interception  and  counteracting 
attacks,  for  deterrence  and  damage  limitation,  and  for  response  and  recovery. 

Conclusion 

There  are  no  instant  remedies  for  the  plague  of  terrorism.  But,  we  must  commit 
ourselves  to  an  unrelenting  fight  against  terrorism  in  the  beUef  that  Americans 
should  have  the  right  to  travel  freely  abroad  and  continue  to  live  at  home  free  from 
fear  of  terrorist  attacks.  America's  counter-terrorism  program  must  include  fostering 
moral  commitment,  education  of  the  public,  technology,  response  planning  (overt, 
covert,  emergency  management),  and  international  cooperation.  Above  all  we  must 
be  steadfast  in  ovu-  efforts  at  times  of  calm  as  well  as  at  times  of  catastrophe. 

The  Chairman.  Well  let  me  get  right  to  it,  if  I  may,  and  I  have 
several  questions  if  you  will  allow  me. 

The  United  States  currently  has  a  number  of  laws  in  effect  which 
place  certain  limits  on  a  relationship  with  State  sponsors  of  terror- 
ism: limits  on  exports  of  dual-use  items,  of  foreign  assistance,  and 
the  like.  And  I  would  like  you  both  to  respond  to  this,  if  you  would. 

How  effective  have  our  policies  been  in  the  area  of  exports,  for- 
eign assistance,  and  the  like,  in  terms  of  their  impact  on  State- 
sponsored  terrorism? 

Mr.  McManaway.  If  you  would  like  me  to  go  first,  Mr.  Chair- 
man. 

The  Chairman.  Please,  Mr.  Ambassador. 

Mr.  McManaway.  I  think  that  the  history  is  mixed  on  this.  And 
it  depends  very  much  on  the  amount  of  effort  that  is  given  to  this 
by  any  particular  administration  in  any  particular  case.  And  this 
depends  on  leadership  in  the  international  arena,  of  course,  of  the 
State  Department. 

In  my  experience,  when  heavy  concentration  was  brought  to  bear 
on  a  country  supporting  terrorism  and  a  lot  of  concentration  was 
brought  to  bear  upon  the  efforts  and  the  cooperation  of  our  allies 
and  friends  in  other  countries,  then  you  can  have  an  affect. 
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One  ex2imple  I  would  give  you  is,  although  it  took  quite  a  while, 
we  were  able  to,  through  pressure  on  Syria,  get  the  M)uni  Dao  or- 
ganization expelled  from  Sjo-ia.  But  that  was  hard  slogging  work, 
Mr.  Chairman,  and  it  took  a  day-to-day  struggle.  And  it  takes  that 
sort  of  thing,  no  matter  what  the  law  says,  no  matter  what  is  on 
the  books.  It  takes  that  kind  of  concentrated  effort,  it  takes  that 
kind  of  leadership,  and  you  need  that  kind  of  leverage  and  atten- 
tion at  the  right  levels  in  our  Government  to  make  it  work. 

Dr.  KUPPERMAN.  Let  me  also  add  that  I  agree.  The  other  point 
is  that  we  have  to  face  gratuitous  circumstances.  The  Soviet  Union 
was  defunct  as  the  Soviet  Union  and  S5n*ia  no  longer  had  a  client 
State  to — was  no  longer  a  client  State  that  could  rely  upon  the  big 
bear. 

The  Chairman.  So  what  you  are  saying  is  that  the  degree  of 
pressure  that  we  can  bring  to  bear  sometimes  is  in  relationship  to 
other  access  and  support  that  that  State  may  have. 

Dr.  KupPERMAN.  Yes.  And  our  willingness  to  be  facile,  and  the 
ability  of  the  administration  to  recognize  what  its  tactical  objec- 
tives are  and  whether  it  is  plausible.  In  getting  that  character, 
Abuni  Dao,  out  of  Syria,  it  was  a  very  important  matter. 

The  Chairman.  Well,  gentlemen,  one  of  the  things  that  I  hear 
often  in  my  job,  and  you  heard  in  your  job  in  the  past,  Mr.  Ambas- 
sador, was  that  the  more  forceful  we  are,  the  greater  the  prospects 
of  success.  And  then  the  ultimate  force  is  the  actual  use  of  force. 

And  it  has  been  suggested  that  the  experience  that  Libya  under- 
went with  the  bombing  raids  had  a  chastening  impact  upon  their 
activities.  Yet  the  irony  is  that  it  was  after  those  raids,  if  I  am  not 
mistaken,  that  the  two  most  heinous  acts  that  Libya  was  alleged 
to  have  been  involved  with,  either  having  sponsored  or  harbored 
those  who  committed  the  acts,  occurred.  And  the  only  time  that 
they  began  to  look  like  they  were  moving  away  from  such  behavior 
was  when  the  economic  screw  began  to  tighten,  as  opposed  to  the 
bombing. 

Could  you  speak  to  that  for  a  minute?  I  do  not  mean  to  be  case 
specific,  but  as  we  search  for  what  are  the  m.echanisms  that  most 
influence  sponsoring  States,  the  six  States  in  particular  which  we 
have  listed,  and  two  which  are  on  the  watch  list,  what  is  the  rela- 
tionship between  the  use  of  force  on  our  part  and  the  use  of  inter- 
national sanctions  and  economic  embargoes  and,  as  you  said,  Mr. 
Ambassador,  the  coordination  and  cooperation  of  our  allies? 

Mr.  McManaway.  Well,  I  think  they  all  have  to  come  together, 
obviously,  and  clearly  the  force  is  the  last  option,  I  think,  if  my 
memory  serves  me  correctly,  Libya  did  pull  back  after  being  struck 
for  about  18  months.  Qadhafi  was  quite  chastened  and  did  pull  out. 

He  did  start  using  surrogates.  I  have  a — this  is  a  purely  personal 
view  about  one  of  the  acts  that  you  were  spesiking  of,  Pan  Am  103, 
and  which  I  have  no  proof  for  and  I  do  not  think  our  Government 
has  any  proof  for  either.  But  I  personally  believe  that  Iran  was,  in 
fact,  behind  that,  and  at  the  last  minute  it  was  handed  off  to  Libya. 
And  it  was  not  Libya  who  sponsored  it  in  that  sense,  in  the  sense 
of  from  the  beginning  to  end.  So  I  guess  I  would  not  accept  that 
as  a  good  example  of  Libya  practicing  or  supporting  terrorism. 

The  Chairman.  It  is  an  interesting  point.  I  appreciate  it. 
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Mr.  McManaway.  But  I  think  one  needs  a  combination  on 
things,  and  I  do  think  force  works. 

The  Chairman.  Gentlemen,  are  there  other  examples  or  other 
steps  that  we  should  be  taking  or  authorizing  the  President,  the  ex- 
ecutive branch  to  take,  to  address  the  problem  of  State-sponsored 
terrorism,  beyond  those  legislative  initiatives  that  are  on  the  books 
today  and  the  inherent  executive  authority  that  the  Executive  pos- 
sesses? 

Are  there  things  that  we,  the  Congress,  should  be  doing  to  en- 
able, equip,  assist,  or  are  there  things  that  the  executive  branch 
should  be  doing  under  their  inherent  authority  now  that  would  bet- 
ter deter  State-sponsored  terrorist  activities? 

Dr.  KUPPERMAN.  Well,  it  seems  to  me  that  you  have  got  a  limited 
kit  of  tools.  You  have  got  the  economic  sanctions,  which  we  de- 
scribed. You  have  the  overt  use  of  force  and  you  have  covert  oper- 
ations. Clearly,  we  are  not  in  the  assassination  business,  but  there 
are  opportunities  that  present  themselves  periodically  that  you 
would  like  to  take  advantage  of. 

And  it  seems  to  me  that  we  invest  a  substantial  sum  of  money 
each  year  in  the  Central  Intelligence  apparatus  in  this  country, 
that  includes  covert  operations.  And  I  think  that  one  has  to  deal 
with  them  and  talk  about  them  on  a  case-by-case  basis. 

The  Chairman.  Do  you  have  any  comments  on  that,  Mr.  Ambas- 
sador? 

Mr.  McManaway.  Well,  I  think  one  of  the  things  that  I  learned 
in  my  over  2  years  of  working  in  the  Office  of  Counter  Terrorism 
in  the  Department  of  State  is  that  the  real  bread  and  butter  of 
counterterrorism  is  the  daily  grind  of  police  work.  Identifying  the 
terrorists,  where  are  they,  tracking  them,  getting  them  arrested 
where  we  can. 

In  fact,  we  pulled  off  one  operation  you  may  recall.  We  appre- 
hended a  terrorist  in  international  waters  and  flew  him  back  here, 
and  he  was  brought  to  trial  here  in  the  United  States.  I  would  like 
to  see  more  of  that. 

But  that  takes  very  steady  work  and  it  takes  a  lot  of  cooperation 
from  other  countries.  Terrorists  are  most  vulnerable  when  they  are 
crossing  borders.  Now  that  is — we  are  going  to  face  a  new  situation 
in  Europe  when  the  borders  go  away,  in  effect.  So  more  coopera- 
tion, police  cooperation,  justice  to  justice  cooperation,  which  was — 
at  least  in  my  day  when  I  was  there,  was  intense. 

The  Chairman.  I  think  it  still  is. 

Mr.  McManaway.  That  is  essential.  I  think  that  is  still  going  on. 

I  do  think  there  is  one  thing  that  is  going  on — if  I  may  take  this 
opportunity? 

The  Chairman.  Please.  Anything  you  suggest. 

Mr.  McManaway.  That  should  not  be  going  on.  If  my  informa- 
tion is  correct,  the  Department  of  State  is  about  to  downgrade  the 
position  of  this  function  within  the  Department. 

I  have  not  talked  to  people  in  management,  so  I  do  not  know 
what  their  thinking  is.  I  am  told  that  it  is  not — that  they  may  not 
realize  just  what  the  impact  is.  But  if  my  information  is  correct, 
they  are  going  to  go  all  the  way  down  to  just  a  deputy  assistant 
secretary  level. 

The  Chairman.  That  is  correct. 
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Mr.  McManaway.  I  think  this  would  be  a  serious  mistake. 

The  Chairman.  I  raised  that  with  the  gentleman  who  occupies 
the  chair  that  you  occupied  in  the  past,  and  I  am  glad  you  raise 
this  because  you  would  know  better  than  anyone  the  answer  to  this 
question. 

He  did  not  view  this  as  a  downgrading — practically  speaking.  Al- 
though technically  he  had  direct  access  to  the  secretary,  as  a  prac- 
tical matter  he  had  to  go  through  two  steps,  official  channels,  to 
get  to  the  secretary.  And  apparently  the  position  was  going  to  be 
recategorized,  in  effect,  reflecting  what  the  reality  of  the  relation- 
ship with  the  secretary  is  at  this  time. 

Is  that  a  fair  assessment  of  what  he  said?  And  the  proposed 
chart  for  reorganization  shows  that  the  office  of  the  secretary  is 
going  to  have  only  four  or  five  individuals  reporting  to  him  directly. 

In  the  new  proposal,  under  the  Deputy  Secretary  of  State  for 
global  affairs  there  will  be  £in  assistant  secretary  for  narcotics  and 
terrorism  and  crime,  and  then  under  him  will  come  your  old  job. 

It  seems  to  me  that  is  exactly  what  you  said,  a  downgrade. 

Mr.  McManaway.  In  my  view,  without  any  question,  it  is. 

And  I  think  it  is  a  serious  mistake  and  I  will  be  glad  to  tell  you 
why  I  think  that. 

The  Chairman.  I  would  like  to  hear  that.  I  would  like  to  know. 

Mr.  McManaway.  Within  this  town,  within  Washington,  as  you 
know  the  Department  of  State  is  in  the  lead,  the  lead  agency  under 
our  system  for  international  terrorism.  And  that  means  coordina- 
tion of  policy,  programs,  the  management  of  incidents  should  they 
occur  involving  Americans,  the  full  range  of  events. 

No  one  to  my  knowledge — now  there  are  a  number  of  interagency 
groups  that  are  used  by  the  State  Department  to  carry  out  this  as- 
signment. No  other  agency  that  I  know  of  is  downgrading  the  func- 
tion. I  question  how  that  someone  is  going  to  be  able  to  lead  in  the 
various  forum  in  this  town  and  have  the  kind  of  clout  that  he 
needs  to  have. 

The  same  is  true,  and  perhaps  even  more  so,  abroad.  I  do  not 
need  to  tell  you,  Mr.  Chairman,  the  world  is  a  lot  more  dangerous 
place  than  it  used  to  be. 

The  Chairman.  It  sure  is. 

Mr.  McManaway.  Terrorism  is  going  to  be  coming  at  us  from  dif- 
ferent directions  than  before.  We  are  going  to  need  more  inter- 
national cooperation,  not  less. 

Now  back  when  I  was  in  the  office,  when  the  title  was  Ambas- 
sador at  Large  for  Counter  Terrorism,  the  Ambassador  at  Large 
met  at  the  ministerial  level  in  foreign  capitals,  because  he  reported 
directly  to  the  Secretary  of  State. 

Now,  obviously  working  within  the  bureaucracy,  you  do  not  ig- 
nore the  Under  Secretary  of  Political  Affairs  and  you  do  not  abuse 
that  access.  But  it  was  known  that  that  access  was  there.  This  pro- 
vided. Ambassador  Bremmer  at  the  time,  the  authority  to  go  and 
speak  with  authority  at  the  ministerial  level  in  foreign  countries. 

The  Chairman.  Well,  that  is,  quite  frankly,  my  greatest  concern. 
I  am  less  concerned  about  the  impact  internally  in  our  bureaucratic 
structure.  Because  I  will  not  speak  nor  can  I  speak  for  your  experi- 
ence. But  it  has  been  my  experience  that  this  office,  your  former 
position,  did  not  always  have  direct  access  to  the  Secretary.  Osten- 
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sibly,  it  did,  but  it  did  not  in  many  other  incarnations  have  that 
access. 

Dr.  KuPPERMAN.  But  there  was  a  staccato  of  events  around  1985 
going  through  about  1983  to  1985,  particularly  with  the  killing  of 
the  Marines,  the  TWA  47  and  85  that  forced  a  substantial  uplifting 
of  the  office  to  combat  terrorism.  It  was  downcast  well  before  the 
lesson  was  learned  when  we  had  to  deal  with  our  foreign  counter- 
parts, where  the  U.S.  Government  had  to  show  some  degree  of  seri- 
ous status. 

The  Chairman.  That  is  the  point  I  am  making.  I  think  that  even 
if  your  successors  are  correct  and  it  does  effect  access  to  the  Sec- 
retary, it  does  effect  your  status  and  access  in  foreign  capitals  in 
terms  of  with  whom  you  can  sit  at  what  level. 

It  seems  to  me  it  makes  the  job  more  difficult.  And  so  I  am 
agreeing  with  you.  I  was  making  the  point  that  even  if  it  does  not 
have  that  effect  on  the  seventh  floor,  it  does  have  that  effect  in 
Berlin  or  Paris  or  Jerusalem  or  London  or  any  other  capital  around 
the  world  that  we  have  mentioned. 

Mr.  McManaway.  It  certainly  does.  And  it  reflects  directly  on  the 
seriousness  with  which  our  government  is  taking  it. 

The  Chairman.  I  believe  you  are  correct.  It  is  one  of  the  things 
I,  in  my  responsibility  on  the  Foreign  Relations  Committee,  hope 
to  take  up  with  the  Secretary. 

Let  me  ask  you  another  question  if  I  may.  Let  me  note  par- 
enthetically that  I  think  we  were  a  little  harsh  on  President  Bush. 
I  plead  guilty,  too. 

This  relates  to  his  activities  as  President  and  political  judgments 
made  regarding  Iraq  and  Saddam  Hussein. 

Because  in  the  eighties,  it  was  viewed  with  some  support  that 
there  was  a  need  to  seek  a  counterroute  to  Iran.  And  President 
Reagan's  removal  of  Saddam  Hussein's  Iraq  from  the  list  of  State- 
sponsored  terrorist  States,  a  step  that  in  retrospect  has  been  uni- 
versally condemned  as  a  mistake. 

Now,  the  reason  I  raise  that  issue  is  not  to  rehash  it,  but  to  raise 
another  question  with  you  gentlemen.  I  do  not  believe  that  it  is  out 
of  the  realm  of  possibility  that  someone  might  suggest  to  President 
Clinton  now  that  he  is  seeking  serious  cooperation  in  the  Middle 
East  peace  process  there  should  be  at  least  a  discussion  about  the 
idea  of  taking  Syria  off  the  list. 

It  has  been  in  the  past  used  as  a  carrot,  a  classic  tool  of  diplo- 
macy to  elicit  cooperation.  Now  my  question  is  not  just  directed  at 
Syria  as  an  example — and  I  might  emphasize  for  the  record  that 
I  have  no  knowledge  of  or  evidence  to  suggest  that  President  Clin- 
ton is  considering  this. 

But  if  you  look  back  over  the  last  20  years,  it  is  not  an  unreason- 
able thing  that  thoughtful  people  might  consider  doing  as  a  poten- 
tial tool  for  a  greater  immediate  purpose  that  would  yield  long- 
term  impact  on  terrorism. 

For  example,  to  the  extent  there  is  peace  in  the  Middle  East,  I 
think  we  could  argue  that  there  would  be  the  prospect  of  hopefully 
diminishing  the  likelihood  of  terrorist  activities  flowing  from  that 
region. 

And  so  I  want  to  ask  you  all,  is  there  anything  in  your  experi- 
ence that  would  suggest  that  the  use  of  the  possible  removal  from 
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the  terrorist  list  as  a  carrot  is  likely  to  impact  the  conduct  of  those 
States  in  question? 

Dr.  KUPPERMAN.  It  seems  to  me  that  one  can  ask  the  S3n*ians  pri- 
vately what  they  are  willing  to  give  up  and  what  they  are  willing 
to  forego  in  terms  of  intelligence  and  other  activities  that  we  have 
found  unpleasant,  if  not  despicable  in  the  past. 

They  have  to  renounce  terrorism  clearly.  They  might  give  us 
Gebrel  as  a  token  of  good  faith.  It  seems  to  me  what  needs  to  be 
done  is  not  inexpensive,  but  they  have  to  pay  dearly  for  it.  It  is  a 
worthwhile  tool.  And  being  on  the  terrorist  list,  the  watch  list,  is 
both  a  impediment  to  trade  as  well  as  having  potential  for  a  good 
carrot. 

Mr.  McManaway.  Mr.  Chairman,  given  the  serious  record  in 
support  of  terrorism,  I  would,  I  think,  be  more  inclined  to  use  that 
as  a  reward  rather  than  an  incentive. 

The  Chairman.  Which  is  essentially  what  you  have  just  said, 
doctor.  Is  that  not  correct? 

Dr.  KupPERMAN.  Yes. 

The  Chairman.  I  happen  to  share  your  view.  You  both  have  a 
good  deal  more  knowledge  and  experience  in  this  area  than  I  do. 
I  have  found  that,  observed  that,  promises  made  in  those  quarters 
are,  in  many  instances  not  worth  very  much. 

Mr.  McManaway.  The  sands  shift  quickly  out  there.  One  foot- 
note to  your  point  about  peace.  In  point  of  view,  the  history  of  ter- 
rorism shows  that  whenever  there  has  been  movement  toward 
peace  in  the  Middle  East,  there  has  been  an  increase  in  terrorism. 

The  Chairman.  And  that  is  happening  now. 

Mr.  McManaway.  It  is  happening  now. 

The  Chairman.  I  think  we  are  seeing  it  now.  Ambassador 
McManaway,  you  have  watched  this  problem  from  both  inside  and 
outside  the  government  for  awhile  and  I  would  like  to  hear  your 
thoughts  on  a  couple  of  areas. 

When  you  were  working  on  this  issue  in  the  State  Department, 
what  were  some  of  the  problems  you  encountered  in  gaining  co- 
operation of  other  U.S.  Government  agencies  involved  in 
counterterrorism  and  in  gaining  cooperation  from  other  countries? 

I  am  not  looking  for  names  in  particular.  Give  us  a  sense  of  the 
practical  difficulties  you  ran  into  in  terms  of  cooperation.  And  I  ask 
that  by  way  of  background.  This  administration,  like  all  adminis- 
trations has  an  inclination  to  try  to  redesign  the  wheel  and  it  is 
understandable.  Sometimes  it  needs  redesigning,  sometimes  it  does 
not. 

But  in  the  process  of  deciding  whether  they  should  take  a  page 
from  Vice  President  Bushs'  proposal  and  essentially  come  up  with 
a  reorganization  of  a  structural  arrangement  that  would  provide 
greater  coherence,  cooperation  and  less  overlap  in  the 
counterterrorism  field. 

So,  I  am  not  looking  for  skeletons,  but  trying  to  understand  the 
practical  impediments  you  ran  into  in  your  job. 

Mr.  McManaway.  Let  me  talk  that  in  two  parts,  if  I  might.  One 
within  the  State  Department.  Within  the  State  Department,  the  of- 
fice of  counterterrorism  is  a  single  issue  office,  which  mean  when 
you  go  to  a  geographic  bureau  about  an  issue  in  regard  to  any  par- 
ticular country  in  that  bureau's  domain,  you  are  dealing  with  peo- 
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pie  who  are  working  on  a  range  of  issues  with  regard  to  that  coun- 
try. And  you  come  and  you  cut  across  all  those  and  say,  I  want  to 
do  this. 

Now  there  is — that  is  immediate  tension.  And  it  is  a  constant 
tension.  It  takes  a  lot  of  work.  Quite  frankly,  we  could  hardly  walk 
down  the  hall  without  getting  into  a  bureaucratic  fight  because  we 
were  aggressive.  And  it  takes  that  kind  of  aggressiveness  in  order 
to  achieve  that, 

I  mentioned  the  removal  of  Aba  Nebdal  from  Syria.  That  took  us 
almost  a  year,  with  the  geographical  bureau  fighting  us  every  step 
of  the  year.  They  wanted  to  send  back  our  Ambassador,  who  had 
been  recalled  after  the  UK  broke  relations  with  Syria  over  the  inci- 
dent in  London  against  the  Israeli  airline. 

So  that  is  an  inherent  problem.  And  I  come  back  just  for  a  sec- 
ond and  refer  back  again  to  my  point  about  the  level  of  that  posi- 
tion in  the  State  Department.  And  where  it  sits  is  critical  to  its  ef- 
fectiveness. If  it  is  buried  in  the  State  Department,  it  will  not  be 
successful.  I  will  guarantee  that. 

Now,  I  did  in  my  career  a  lot  of  interagency  work.  I  have  never 
been  involved  in  an  effort  that  was  as  interagency  intensive  as  the 
counterterrorism  effort  was  and  still  is. 

And  there  are — with  all  the  best  intentions  and  good  will  in  the 
world,  there  are  some  inherent  problems  with  the  different  orienta- 
tions of  different  agencies. 

For  example,  there  is  a  constant  tension  between  the  FBI  and 
the  CIA.  The  FBI  is  interested  in  prosecution.  FBI  agents  have 
spent  20  to  25  years  learning  to  protect  the  chain  of  evidence  and 
do  not  share  information  outside  a  certain  realm. 

Everybody  else  is  looking  for  that  information.  They  need  that  in- 
formation in  order,  perhaps,  to  preempt  a  terrorist  act. 

CIA  is  headed  looking  for  intelligence.  And  their  approach  is  en- 
tirely different.  They  are  in  one  area  having  to  do  with  emergency 
response  to  an  incident  overseas  and  the  organization  for  that — I 
conducted  the  negotiations  and  I  use  that  word  advisedly,  with  the 
other  agencies  on  a  treaty. 

It  took  me  9  months  to  get  it  written,  what  role  each  organiza- 
tion was  going  to  play  in  an  actual  crisis  situation  overseas,  includ- 
ing the  military. 

It  takes  a  lot  of  very  hard  work.  And  it  is  not  so  much  turf  fight- 
ing as  it  is  actual  orientations,  actual  interests  and  mandates  of 
those  organizations  being  different. 

The  Chairman.  I  have  wrestled  with  this  problem  for  a  long  time 
in  great  depth  as  it  relates  to  the  drug  problem  in  America,  the 
international  component  as  well  as  the  domestic  component. 

And  I  have  concluded,  after  11  years,  that  ultimately  there  has 
to  be  someone  with  the  ability  to  cross  jurisdictional  lines  from  a 
budgetary  standpoint.  Otherwise,  as  you  point  out,  the  CIA  sources 
and  methods  are  the  thing  which  they  live  and  die  for. 

And  the  FBI  is  protecting  that  chain  of  evidence  for  purposes  of 
prosecution.  The  Customs  Department  is  protecting  it  for  purposes 
of  interdiction,  and  it  does  not  necessarily  relate,  from  their  per- 
spective, to  ultimate  prosecution. 

And  we  have  had  the  most  awful  examples  of  one  agency  purging 
its  own  computers  of  information  on  major  drug  trafficking  oper- 
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ations  to  prevent  another  agency  from  gaining  access  to  that  infor- 
mation for  fear  that  they  would  use  it  in  a  prosecutorial  undertak- 
ing which  might  not  expose  wrongdoing  on  the  part  of  the  first 
agency,  but  make  their  job  harder  the  next  round  because  they 
would  have  compromised  out  of  necessity  some  of  their  sources  and 
methods. 

It  is  terribly  frustrating.  And  I  have  never  had  to  do  it  as  a  per- 
son on  the  ground.  I  have  just  done  it  from  this  chair  and  it  is  a 
lot  easier  for  me. 

I  am  of  the  view  that  both  of  you,  or  at  least  I  am  confident — 
you  had  said  earlier,  Mr.  Ambassador — that  the  very  issues  you 
have  written  about,  Doctor,  and  you  have  dealt  with  from  a  bu- 
reaucratic standpoint,  Mr.  Ambassador,  are  going  to  intensify,  not 
diminish  over  the  next  decade.  Is  that  true? 

Dr.  KUPPERMAN.  I  think  with  the  World  Trade  Center  having 
been  severely  damaged,  that  a  threshold  has  been  crossed.  I  think 
we  are  an  open  target  to  a  variety  of  terrorists  organizations. 

The  Chairman.  Explain  to  me,  for  the  record,  what  you  mean  by 
threshold.  What  threshold  has  been  crossed? 

Dr.  KupPERMAN.  The  psychological  aspects  or  a  staccato  of  small 
pipe  bombs  in  the  1970's  of  the  FALN  in  New  York  as  compared 
with  the  half-to  three-quarter-ton  bomb  that  caused  very  severe 
damage  and  managed  to  make  government  fibrillate,  I  think  the 
terrorists  see  opportunities  of  substantial  intimidation  of  the  gov- 
ernment. And  I  think  government  has  got  to  be  prepared  to  cope. 

And  by  coping,  I  mean  it  has  to  be  able  to  deal,  plan  ahead  to 
deal  with  the  crisis  that  is  going  to  confront  and  deal  with  the  re- 
medial aspects  of  reconstruction  and  management  of  the  disaster. 
And,  namely,  that  is  the  Federal  Emergency  Management  Agency 
which  is  a  God  awful  mess. 

The  Chairman.  I  think  we  ought  to  scrap  FEMA,  but  that  is  an- 
other question. 

Dr.  KuppERMAN.  Having  run  the  agency  in  the  transition,  I 
would  tend  to  agree. 

Mr.  McManaway.  I  know  there  is  a  point  that  you  are  going  to 
get  to,  Mr.  Chairman,  but  could  I  elaborate  on 

The  Chairman.  Yes,  I  am  looking  for  your  general  input,  as  well 
as  the  specific. 

Mr.  McManaway.  Well,  I  agree  completely  with  what  Dr. 
Kupperman  about  the  significance  of  the  attack  on  the  World 
Trade  Center.  We  have  benefited  for  several  decades  from  what  I 
have  referred  to  as  a  mystique,  that  it  cannot  be  done  here — I 
mean  among  the  professional  terrorists. 

So  they  fit  us  elsewhere.  It  is  easier  for  them.  They  fit  us  in  Eu- 
rope and  they  fit  in  their  interests  elsewhere.  And  this  is  not  to 
denigrate  the  efforts  of  the  FBI  and  the  LA.  I  think  they  have  done 
a  great  job  and  they  are  largely  responsible  for  a  lot  of  success  of 
keeping  it  out  of  this  country. 

But  it  has  happened  now  in  a  big  way.  We  do  not  know  who  did 
it  yet,  but  we  know  it  was  connected  in  the  Mid  East.  And  either 
way,  we  have  now  been  proven  vulnerable.  Either  it  was  a  profes- 
sional organization  support  by  State  or,  God  help  us,  it  was  cab 
drivers  sitting  around  saying,  let  us  go  hit  the  World  Trade  Center 
and  they  pulled  it  off. 
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I  do  not  care  whether  they  got  caught  or  not.  They  pulled  it  off. 
Now,  if  it  is  the  latter,  it  is  even  scarier.  Because  you  can  be  sure 
that  the  professional  terrorists  are  looking  at  this  and  saying,  my 
God,  those  clowns  can  do  that.  Think  of  what  we  can  do. 

Dr.  KuPPERMAN.  There  is  always  the  possibility,  which  I  just  add 
tangentially  that  Iran  or  Iraq,  either  one  of  them  or — if  either  one 
of  tnem  were  involved  wanted  to  merge  with  a  plausible  deniable 
position  and  supplying  them  with  the  most  sophisticated  gear  in 
making  the  explosive  would  have  tipped  our  hand. 

The  Chairman.  Would  have  tipped  their  hand?  If  we  look  back 
then,  Mr.  Ambassador,  on  your  experience  in  terms  of  the  coopera- 
tion and  the  bureaucratic  difficulties  within  our  government,  you 
explained  some  of  them. 

What  were  some  of  those  same,  if  they  existed,  bureaucratic  di- 
lemma you  faced  in  dealing  with  other  governments? 

Mr.  McManaway.  In  that  sense,  it  was  largely  a  matter  of  politi- 
cal will,  and  that  varied,  of  course,  from  country  to  country.  It 
would  also  vary  over  time  with  individuals  who  happened  to  be  in 
the  right  ministries  who  were  willing  to  take  more  aggressive 
stands. 

In  the  case  of  France,  for  a  while  they  had  agreements  with  ter- 
rorists. As  long  as  the  terrorists  did  not  undertake  activities  within 
France,  they  were  left  alone.  We  got  some  of  those  things  changed 
in  a  very  dramatic  way  in  France. 

We  got  a  good  deal  of  cooperation  between  France  and  Spain,  but 
it  was  a  combination  of  sharing  information,  getting  the  different 
countries  to  share  information  among  themselves,  and  there  is  an 
organization  of  justice  ministers,  as  I  am  sure  you  are  aware, 
which  we  work  very  closely  with,  and  a  matter  of  bucking  them  up. 

The  Chairman.  Well,  it  is  my  impression  that  it  really  has  de- 
pended more  on  political  will  than  organizational  structures,  be- 
cause when  the  will  has  been  there,  we  have  been  able  to  cross  ju- 
risdictional lines  within  the  law. 

If  I  could  just  trespass  on  your  time  for  a  while  longer,  I  would 
like  to  discuss  another  facet  of  this. 

I  was  making  a  speech  on  the  proliferation  of  chemical  and  nu- 
clear weapons  about  4  years  ago.  I  made  the  point  of  how  easy  it 
would  be,  relatively  speaking,  for  a  Qadhafi-sponsored  operation— 
that  is  the  example  I  used  at  the  time— to  actually  purchase  a  nu- 
clear bomb,  gain  access  to  it  through  a  whole  range  of  methods, 
dismantle  it,  put  the  pieces  on  ships,  bring  it  into  the  United 
States,  and  put  it  in  a  van — and  the  example  I  used  was  the  World 
Trade  Center,  and  have  a  terrorist  group  pick  up  the  phone  and 
call  the  President  and  say,  Mr.  President,  unless  the  following  oc- 
curs, we  are  going  to  put  a  500-foot  crater  in  Manhattan. 

It  sounded  bizarre  at  the  time.  Maybe  it  is  bizarre  in  terms  of 
the  nature  of  the  weapon.  What  I  would  like  you  both  to  speak  to 
with  me  for  a  moment  is  the  extent  of  the  threat  that  you  think 
exists  for  nonconventional  weapons  used  by  terrorist  organizations, 
that  is  nuclear,  biological,  or  chemical  weapons,  and  if  you  could, 
discuss  with  the  degree  of  difficulty  in  gaining  access  to  this  mate- 
rial, and  whether  or  not  it  is  a  practical  concern  we  should  have 
about  the  use  of  such  weaponry  if  accessed  by  terrorist  organiza- 
tions, some  of  which  we  have  identified. 
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Dr.  KUPPERMAN.  I  would  like  to  spend  a  little  time  answering 
that  question.  I  think  it  is  a  very  serious  problem,  I  think  there  is 
no  question  whatsoever  that  Russian  military  officers  have  access 
to  tactical  nuclear  weapons,  and  whether  a  country  buys  them  or 
a  terrorist  buys  them,  the  potential  for  that  transfer  is  real,  and 
I  can  tell  you  both  in  open  and  in  closed  sessions  the  extent  to 
which  the  United  States  wants  to  prevent  these  transfers  from  oc- 
curring. 

Nuclear  weapons — and  I  have  been  involved  with  that  business 
for  a  long  time — are  not  trivial  to  make.  They  have  been  vastly  un- 
derestimated in  terms  of  popular  statements  about  their  ease  of 
construction  and  the  ease  with  which  material  is  obtained.  It  is 
not. 

The  Chairman,  You  say  they  are  not  easy  to  make, 

Dr,  KupPERMAN.  They  are  not.  On  the  other  hand,  biological 
weapons  such  as  the  use  of  anthrax,  which  is  an  aerobic  organism, 
can  be  grown  with  great  ease,  and  it  is  entirely  feasible  to  kill  hun- 
dreds of  thousands  of  people  in  a  single  attack.  The  material  is 
available  at  research  hospitals,  the  material  is  available  in  the  cat- 
tle country  of  Western  Maryland — I  do  not  want  to  come  up  with 
a  blueprint. 

The  Chairman.  I  do  not  want  you  to,  either, 

Dr,  KupPERMAN,  But  the  mean  lethal  dose  is  10  to  the  minus  8 
gram,  one-hundredth  of  1  million  of  a  gram.  The  potential  for  gov- 
ernments or  terrorist  groups  representing  governments,  or  even  in- 
dividuals who  are  mad,  cannot  be  ignored, 

I  mean,  you  can  say  that  it  is  unlikely  and  nothing  like  this  has 
happened,  although  there  have  been  many  threats,  I  think  that  you 
are  forced  to  take  it  seriously.  The  consequences  of  being  wrong  are 
just  overwhelming.  Mass  destruction,  terrorism — there  are  two 
questions  that — since  I  have  been  involved  with  this  business  since 
1975,  when  I  ran  the  govemmentwide  studies  of  terrorism,  the 
question  came  up,  will  terrorism  come  to  the  United  States,  and 
that  has  been  answered  in  the  affirmative.  The  World  Trade  Cen- 
ter answers  that  question. 

Will  terrorists  employ  technologically  sophisticated  tactics,  espe- 
cially methods  of  mass  destruction?  I  do  not  know.  We  do  know, 
however,  that  the  Red  Army  faction  in  1980,  at  a  small  apartment 
in  Paris,  grew  botulinal  toxin,  and  the  mean  lethal  dose  of  that  is 
a  microgram. 

The  Chairman.  What  dose? 

Dr.  KUPPERMAN,  The  mean  lethal  dose.  It  is  the  most  toxic  sub- 
stance known  to  man.  They  are  thinking  about  it.  They  are  ten- 
tative. They  are  not  well-organized  to  do  this  yet,  but  I  do  not  want 
to  give  them  much  encouragement.  They  can  do  more,  and  all  the 
estimates  that  Clay  makes,  that  I  make,  that  others  make  in  terms 
of  rational  behavior  for  terrorists  is  out  the  window  in  my  mind. 

I  think  that  we  are  in  for  deep  trouble,  and  I  think  we  better  be- 
have in  a  prudent  way,  and  we  need  to  be  able  to  deal  with  catas- 
trophes, and  we  need  a  new  FEMA. 

Mr.  McManaway.  I  believe  what  Dr.  Kupperman  has  said,  par- 
ticularly with  regard  to  the  relative  threat  among  the  three  mass 
destructive-type  weapons  that  you  have  suggested. 

The  Chairman.  Biological  being  the  most  likely. 
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Mr.  McManaway.  Biological  or  chemical  being  the  more  likely. 
I  have  always  had  difficulty — and  this  is  something  that  is  taken 
seriously  by  the  Government.  It  certainly  was  in  my  day.  It  was 
worked  on  seriously,  and  I  can  only  assume  it  still  is. 

I  have  always  had  difficulty  imagining  or  understanding  how  a — 
if  I  can  use  the  word  conventional,  terrorist  organization  would  use 
such  a  weapon  to  further  its  cause. 

Killing  people  in  large  numbers  does  not  further  a  political  cause, 
at  least  has  not  to  this  date. 

It  seems  to  me  when  you  get  into  the  use,  or  the  threat  of  the 
use,  it  seems  more  likely  you  are  into  a  different  realm  of  activity. 
You  have  gone  beyond  the  terrorism  as  you  have  known  it,  and  you 
are  into  something  else.  You  are  into  warfare.  You  are  into  some- 
thing else. 

The  Chairman.  Up  to  now,  the  point  is  that  terrorism  has  been 
used — as  I  said  at  the  outset  of  this  hearing,  there  is  a  perverse 
logic  associated  with  it.  It  has  been  used  for  the  purpose  of  at- 
tempting to  accomplish  a  specific  end. 

It  has  not  succeeded  very  often,  but  that  is  the  purpose,  to 
threaten,  destabilize,  throw  into  confusion,  entities  viewed  as  the 
enemy.  What  you  are  saying  is,  if  you  move  into  this  area  of  mass 
destruction,  if  it  is  employed  by  State-sponsored  organizations  and/ 
or  individuals,  then  the  underlying  rationale  and  premise  for  ter- 
rorist activities  from  the  past  century  must  now  be  put  into  a  dif- 
ferent category.  Is  that  what  you  are  saying? 

Mr.  McManaway.  Yes,  that  is  what  I  am  trying  to  say.  It  seems 
that  way  to  me.  I  think  it  is  something  we  have  to  worry  about. 

Dr.  KUPPERMAN.  Being  wrong  has  consequences  of  enormous  pro- 
portion— being  wrong  and  not  paying  attention  to  it. 

The  Chairman.  My  concern  relates  to  the  use  of  biological  and 
chemical  weapons  or  nuclear  weapons,  which  I  acknowledge  and 
agree  with  you  is  a  much  more  difficult  and  less  likely  prospect  be- 
cause of  the  facilities  available  for  the  employment  of  those  meth- 
ods of  mass  destruction.  I  am  worried  it  is  more  likely  to  come  from 
just  simply  a  madman  than  it  is  to  come  from  someone  who  is  at- 
tempting to  accomplish  a  particular  goal — although  one  may  be- 
come mad  or  irrational  in  his  or  her  efforts  to  accomplish  that  goal. 

The  unification  of  Ireland  is  not  likely  to  take  place  as  a  con- 
sequence of  the  use  of  anthrax.  The  establishment  of  an  Islamic 
fundamentalist  regime  in  a  part  of  the  world,  that  concerns  me 
less — and  it  concerns  me,  I  acknowledge  this,  but  less  than  the 
madman  who  employs  it  and  is  likely  to  employ  it  because  he  is 
disgruntled. 

Dr.  Kupperman.  This  has  already  happened.  We  had  the  alpha- 
bet bomber  in  the  midseventies  in  Los  Aiigeles. 

The  Chairman.  It  seems  to  me  as  an  observer,  and  clearly  not 
an  expert  in  this  area,  that  we  are  moving  into  a  different  realm, 
that  there  has  been  a  progression  that  is  not  a  logical  progression 
necessarily. 

But  theoretically,  the  only  positive  thing  that  came  from  the  rule 
of  communism  was  its  tight  control  stifling  ethnic  animosities 
which  were  buried  for  a  period  of  four  decades  in  many  parts  of  the 
world.  That  is  clearly  no  justification  for  the  continuation  of  a  Com- 
munist system,  I  do  not  mean  to  imply  that. 
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But  now,  as  we  see  it  in  Bosnia,  we  see  it  in  the  Balkans  gen- 
erally, we  see  it  in  Czechoslovakia  without  taking  on  the  form  that 
it  is  in  other  places.  The  potential  exists  in  Georgia.  The  potential 
exists  in  the  Ukraine.  The  potential  exists  in  Russia. 

But  I  suspect  that  the  msinifestations  of  those  irrational  acts  that 
flow  from  deep-seated  hatreds  are  going  to  fall  more  in  the  category 
of  traditional  terrorist  activities  and  modus  operandi. 

Mr.  McManaway.  There  is  only  one  footnote  I  would  make  to 
that — I  think  I  agree  with  you  substantially — and  that  is  the  rise 
of  Islamic  fundamentalism,  which  I  think  is  a  misnomer.  I  do  not 
like  the  term.  It  is  really  more  extremist.  Islamic  extremists  or  fa- 
natics, and  what  I  was  sdluding  to  earlier  in  terms  of  the  World 
Trade  Center,  if  that  in  fact  was  a  freelance  operation  inspired  by 
the  words  of  a  sheik,  then  we  are  in  real  trouble. 

The  Chairman.  That  is  the  point  I  was  trjdng  to  get  to.  Is  there 
a  distinction  in  terms  of  the  operative  action  we  as  a  government 
should  take? 

In  the  closed  briefing  that  we  had,  without  revealing  any  of  the 
information,  specific  information  that  was  discussed,  on  the  distinc- 
tion between  State-sponsored  terrorism  and/or  terrorist  organiza- 
tions that  have  a  structure  to  them,  a  classic  command  and  control 
mechanism,  where  decisions  are  made  at  the  top,  whatever  the  top 
is,  and  they  are  executed  or  attempted  to  be  executed  through  a 
loose  or  tight  chain  of  command,  whether  it  is  made  up  of  2  people, 
10  people,  5,000  people,  and  the  sources  and  methods  that  are  used 
by  our  Grovemment  and  other  governmental  entities  to  infiltrate,  to 
understand,  to  compromise,  and  to  anticipate  the  activities  of  such 
organizations. 

First,  let  me  say  that  I  do  not  want  to  compromise  inadvertently 
anything  that  I  have  been  told. 

Let  us  assume  that  instead  of  Waco  ending  the  way  it  did,  that 
David  Koresh  was  wandering  the  countryside,  preaching  to  people 
involved  with  his  cult.  It  is  interesting.  We  do  not  call  it  Christian 
fundamentalism,  which  we  should  not.  We  call  it  a  cult,  whereas 
we — I  agree  with  you,  Mr.  Ambassador,  we  talk  about  Islamic  fun- 
damentalism instead  of  Islamic  fanaticism — Islamic  cultism,  or 
whatever  the  appropriate  terminology  may  be,  and  I  think  we  do 
a  disservice  to  Islam  in  the  way  in  which  we  discuss  Islamic  fun- 
damentalism. 

But  let  us  assume  that  David  Koresh  was  wandering  the  coun- 
tryside making  speeches  in  radical  churches  saying,  you  know,  it 
would  not  be  so  bad  if  the  Governor  of  X  State  were  assassinated, 
or  it  would  not  be  so  bad  if  the  Vice  President  were,  or  it  would 
not  be  so  bad  if  the  President  were. 

That  in  turn  generates  the  activity  of  a  fanatic  or  a  number  of 
fanatics  within  his  grasp,  without  him  giving  an  order,  without 
there  being  a  chain  of  command,  without  there  being  any  plsinning 
on  his  part,  other  than  unleashing  this  radical  fervor  and  suggest- 
ing a  course  of  action.  There  is  some  discussion  that  that  is  the  na- 
ture of  the  activity  we  are  seeing  and  have  seen  and  will  see,  and 
that  it  requires  a  different  agenda. 

Mr.  McManaway.  I  think  this  is  what  worries  me.  It  is  one  thing 
to  follow  and  track,  identify  and  track,  infiltrate,  penetrate,  keep 
track  of  an  organization  as  you  have  described  it — as  an  example. 
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we  just  broke  up  another  attempt  by  the  ANO  to  set  up  a  cell  in 
St.  Louis  a  couple  of  weeks  ago.  That  is  not  the  first  time  we  have 
done  it.  Thev  have  been  trying  to  set  up  a  network  in  this  hemi- 
sphere now  K)r  some  time. 

That  is  one  thing,  and  we  know  how  to  do  that  now.  That  is  a 
very  different  thing  than  dealing  with  what  you  are  talking  about 
and  what  I  am  worried  about.  I  think  it  requires  some  reorienta- 
tion. 

I  do  not  think  it  is  impossible  to  deal  with,  because  these  groups 
in  many  ways  are  not  as  organized  and  therefore  are  perhaps  easi- 
er to  penetrate,  but  in  many  ways  it  is  harder  because  it  is  just 
this  amorphous  thing  that  is  out  there.  It  can  happen  to  you  any 
time. 

I  want  to  just  stay  away  from  the  World  Trade  Center. 

The  Chairman.  No,  that  is  all  right. 

Mr.  McManaway.  They  were  onto  this  group  for  different  rea- 
sons, and  they  still  got  away  with  it.  They  did  not  get  away  with 
it,  but  they  pulled  it  off.  I  think  it  requires  some  rethinking,  some 
reorientation  on  the  part  of  our  strategy.  We  need  a  new  strategy 
for  it. 

Dr.  Kupperman.  I  think  if  you  end  up  with  wild  clerics  such  as 
Sheik  Raham  and  someone  with  an  engineering  degree,  particu- 
larly in  chemical  engineering,  you  have  an  explosive  matter. 

I  think  the  classical  command  and  control  networks  that  have 
been  used  to  run  governments  as  well  as  in  microcosm  terrorist  or- 
ganizations and  the  cell  structures  that  were  involved  are  just  not 
as  applicable  today. 

The  Chairman.  Tell  me  why.  I  agree  with  you,  but  tell  me  why 
for  the  record,  why  you  think  they  are  less  applicable  today. 

Dr.  Kupperman.  Because  the  old  cell  structures  relied  upon  the 
governance  of  a  nation  in  many  cases,  and  no  one  wants  to  be  that 
close  to  terrorist  organizations. 

On  the  other  hand,  if  what  you  can  do  is  by  the  mere  power  of 
suggestion,  and  charismatic  suggestion,  have  a  trained  cadre  of 
somewhat  financed  people  who  are  going  to  do  things  somewhat  on 
their  own,  I  think  that  is  very  scary. 

Mr.  McManaway.  The  other  scary  part  is  that  it  is  religious  and 
they  hate  the  West. 

The  Chairman.  And  it  creates  a  constitutional  problem  for  us.  As 
a  practical  matter,  it  is  one  thing  for  us  to  be  able  to  infiltrate  the 
mob,  the  Mafia,  the  radical  arm,  the  provos— any  number  of  orga- 
nizations you  all  are  very  familiar  with.  It  is  another  thing  to  fig- 
ure out  how  we  deal  with — strange  as  this  is  going  to  sound,  free 
speech  and  religious  expression,  and  what  tools  we  allow  to  be  eni- 
ployed  by  our  Government  in  the  area  of  the  free  exercise  of  reli- 
gion. 

For  example,  it  would  obviously  be  easier  if  we  were  able  to,  or 
we  encouraged  the  FBI  to  infiltrate  every  mosque  in  the  United 
States,  to  have  people  there,  have  them  participate,  have  them  be- 
come part  of  the  process,  et  cetera,  et  cetera,  but  it  would  also 
trample  on  a  lot  of  people's  civil  rights  in  the  meantime. 

The  example  used  earlier  was,  when  we  were  worried  about  re- 
taliation as  a  consequence  of  the  pending  action  in  the  Gulf,  the 
FBI  went  out  and  knocked  on  doors,  figuratively  and  literally 
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speaking.  The  message  was  basically  one,  we  are  watching.  We  are 
looking. 

Dr.  KUPPERMAN.  We  know  you  are  here. 

The  Chairman.  That  is  exactly  right.  We  know  you  are  here,  and 
no  one  can  prove  a  negative,  but  it  is  arguable  that  it  had  a  chilling 
effect,  that  it  may  have  been  a  positive  step  in  preventing  what 
most  experts  with  whom  I  spoke  prior  to  the  war,  thought  was  a 
real  probability,  not  possibility,  that  we  would  see  domestic  terror- 
ist acts  occurring. 

But  it  also  flew  right  in  the  face  of  one  of  the  important  things 
we  say  we  hold  dear  as  a  people.  What  it  allows  in  a  strange  and 
perverse  way  terrorist  organizations  to  succeed,  just  by  the  mere 
fact  of  us  having  to  change  our  system.  So,  one  last  question  to  you 
both,  and  I  invite  any  comment  on  any  aspect  of  this  you  wish  to 
make.  As  I  said,  you  both  have  a  great  deal  more  knowledge  and 
background  and  expertise  than  I  do  or  anyone  on  this  committee, 
and  if  you  do  not  have  an  answer  now,  just  submit  it  for  the  record 
in  due  course. 

Is  there  anything  substantively  we,  the  Federal  Government, 
should  be  doing  that  requires  a  change  in  the  law  or  allocation  of 
resources  that  will  help  us  better  deal  with  what  we  know  now  to 
be,  as  well  as  what  we  anticipate  may  become,  the  nature  of  terror- 
ist action  and  activities  in  this  country  and  outside  this  country? 

Because  in  a  sense  in  my  job  as  chairman  of  this  committee,  I 
have  been  tasked  to  say  OK,  A,  what  is  the  threat;  B,  are  the  laws 
on  the  books  now  sufficient  to  enable  our  law  enforcement  agencies 
to  have  a  prospect  of  meeting  that  threat?  That  is  my  task.  I  am 
supposed  to  go  back  to  Republicans  and  Democrats  in  the  Senate 
and  say  OK,  we  have  looked  at  this.  Here  is  the  nature  of  the 
threat  and  here  are  the  changes  we  think  you  should  make  in  the 
law  to  enable  our  Government  to  deal  with  that  threat. 

Are  there  any  suggestions  either  of  you  would  have  as  to  what, 
if  you  were  in  my  spot,  you  would  be  suggesting  to  my  colleagues 
in  the  Congress? 

Mr.  McManaway.  You  have  probably  already  thought  of — I  do 
not  see  anything  I  could  suggest,  Mr.  Chairman,  but  one  of  the 
things  that  does  occur  to  me,  as  unrealistic  as  it  may  seem  or  naive 
as  it  may  seem,  would  be  a  review  of  our  immigration  laws. 

The  Chairman.  I  think  that  is  a  very  important  one.  I  do  not 
think  there  is  anything  naive  about  that  at  all.  It  is  fraught  with 
political  danger  of  real  consequence. 

Mr.  McManaway.  It  has  got  a  lot  of  problems. 

Dr.  KupPERMAN.  We  need  to  be  able  to  disinvite  some  people. 

The  Chairman.  I  like  your  phrase.  Doctor. 

Mr.  McManaway.  And  one  of  the  things  we  need  to  do,  now,  the 
INS  is  part  of  the  larger  counterterrorism  community.  I  think  it 
should  be  brought  in  a  lot  closer  so  that  when  mistakes  are  made, 
as  the  inevitably  will  be,  and  a  Sheik  Raham  is  allowed  in  this 
country  by  mistake,  we  correct  that  mistake  quickly.  We  do  not  let 
it  drag  on.  But  that  would  be  one  thing  that  comes  to  mind  is  a 
review  of  immigration  and  immigration  laws. 

Now,  we  all  know  the  holes  in  our  borders  and  what  can  be  done. 
But  that  is  one  thing. 
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One  of  the  things  I  think  we  need  to  think  about  is  the  Umits 
on  what  the  Government  will  be  able  to  do  and  how  can  the  Gov- 
ernment help  the  private  sector  deal  with  this.  And  I  would  just 
put  out  to  you  one  thought.  The  State  Department  has  an  organiza- 
tion called  the  Overseas  Advisory  Council.  It  was  established  on 
the  personal  initiative  of  George  Shulze,  and  its  purpose  is  for  com- 
munication with  the  provide  sector. 

It  now  has  some  800  to  1,000  companies  membership.  They  have 
an  annual  meeting.  They  have  chapters  in  different  parts  of  the 
world.  They  have  an  electronic  bulletin  board  that  can  be  accessed 
through  a  modem  at  no  charge  by  any  company  that  wants  to  sign 
up,  that  will  tell  them  about  the  situation  in  a  given  country.  Now, 
I  am  not  suggesting  it  needs  to  be  that  elaborate,  but  I  wonder  if 
the  FBI  might— maybe  they  have  already  thought  of  it— might 
think  of  a  similar  approach  domestically,  where  they  can  share  in- 
formation with  private  corporations  who  are  going  to  have  to  pro- 
vide their  own  security. 

The  Government  cannot  secure  everybody  in  the  country.  It  can- 
not secure  every  building,  every  trade  center  or  every  corporation. 
The  private  sector  is  going  to  have  to  do  the  majority  of  this.  So 
one  way  of  looking  at  it  might  be  how  can  the  Government  help 
the  private  sector? 

The  Chairman.  That  is  an  interesting  approach.  I  had  not 
thought  of  that. 

Doctor,  anything  you  can  think  of? 

Dr.  KUPPERMAN.  First  of  all,  I  concur  in  what  Clay  I  saying.  And 
we  saw  that  during  the  prelude  to  the  Persian  Gulf  episode  the  FBI 
was  beginning  to  share  informally  with  lots  of  companies.  And  the 
process  was  workable. 

The  only  other  thing  I  want  to  do  is  what  I  have  said  a  number 
of  times,  and  that  is  I  am  very  concerned  that  there  is  no  appara- 
tus whatsoever  that  can  competently  cope  with  the  recovery  from 
a  major  terrorist  incident.  The  electrical  power  grid,  for  example, 
if  you  just  hit  three  or  four  spots,  key  facilities,  you  are  going  to 
be  without  electricity  in  the  Northeast  for  months.  They  are  un- 
guarded. There  is  no  protection. 

It  seems  to  me  that  we  need  to  be  able  to  assess  difficulties,  and 
we  need  to  be  able  to,  as  well,  be  able  to  cope  with  how  you  are 
going  to  solve  the  problem  expeditiously,  given  that  we  were  so  un- 
lucky as  to  be  hit. 

And  there  have  been  a  number  of  attempts.  The  potential  for  this 
is  greater,  in  my  mind,  than  the  biological. 

We  really  need  an  agency  that  is  competent  to  cope  with  the  re- 
construction phase,  the  recovery  phase,  and  the  security  phase, 
given  that  there  is  an  alert  because  there  is  another  Saddam  Hus- 
sein or  whatever.  We  do  not  have  this,  and  it  is  just  plainly  stupid 
and  callous. 

The  Chairman.  That  is  an  interesting  point.  It  is  a  real  dilemma. 

I  think  how  different  the  place  in  which  we  sit  right  now  is  than 
it  was  21  years  ago  when  I  arrived  here.  When  I  arrived  here,  you 
could  drive  your  car  right  up  to  the  Capitol  steps,  anyone  in  Amer- 
ica. You  could  get  out  with  any  bag  or  baggage  or  anything.  You 
could  walk  into  the  Capitol  through  any  door.  To  the  best  of  my 
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knowledge  there  was  not  a  single  door  that  was  secured  in  the  en- 
tire Capitol. 

You  could  access  the  White  House  in  ways  you  cannot  access  it 
now.  There  were  no  barriers  around,  there  were  no  tank  traps  in 
the  parking  areas  under  the  building.  There  were  no  tank  traps  to 
get  in  and  out  of  the  parking  lot  of  the  Capitol.  My  recollection  was 
there  was  no  fence  around  the  Vice  President's  residence. 

There  was  no  lighting,  that  I  recall. 

And  here  we  are,  just  a  decade  and  a  half  later,  and  there  has 
been  a  genuine  change  in  the  access.  It  has  not  been  a  fundamental 
change,  but  a  genuine  change  in  the  access  of  the  American  people 
to  their  government. 

Dr.  KUPPERMAN.  To  some  extent,  the  terrorists  have  won. 

The  Chairman.  Yes.  That  is  the  point  I  was  making.  When  we 
do  that,  they  obviously  have  won. 

I  remember  after  the  bombing  that  took  place  the  night  we  were 
supposed  to  stay  in  late.  I  was  a  member  here  at  the  time.  We  hap- 
pened to  go  out — literally  accidentally — an  hour  and  a  half  earlier 
than  everyone  anticipated,  instead  of  still  being  there  at  midnight. 
We  went  out,  I  think,  at  10:30  or  20  minutes  of  11.  And  that  bomb 
went  off  in  the  Gallery,  it  turns  out  outside  the  Republican  Cloak- 
room. 

There  are  false  windows  in  the  Democratic  and  Republican 
Cloakroom.  But  originally,  they  were  windows  looking  out  into  the 
hallway.  It  blew  those  and  we  were  told  that  if  we  had  been  in  ses- 
sion— in  the  late  night  sessions,  as  you  both  know,  we  congregate 
in  the  cloakrooms  because  there  are  votes  and  debates  that  late, 
and  we  sit  in  the  cloakroom.  We  were  told  that  there  would  have 
been  a  number  of  people  killed  had  it  been  in  session. 

Remember  the  debate  that  ensued  among  us,  not  a  hearing,  of 
whether  or  not  we  should  put  up  in  the  Galleiy  glass  that  was  not 
able  to  be  penetrated,  a  shield  from  the  railing  to  the  ceiling.  And 
we  finally  all  sat  there,  and  it  was  an  interesting  phenomenon  to 
watch.  Democrats  and  Republicans,  and  we  sat  there  and  said 
damn  it,  if  we  have  to  do  that  to  serve  in  this  place  it  is  almost 
not  worth  it.  It  is  almost  not  worth  it. 

And  it  was  an  interesting  exercise  in  human  nature,  at  least  I 
thought  it  was,  when  almost  each  person  decided  no,  we  are  not 
going  to  do  that,  even  though  the  experts  told  us  the  likelihood  of 
someone  being  able  to  walk  up  in  the  Gallery,  smuggling  in  a 
bomb,  and  dropping  it  over  the  side  of  the  Chamber,  was  real.  It 
was  very  real. 

And  so  this  is  going  to  be  a  very,  very  delicate  period,  it  seems 
to  me,  as  to  how  we  do  not  allow  terrorists  to  change  our  way  of 
life  and  at  the  same  time  deal  with  them.  And  I  guess  in  this  job, 
as  in  your  jobs,  optimism  is  an  occupational  requirement.  And  I  am 
optimistic  we  will  do  it,  but  I  am  not  quite  sure  how.  But  your  will- 
ingness to  first  of  all  wait  as  long  as  you  did  to  be  able  to  testify, 
and  then  testify,  is  very  helpful  to  us  because  I  think  this  is  going 
to  be  a  evolving  process. 

And,  Doctor,  I  think  your  suggestion  relative  to  not  only  how  do 
we  prevent,  but  how  do  we  respond  quickly  and  adequately  if  some- 
thing occurs  is  an  important  consideration  for  us,  as  well,  that  is 
not  adequately  attended  to  now.  And  I  would  like  to  ask  your  per- 
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mission  as  we  go  through  this  process,  because  as  I  said,  this  is 
more  of  an  evidentiary  undertaking  on  the  part  of  the  committee 
than  it  is  anything  else,  it  is  not  going  to  be  dispositive  of  what 
we  are  going  to  do  in  this  area.  It  is  going  to  evolve  over  the  next 
couple  of  years. 

I  would  like  to  ask  your  permission  to  be  able  to  contact  you  as 
I  try  to  focus  people  on  the  question  of  what  replaces  FEMA,  how 
do  we  end  up  with  an  organizational  structure  in  place  that  can  re- 
spond to  crisis,  if  it  occurs?  How  do  we  make  prudent  moves  that 
do  not  get  us  into  the  bomb  shelter  business  of  the  fifties?  How  do 
we  do  that.  And  I  would  like  to  be  able  to  talk  to  you  more  about 
that. 

Dr.  KUPPERMAN.  I  would  be  delighted  to  continue  the  dialog  in 
any  way  you  wish.  I  will  also  send  you  a  New  York  Times  article 
of  mine  on  what  to  do  with  FEMA. 

The  Chairman.  OK.  I  thank  you  both. 

Mr.  Ambassador,  would  you  like  to  make  any  closing  comment? 

Mr.  McManaway.  I  just  started  to  say,  Mr.  Chairman,  I  think 
these  hearings  are  very  important  and  the  task  you  have  under- 
taken is  vital.  And  like  Bob,  I  am  quite  at  your  disposal. 

The  Chairman.  I  thank  you  both,  very  much,  and  I  thank  the 
people  who  have  hung  around  for  doing  so.  I  would  like  to  thank 
the  reporter  who  has  been  here  for  a  long  time  and  changed  rooms 
on  three  occasions  for  us. 

With  that,  we  will  adjourn  the  hearing,  and  again,  thank  you, 
gentlemen,  for  your  participation. 

[Whereupon,  at  5:26  p.m.,  the  hearing  was  adjourned.] 


TERRORISM  AND  AMERICA: 
A  COMPREHENSIVE  REVIEW  OF 
THE  THREAT,  POLICY,  AND  LAW 


THURSDAY,  APRIL  22,  1993 

U.S.  Senate, 
Committee  on  the  Judiciary, 

Washington,  DC. 

The  committee  met,  pursuant  to  notice,  at  10:09  a.m.,  in  room 
SD-226,  Dirksen  Senate  Office  Building,  Hon.  Joseph  R.  Biden,  Jr. 
(chairman  of  the  committee),  presiding. 

Also  present:  Senators  Feinstein,  Moseley-Braun,  Simpson, 
Grassley,  and  Specter. 

OPENING  STATEMENT  OF  HON.  JOSEPH  R.  BIDEN,  JR.,  A  U.S. 
SENATOR  FROM  THE  STATE  OF  DELAWARE 

The  Chairman.  The  hearing  will  come  to  order. 

Today  the  committee  convenes  the  second  day  of  hearings  under- 
taking a  comprehensive  review  of  the  extent  of  terrorism  in  this 
country,  the  changes  in  the  law,  if  any,  we  should  be  making,  and 
the  general  assessment  of  whether  or  not  additional  initiatives  are 
needed  in  order  to  protect  U.S.  interests. 

The  purpose  of  these  hearings  is,  as  I  indicated,  to  explore  the 
nature  and  extent  of  the  terrorism  threat,  to  discuss  the  current 
policies  and  capabilities  for  responding  to  that  threat,  and  to  iden- 
tify any  needed  area  for  legislative  action. 

Yesterday,  in  both  public  and  executive  sessions,  or  secret  ses- 
sions, with  top  officials  from  the  key  Federal  antiterrorism  agencies 
and  leading  independent  experts,  the  committee  sought  an  over- 
view of  the  terrorist  threat  and  our  potential  responses.  Today,  the 
committee  focuses  on  two  specific  areas  with  important  ramifica- 
tions for  terrorist  policies. 

First,  the  committee  will  examine  the  regulation  and  control  of 
explosive,  particularly  important  because  explosives  are  the  key 
means  of  terrorist  attacks.  And,  second,  the  committee  will  review 
the  use  of  international  law,  particularly  extradition  and  other 
mechanisms  as  a  means  of  attacking  terrorists,  as  well  as  the 
whole  question  of  what  changes,  if  any,  should  be  made  in  our  im- 
migration law,  which  will  be  gone  into  in  much  more  detail  by  the 
subcommittee. 

Worldwide,  explosives  are  a  means  used  in  three  out  of  every  five 
terrorist  attacks,  and  according  to  the  witnesses  who  will  testify 
today,  America  is  faced  with  a  shocking  rise  in  bombings  here  at 
home,  with  a  130-percent  increase  in  just  the  past  6  years. 
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Let  me  be  clear.  This  130-percent  rise  in  the  total  bombings  are 
not  all  terrorist  bombings.  Still,  these  two  facts  underscore  the 
need  for  committee  review  of  the  control  of  explosives  here  in 
America,  and  this  will  be  the  focus  of  our  first  panel. 

The  committee  will  hear  the  testimony  of  top  officials  from  the 
Bureau  of  Alcohol,  Tobacco  and  Firearms,  the  agency  charged  with 
controlling  explosives  and  investigating  bombings,  and  from  rep- 
resentatives of  the  explosives  industry,  as  well  as  from  leading  offi- 
cials representing  the  Nation's  State  and  local  bomb  investigators. 

In  addition  to  addressing  the  control  of  explosives,  the  witnesses 
will  testify  as  to  the  potential  role  of  taggants,  microchips,  plastic 
sandwiches  embedded  in  explosives  as  aids  to  bombing  investiga- 
tions. There  is  a  good  deal  of  controversy,  as  we  will  hear,  about 
their  utility,  their  cost,  and  their  impact  on  law  enforcement  and 
law  enforcement's  ability  to  be  more  efficient. 

The  other  key  issue  the  committee  will  address  today  concerns 
issues  of  international  law.  First,  our  witnesses  on  this  topic  will 
discuss  the  extradition  mechanisms  that  bring  terrorists  to  justice, 
wherever  they  may  hide.  And,  second,  the  committee  will  review 
the  existing  mechanisms  that  are  intended  to  prevent  immigration 
of  dangerous  aliens.  We  will  seek  to  determine  whether  the  screen- 
ing process  that  we  have  now  is  adequate  and,  if  not,  how  we  in 
the  Congress,  as  well  as  those  in  the  executive  branch  who  imple- 
ment the  screening,  can  work  to  make  them  adequate. 

While  these  are  key  issues,  there  are  many  other  issues  in  the 
immigration  area  that  will  require  further  study,  perhaps  none 
more  than  the  question  of  whether  our  laws  governing  asylum  and 
procedures  for  governing  deportation  are  adequate  to  protect  the 
American  people  from  dangerous  aliens. 

In  fact,  1  week  from  today.  Senator  Kennedy's  Subcommittee  on 
Immigration  and  Refugee  Affairs  will  hold  an  in-depth  hearing  on 
these  specific  issues.  Subcommittee  Chairman  Kennedy  and  the 
ranking  member.  Senator  Simpson,  have  a  tremendous  wealth  of 
expertise  and  experience  in  the  area  of  immigration  policy.  The 
questions  relating  to  asylum  and  deportation  procedures  involve  a 
delicate  balancing  of  due  process  interests  against  the  country's 
clear  need  to  control  its  borders. 

Because  the  Immigration  Subcommittee  will  explore  the  asylum 
and  deportation  issue  in  depth  next  week,  I  will  focus  today  on  ef- 
forts to  ensure  the  security  of  our  borders  in  the  first  instance 
through  adequate  screening  of  dangerous  aliens.  This  matter  raises 
a  question  about  the  communication  of  information  among  the  in- 
telligence community,  law  enforcement,  the  diplomatic  community 
and  consular  offices,  as  well  as  immigration  officials. 

The  threat  of  terrorism  carries  with  it  the  possibility  of  destroy- 
ing our  most  cherished  institutions  and  traditions,  and  as  I  said  at 
yesterday's  session,  the  threat  of  terrorism  in  America  is  real. 

Our  challenge  is  to  develop  a  response  to  the  challenge  that  is 
targeted,  precise,  and  effective.  I  look  forward  to  working  with  my 
colleagues  on  this  committee  to  meet  that  challenge,  and  I  thank 
our  witnesses  today  for  testifying  here  in  an  attempt  to  aid  us  in 
our  task. 

I  yield  now  to  the  distinguished  Senator  from  Iowa  if  he  has  an 
opening  statement  before  I  call  up  the  witnesses. 
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OPENING  STATEMENT  OF  HON.  CHARLES  E.  GRASSLEY,  A  U.S. 
SENATOR  FROM  THE  STATE  OF  IOWA 

Senator  Grassley.  Very  short  comments,  Mr.  Chairman,  besides 
the  usual,  but  very  necessary  thank-you  for  the  hard  work  that  you 
put  in  on  some  of  these  issues  that  aren't  enjoyable  to  deal  with. 
You  need  to  be  complimented  for  that. 

In  this  regard,  addressing  the  explosives  and  immigration  issues, 
I  too  feel  that  these  are  very  important  questions.  I  would  raise 
caution  not  so  much  about  the  substance  of  the  issue  of  explosives 
itself,  but  that  sometimes  what  we  seem  to  get  into  in  Government 
here  is  a  view  that  passing  a  law  or  spending  more  money  is  a  sim- 
ple solution  to  a  problem,  when  really  it  is  more  complicated  than 
that.  So  I  recommend — and  this  hearing,  I  am  sure,  will  help  us 
in  this  process — proceeding  cautiously  before  making  extensive 
changes. 

In  this  era,  I  sometimes  think  that  crime  control  has  become  a 
little  bit  like  the  1990's  equivalent  of  what  defense  spending  was 
in  the  1980's.  There  is  a  feeling  of  just  spend  more  money,  it  will 
solve  our  problems.  So  I  want  to  raise  tnat  as  a  caution  because 
I  think  it  is  more  a  question  of  how  we  spend  the  money  than  just 
simply  spending  more  money.  So  I  think  this  hearing  will  help  us. 

Also,  in  regard  to  imposing  cumbersome  and  expensive  require- 
ments relating  to  explosives,  I  think  we  have  to  know  what  effect 
they  will  produce  and  at  what  cost,  and  I  am  sure  that  we  are 
going  to  get  some  of  that  information  today. 

Now,  saying  all  that,  terrorism  still  is  a  very  serious  threat  to 
Americans,  abroad  and  at  home.  So  changes  might  be  warranted 
in  the  current  legislation  relating  to  explosives. 

I  look  forward  to  today's  hearing  to  help  us  answer  this. 

The  Chairman.  Thank  you.  Senator,  for  the  compliment  and  the 
caution.  I  am  not  sure  about  the  compliment,  but  I  agree  with  the 
caution. 

The  fact  is  that,  as  the  Senator  has  by  implication  noted,  there 
is  no  legislation  before  this  committee  that  I  am  sponsoring.  I  am 
not  suggesting  any  at  this  time.  This  is  truly  a  factfinding  effort. 
We  have  been  charged  by  the  U.S.  Senate  to  assess  whether  or  not 
the  existing  laws  are  adequate  to  meet  the  real  threat,  whatever 
the  extent  of  that  threat  is.  We  are  asked  to  determine  and  make 
an  assessment  of  the  extent  of  that  threat.  And  then  we  are  asked 
to  determine  if,  in  fact,  the  remedy — if  there  is  a  remedy — offered 
for  any  aspect  of  this  problem  is  one  that  is  effective,  affordable, 
and  able  to  be  accomplished,  or  is  it  merely  another  irritant  that 
we  might  add? 

I  don't  know  the  answers  to  those  questions.  We  are  going  to 
hear  on  the  explosives  issues — it  may  be  unfair  to  say  two  sides. 
We  are  going  to  hear  different  perspectives,  particularly  as  it  re- 
lates to  the  notion  of  tagging  explosives.  What  we  are  trying  to  fig- 
ure out  is:  Is  there  anj^hing  that  we  can  do,  after  the  explosive  has 
gone  off  and  done  its  damage — to  identify  it  and  trace  it  back  to 
where  it  may  have  been  purchased?  This  oversimplifies  it  greatly. 
How  do  we  get  to  determining  "who  done  it"? 

A  separate  issue,  equally  important  issue,  how  do  we  keep  the 
explosives  from  getting  into  the  hands  of  the  wrong  folks  in  the 
first  place,  if  possible?  And  how  do  we  detect  the  explosive  before 
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it  explodes — which  is  a  complicated  issue  we  are  not  going  to  be 
spending  a  lot  of  time  on  today,  particularly  as  it  relates  to  sophis- 
ticated military  explosives,  some  of  which,  are  not  detectable  in  our 
airports  and  other  places,  and  there  is  a  need  for  additional  re- 
search, I  suspect,  to  determine  how  we  do  that. 

But  we  are  here  to  learn.  At  least  the  Senator  from  Iowa  and  I 
are  not  carrying  a  brief  for  one  position  or  another.  We  are  here 
to  find  out  what  the  facts  are,  and  I  have  a  number  of  questions. 
In  order  to  get  to  those,  it  is  best  I  stop  talking  and  introduce  the 
first  panel. 

Senator  Grassley.  Mr.  Chairman,  I  am  going  to  be  here  for  the 
first  panel,  I  will  submit  some  questions  in  writing  for  answers 
from  the  second  panel. 

The  Chairman.  Fine.  I  understand. 

I  would  like  to  invite  these  folks  to  come  to  the  witness  table 
now: 

Mr.  James  Brown  is  the  Explosives  Division  Chief  of  the  Bureau 
of  Alcohol,  Tobacco  and  Firearms.  He  is  a  28-year  law  enforcement 
veteran,  having  served  23  years  with  ATF  as  a  special  agent  and 
5  years  with  the  Kentucky  State  Police  as  a  trooper. 

Bill  Davis  is  the  Deputy  Chief  of  Firearms  and  Explosives  Com- 
pliance for  the  Bureau  of  Alcohol,  Tobacco  and  Firearms.  Prior  to 
this  assignment,  he  was  the  chief  of  field  operations  for  the  North 
Atlantic  Region  for  ATF.  Mr.  Davis  is  a  24-year  veteran  of  service 
with  the  ATF. 

I  welcome  you  both.  I  understand  that  you  have  one  statement. 
I  think  that  is  correct. 

Mr.  Brown,  Yes,  sir. 

The  Chairman.  Mr.  Brown,  if  you  will  make  the  statement,  then 
I  would  invite  you,  Mr.  Davis,  when  we  get  to  questioning,  to  par- 
ticipate if  you  are  so  inclined  because  we  would  like  to  have  the 
benefit  of  your  expertise  as  well. 

Welcome,  Mr.  Brown.  Thank  you  for  coming.  I  know  these  are 
not  happy  days.  These  are  sad  days  at  ATF,  having  lost  some  of 
your  comrades  in  a  senseless  undertaking.  Their  families  and  all 
of  you  at  ATF  have  my  sympathies,  and  I  acknowledge  the  sacrifice 
they  made.  It  obviously  is  probably  not  a  time  of  high  morale  right 
now  at  ATF,  but  I  thank  you  for  coming.  Mr.  Brown,  please? 

PANEL  CONSISTING  OF  JAMES  BROWN,  EXPLOSIVES  DIVISION 
CHIEF  OF  THE  BUREAU  OF  ALCOHOL,  TOBACCO  AND  FIRE- 
ARMS; AND  BILL  DAVIS,  DEPUTY  CHIEF  OF  FIREARMS  AND 
EXPLOSIVES  COMPLIANCE  FOR  THE  BUREAU  OF  ALCOHOL, 
TOBACCO  AND  FIREARMS 

STATEMENT  OF  JAMES  BROWN 

Mr.  Brown.  I  appreciate  those  remarks. 

Mr.  Chairman  and  members  of  the  committee,  in  my  current  ca- 
pacity I  oversee  ATF's  enforcement  efforts  in  the  explosives  area. 
I  am  pleased  to  be  here  today  to  discuss  ATF's  explosives  initia- 
tives and  provide  additional  information  to  the  committee  on  relat- 
ed explosives  issues. 

The  social  fabric  of  this  country  is  being  threatened  by  individ- 
uals and  groups  who,  whether  motivated  by  drugs,  money,  revenge, 
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or  other  reasons,  perpetrate  malicious  acts  of  violence.  Explosives 
are  instruments  oi  this  violence,  much  as  firearms  are,  yet  increas- 
ingly so. 

In  1992,  2,989  bombings  and  attempted  bombings  were  reported 
to  the  Bureau  of  Alcohol,  Tobacco  and  Firearms.  This  figure  is  20 
percent  more  than  that  reported  in  1991.  These  bombings  resulted 
in  26  deaths,  349  injuries,  and  $12.5  million  in  property  damage. 
In  addition,  approximately  5  tons  of  explosives  were  reported  stolen 
in  93  separate  incidents. 

Of  the  individuals  apprehended  for  their  illicit  use  of  explosives, 
approximately  28  percent  had  prior  arrests,  and  of  those,  20  per- 
cent were  convicted  felons.  Moreover,  12  percent  of  those  appre- 
hended had  a  history  of  violence. 

ATF  strives  to  bring  the  full  force  of  its  enforcement  authority 
to  bear  against  those  responsible  for  violence  involving  explosives. 
This  is  accomplished  through  investigations  of  criminal  bombings 
and  explosives  thefts;  investigative  assistance  and  training  to  Fed- 
eral, State,  and  local  agencies;  and  protection  of  the  public  from  po- 
tential injury,  death,  or  property  damage  resulting  from  the  im- 
proper storage  or  illicit  use  of  explosives. 

In  addition  to  its  law  enforcement  responsibilities,  ATF  admin- 
isters the  licensing  of  explosives  manufacturers,  dealers,  and  im- 
porters, and  issues  permits  allowing  the  acquisition  of  explosives  in 
interstate  and  foreign  commerce.  As  of  March  31,  1993,  there  were 
10,038  licensees  or  permittees  in  the  United  States,  1,200  of  which 
were  manufacturers.  The  majority  of  the  manufacturers,  almost 
900,  are  manufacturers  of  high  explosives. 

ATF  aJso  enforces  the  regulations  governing  the  storage  of  explo- 
sives and  maintains  a  compliance  inspection  program.  This  pro- 
gram involves  the  inspection  of  explosives  storage  magazines  rel- 
ative to  distance,  construction,  security,  and  location,  as  well  as  the 
examination  of  the  records  to  document  explosives  transactions. 

The  mechanism  for  recording  such  transactions  is  the  ATF  Form 
5400.4,  the  Explosives  Transaction  Record.  On  this  form,  the  pur- 
chaser is  to  answer  questions  certifying  that  he  or  she  is  not  a  fugi- 
tive from  justice,  is  not  an  unlawful  user  of  or  addicted  to  mari- 
juana or  any  depressant  or  stimulant  drug  or  narcotic  drug,  has 
not  been  convicted  in  any  court  of  a  crime  punishable  by  imprison- 
ment for  a  term  exceeding  1  year,  is  not  under  indictment,  and  has 
not  been  adjudicated  a  mental  defective. 

Explosives  have  many  common  uses  in  this  country.  Of  the  4  bil- 
lion pounds  of  commercial  explosives  produced  each  year  in  the 
United  States — 120  million  pounds  of  which  are  high  explosives — 
80  percent  is  used  in  connection  with  coal  mining  and  quarry  oper- 
ations. However,  with  the  continuing  availability  of  stolen  explo- 
sives to  the  criminal  element,  the  potential  for  their  misuse  re- 
mains high. 

In  1976,  ATF  initiated  the  stolen  explosives  and  recovery  project 
in  an  effort  to  combat  the  problem  of  explosives  thefts  and  losses, 
to  aid  in  the  recovery  of  such  materials,  to  determine  trends  and 
establish  patterns  of  thefts,  to  assist  in  the  investigative  process  of 
criminal  bombings  or  accidental  explosions,  and  to  assist  State, 
local,  foreign,  or  other  Federal  agencies  in  the  investigation  of  such 
matters. 
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A  licensee,  permittee,  carrier,  or  any  person  who  has  knowledge 
of  a  loss  or  theft  of  explosives  is  required  to  notify  ATF  within  24 
hours  of  discovery,  and  the  failure  to  do  so  is  a  violation  of  the  law. 
Reporting  an  explosives  theft,  loss,  or  recovery  can  be  accomplished 
by  contacting  ATF  through  a  toll-free  number.  If  the  theft  or  loss 
involves  a  licensee  or  permittee,  the  call  must  be  followed  by  the 
submission  of  another  ATF  form,  which  is  the  Report  of  Theft  or 
Loss  of  Explosive  Materials. 

ATF's  efforts  in  this  regard  is  facilitated  by  its  tracing  capability. 
This  capability  enables  other  Federal,  State,  and  local  law  enforce- 
ment agencies  to  initiate  traces  of  recovered,  stolen,  or  abandoned 
explosives,  explosive  materials,  and  criminally  or  illegally  used  ex- 
plosives. This  capability  is  also  applicable  to  foreign  commercial 
and  military  explosives,  ordnance,  and  munitions. 

The  tracing  of  explosives  is  made  possible  by  the  statutory  re- 
quirement that  all  manufacturers  that  sell  or  distribute  explosives 
shall  legibly  identify  them  with  a  location,  date,  and  shift  of  manu- 
facture. This  marking  is  known  as  the  date  shift  code.  It  is  this 
code  that  provides  the  essential  link  between  the  manufacturers 
and  the  chain  of  distribution.  Given  the  proper  identifying  data, 
ATF  can  trace  an  explosive  from  the  manufacturer  to  the  last  retail 
sale  by  a  licensed  dealer.  The  explosives  manufacturers,  distribu- 
tors, and  users  are  required  to  maintain  records  of  these  explosives 
by  amount,  type,  and  date  shift  code. 

ATF's  repository  for  information  regarding  thefts,  losses,  recover- 
ies, and  seizures  of  explosive  materials  nationwide  is  the  Explo- 
sives Incidents  System,  or  EXIS.  Incidents  captured  in  this  data 
base  are  divided  into  specific  categories  such  as  date  shift  code, 
manufacturer,  and  quantity.  EXIS  can  also  be  used  to  match  tar- 
gets and  motives  of  bombings  as  well  as  similar  explosive  devices, 
and  can  show  trends  or  patterns  in  a  given  area.  State,  or  through- 
out the  Nation. 

EXIS  currently  contains  over  159,000  detailed  records  from  near- 
ly 47,000  explosives-related  incidents.  As  new  investigative  infor- 
mation is  received,  EXIS  is  updated.  The  information  contained  in 
EXIS  is  made  available  to  all  Federal,  State,  and  local  law  enforce- 
ment agencies. 

Reasonable  access  to  explosives  is  balanced  by  law  and  regula- 
tion. Unfortunately,  law  enforcement  cannot  limit  access  to  other 
materials  used  every  day  and  for  legitimate  purposes.  Anything 
and  everything  is  available  to  anyone  who  wishes  to  manufacture 
an  explosive  device,  which  can  be  as  simple  or  as  complicated  as 
he  or  she  desires.  Materials  used  include  fertilizer,  gasoline, 
matches,  black  powder,  pipe,  watches,  electrical  wire,  batteries, 
model  rocket  engines/igniters,  string,  and  alarm  clocks. 

In  1977,  ATF  received  funding  for  explosives  taggant  research 
and  development  after  the  Senate  Committee  on  Appropriations  in- 
cluded $1.2  million  in  ATF's  appropriation  to  "implement  necessary 
research  and  development  activities  to  make  possible  an  effective 
explosives  identification  program."  Between  1977  and  1980,  $7  mil- 
lion was  expended  in  research  and  development,  which  resulted  in 
the  development  of  the  detection  and  identification  taggants. 

As  ATF  previously  testified,  the  detection  taggant  is  a  micro- 
encapsulated vaporous  compound  that  can  be  detected  by  instru- 
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ments  as  it  is  slowly  released.  The  identification  taggant  is  a  micro- 
scopic chip  that  survives  explosive  blasts  sind  can  be  detected 
through  the  use  of  a  magnet  and  ultraviolet  light.  By  configuration, 
these  taggants  can  supply  the  date  shift  code  to  the  bomb  scene  in- 
vestigator. As  part  of  compatibility  tests  of  identification  taggants 
developed  by  the  3M  Corporation,  approximately  7  million  pounds 
of  explosives  were  tagged  by  cooperating  explosives  manufacturers. 
Since  1980,  however,  ATF  has  been  prohibited  from  conducting  any 
research  relative  to  taggants  or  postblast  identification  methods. 

The  Chairman.  You  have  been  prohibited  from  even  conducting 
research? 

Mr.  Brown.  Yes,  sir.  This  prohibition  is  stipulated  in  our  appro- 
priations language. 

The  Chairman.  That  is  enlightening. 

Mr.  Brown.  Pardon? 

The  Chairman.  That  is  an  enlightened  view. 

Mr.  Brown.  Yes,  sir. 

Smokeless  propellants,  black  powder,  and  other  propellants  for 
antique  firearms  are  found  in  the  majority  of  devices  ATF  inves- 
tigates. This  is  especially  true  with  pipe  bombs,  the  most  common 
device  manufactured.  In  1992,  pipe  bombs  accounted  for  37  percent 
of  the  explosives  bombings.  For  instance,  87  percent  of  pipe  bombs 
investigated  had  such  powders  as  their  filler.  Currently,  there  is  no 
traceability  or  accountability  for  these  explosive  materials.  Take, 
for  instance,  black  powder.  Purchases  of  50  pounds  or  less  of  this 
powder  for  sporting  and  recreational  purposes  were  exempted  from 
any  recording  requirements  in  1982. 

Such  exemptions  were  carried  further  with  the  passage  of  the 
Firearms  Owner  Protection  Act  of  1986,  which  was  an  amendment 
to  the  Gun  Control  Act.  This  act  eliminated  the  requirement  for 
gun  dealers  to  document  transactions  involving  ammunition  and 
components  of  ammunition  such  as  smokeless  powder.  The  identi- 
fication mechanism  for  this  material,  the  date  shift  code,  allowed 
law  enforcement  to  trace  the  item  from  the  manufacturer  to  the 
dealer  where  sold,  and  ultimately  to  the  purchaser,  who  had  to  sign 
for  the  material. 

As  the  Federal  agency  charged  with  regulating  and  licensing  the 
commercial  explosives  industry  and  as  the  agency  that  conducts 
the  vast  majority  of  bombing  and  attempted  bombing  investiga- 
tions, ATF  joins  other  law  enforcement  agencies  in  support  of  any 
safe  method  or  technique  which  would  facilitate  the  interception  of 
explosive  devices  before  detonation  and  the  detection  of  the  explo- 
sive residue  after  detonation. 

On  the  table  in  front  of  you  are  several  mock  devices.  Let  me 
stress  that  they  are  all  inert. 

The  Chairman.  That  is  reassuring. 

Mr.  Brown.  Some  are  simple  in  construction;  others  are  very  so- 
phisticated. But  these  are  examples  of  devices  that  are  used  every 
day  in  the  United  States,  and  are  responsible  for  the  almost  3,000 
bombings  in  this  country  in  1992. 

The  Chairman.  Why  don't  you  show  us  one  of  them?  Pick  any 
one  of  them. 

Mr.  Brown.  Well,  the  one  in  front  consists  of  common  dynamite 
with  a  clock  attached  and  a  blasting  cap. 
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The  Chairman.  Tell  me  about  this  one. 

Mr.  Brown.  That  basically  is  a  time  bomb  consisting  of  three  or 
four  sticks  of  dynamite,  a  battery,  and  a  clock.  Once  the  clock 
reaches  around  to  the  time  set,  the  device  detonates. 

The  Chairman.  All  this  is,  it  looks  like  there  is  a  screw  through 
the  front  of  this  pocket  watch,  and  when  the  minute  hand  hits  that 
screw,  it  is  attached  to  a  wire,  attached  to  a  battery,  attached  to 
the  dynamite,  and  that  detonates  it,  just  that  contact? 

Mr.  Brown.  Yes  sir,  the  contact  breaks  the  circuit  and  then  deto- 
nates. 

A  very  common  device  as  well  is  the  pipe  bomb.  The  one  on  dis- 
play was  a  mailed  device,  with  nails  attached  to  the  outside.  You 
will  notice  the  string  inserted  inside  the  box.  The  string  is  attached 
to  a  piece  of  plastic  that  goes  between  electrical  contacts  on  the  two 
clothes  pins.  Once  the  box  is  opened,  the  clothes  pins  complete  the 
circuit  and  the  device  explodes,  projecting  the  nails. 

The  Chairman.  Now,  this  pipe  bomb,  this  is  a  piece  of  pipe, 
capped  at  either  end? 

Mr.  Brown.  It  is  a  standard  piece  of  pipe  with  threads  on  each 
end,  and  the  end  caps  just  attach  to  the  pipe  bomb. 

The  Chairman.  What  is  inside  the  pipe? 

Mr.  Brown.  Well,  presumably,  there  would  be  black  powder,  the 
most  common  filler  for  pipe  bombs. 

The  Chairman.  And  so  it  is  the  shrapnel  from  the  pipe  and  the 
nails  that  are  literally  put  on  with  electrician's  tape  to  the  side. 

Mr.  Brown.  Right. 

The  Chairman.  And  so  merely  opening  this,  which  is  attached, 
just  by  opening  the  box 

Mr.  Brown.  Once  the  box  is  opened  and  the  plastic  tab  between 
the  clothes  pins  is  pulled,  the  clothes  pins  would  complete  the  cir- 
cuit and  the  device  would  explode.  It's  a  very  common  mailed  de- 
vice. 

The  Chairman.  Is  this  what  killed  that  Federal  judge  in  Ala- 
bama? 

Mr.  Brown.  Yes,  sir. 

The  Chairman.  Thank  you. 

Mr.  Brown.  I  will  be  ready  to  answer  any  questions  you  might 
have  of  either  myself  or  Mr.  Davis. 

The  Chairman.  Well,  I  have  a  number  of  questions,  but  we  will 
limit  ourselves,  with  the  permission  of  my  colleagues  to  10-minute 
rounds  here. 

What  is  the  rationale  offered  as  to  why — I  read  your  entire  state- 
ment this  morning,  and  I  read  the  statements  of  the  witnesses  who 
are  going  to  testify.  I  don't  want  to  preempt  their  testimony,  but 
those  representing  the  industry  take  what  could  arguably  be  a  very 
responsible  position  and  suggest  that  the  taggants  required  are, 
first  of  all,  particularly  for  black  powder,  very  dangerous,  and  in- 
serting these  taggants  into  the  process  of  manufacturing  creates  a 
risk,  a  safety  risk.  And  they  make,  on  paper,  a  strong  case  in  terms 
of  cost. 

Let's  assume  for  the  sake  of  discussion  they  are  right  on  both 
counts.  What  I  don't  understand  is:  What  is  the  rationale — and  I 
was  here.  I  was  a  Senator  at  the  time.  But  what  the  rationale  was 
as  to  why  we  don't  even  allow  you  to  do  research  to  determine 
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whether  or  not  taggants  for  this  or  any  other  explosive  might  be 
appropriate? 

Mr.  Brown.  As  I  mentioned  earUer,  the  taggant  program  was  de- 
veloped, in  the  1970's.  Several  million  pounds  of  explosives  were 
tagged  by  explosives  manufacturers  that  had  volunteered  for  the 
project.  The  project  worked.  The  taggants  were  actually  recovered 
in  at  least  one  bombing  investigation. 

Mr.  Lund,  who  will  testify  shortly,  was  an  investigator  at  this 
bombing  scene  when  the  taggants  were  actually  discovered. 

I  don't  know  the  reasons  why  we  have  been  restricted  from  con- 
ducting any  research  or  spending  any  money  in  this  area.  The 
project  was  basically  eliminated. 

The  Chairman.  I  could  tell  the  industry  people  now,  when  you 
testify  I  would  like  to  know  whether  you  would  object  to  that  being 
withdrawn  from  the  law.  Not  requiring  taggants,  but  allowing  re- 
search to  be  done  by  the  Federal  Government  and  in  particular  by 
ATF,  because  I  don't  understand  that.  I  understand  the  rest  of  your 
argument.  It  seems  fairly  compelling  in  many  cases.  But  that  part 
I  don't  understand. 

Now,  let  me  ask  you,  are  there  differences  between  the — ^you 
were  very  precise  in  suggesting  that  you  support  the  notion  of 
taggants — I  am  paraphrasing — where  it  can  be  done  safely. 

Mr.  Brown.  Yes,  sir. 

The  Chairman.  To  the  best  of  either  of  your  knowledge  and  abil- 
ity, is  there  one  type  of  explosive  which  arguably  is  more  dan- 
gerous to  tag  than  other  types  of  explosives? 

Mr.  Brown.  No  sir,  I  am  not  aware  of  any  research — perhaps  the 
industry  people  are — ^that  documents  any  dangers  with  tagging  ex- 
plosive. Whether  it  be  djoiamite,  black  powder,  or  some  other  t3^e 
of  explosive. 

Senator  Grassley.  I  have  notes  on  an  OTA  report  that  raise 
questions  about  the  safety  of  tagging. 

The  Chairman.  Yes,  what  I — we  are  going  to  have  plenty — the 
Senator 

Senator  Grassley.  I  am  not  asking  my  own  question.  I  just 
wanted 

The  Chairman.  I  know.  What  I  am  trying  to  get  at  here  is,  when 
I  read  that  report,  read  the  industry  statements — again,  all  I  have 
done  is  read  the  statements.  I  have  not  had  an  opportunity  to  hear 
their  position.  And  I  have  read  reports  and  statements  made  by 
others  who  support  the  use  of  taggants.  The  range  of  the  argu- 
ment— and  correct  me  if  I  am  wrong — goes  all  the  way  from  the  po- 
sition that  there  is  no  evidence  that  in  any  process  of  manufactur- 
ing any  explosives  the  use  of  taggants  is,  in  fact,  a  dangerous  un- 
dertaking. It  ranges  all  the  way  from  that  to  it  is  an  extremely 
dangerous  undertaking  to  use  taggants  in  any  manufacturing  proc- 
ess to  manufacture  explosives  of  any  kind. 

Then  there  is  a  middle  range — and  I  do  not  pretend  to  be  an  ex- 
pert. I  am  here  to  learn.  But  the  middle  range  is  that  for  black 
powder  it  is  particularly  dangerous  in  the  manufacturing — smoke- 
less powder,  excuse  me,  it  is  particularly  dangerous,  but  for  other 
types  of  explosives  that  are  manufactured  it  is  less  dangerous. 

What  I  am  trjdng  to  get  at  here  is:  Is  there  a  range  of  safety 
problems  as  it  relates  to  the  manufacture  of  varying  types  of  explo- 
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sives  used  by  terrorists,  which  run  from — used  by  any  criminal,  ' 
that  run  from  smokeless  powder  to  sophisticated  military  applica- 
tions of  explosive  capabilities?  That  is  my  question.  Can  you  talk  j 
about  that?  If  you  don't  feel  qualified  to  speak  to  it,  then  don't.  But 
tell  me  about  the  debate  on  the  range  there. 

Mr.  Brown.  I  have  heard  both  arguments.  As  I  indicated,  I  am 
not  familiar  with  any  particular  research  on  safety  that  has  been 
conducted.  To  my  knowledge,  ATF  has  not  been  involved  in  any  re- 
search for  a  number  of  years  because  of  the  prohibition  in  our  ap-  i 
propriations  language.  So  I  don't  know  if  any  additional  research  1 
has  been  done  in  that  area  in  the  last  15  years.  I  am  not  aware 
of  any. 

The  Chairman.  Well,  let  me  say  it  another  way. 

My  recollection  is  that  in  earlier  testimony  some  years  ago  by  the 
ATF,  they  pointed  out  that  taggants  can  be  safely  used  in  most 
dangerous  explosives,  such  as  dynamite  and  black  powder,  as  op- 
posed to  recognizing  the  possibility  of — in  your  case  the  possibility,  j 
in  the  industry  case  the  certainty — of  taggants  being  dangerous  if  1 
they  are  used  in  smokeless  powder. 

What  I  am  trying  to  get  at,  is  that  still  the  position,  that  with 
black  powder  and  dynamite  there  is  not  a  safety  problem  from  the 
perspective  of  ATF,  smokeless  powder  there  might  be?  Are  you  say- 
ing you  have  no  evidence  that  there  is  a  danger  in  any  of  the  explo- 
sives I  referred  to,  smokeless  powder,  black  powder,  or  dynamite? 

Mr.  Brown.  I  can't  attest  to  that.  ATF  would  support  any  safe 
use  of  a  taggant  in  any  t5^e  of  explosive.  Perhaps  additional  re- 
search would  need  to  be  done. 

The  Chairman.  OK  Again,  I  will  ask  the  industry  that  question. 
And  please  don't  give  me  an  answer  that  is  all  the  same,  OK?  It 
can't  be  all  the  same.  It  may  be  dangerous.  It  may  be  all  dangerous 
to  you.  But  give  me  honest  answers  as  to  the  degree  of  danger  that 
you  think  is  involved,  please. 

Let  me  ask  you  as  well,  before  my  time  runs  out  here,  I  marked 
up  your  opening  statement,  and  I  want  to  remember.  Let's  talk 
about  the  licensing  process  here.  One  of  the  things  that  always  has 
baffled  me  is  that  you  have  up  to  45  days  to  check  on  whether  or 
not  the  purchaser  of  the  explosive  is,  in  fact,  any  of  the  things  he 
is  not  allowed  to  be  or  she  is  not  allowed  to  be,  from  mentally  in- 
competent to  a  convicted  felon. 

But  the  interesting  phenomenon,  it  seems  to  me,  is  that — correct 
me  if  I  am  wrong — all  the  purchaser  has  to  do,  going  to  an  explo- 
sives wholesaler  or  retailer,  is  say  that  "I  am  using  this  in  the 
State."  If  I  purchase  an  explosive  in  the  State  of  Delaware  from  a 
licensed  dealer — and  I  want  to  talk  about  how  you  get  licensed  as 
well — all  I  have  to  do  is  verbally  assert — correct  me  if  I  am  wrong 
now.  My  impression  is  all  I  have  to  do  is  verbally  assert  I  am  going 
to  use  this  in  Delaware.  Even  though  I  live  on  the  Pennsylvania 
State  line,  I  am  not  going  to  use  it  in  Pennsylvania.  I  am  going  to 
use  it  to  blow  up  stumps  in  my  yard,  or  I  am  going  to  use  it  to 
whatever,  and  that  is  all  I  have  to  assert.  Is  that  correct? 

Mr.  Brown.  That  is  correct. 

The  Chairman.  Let  me  ask,  do  we  have  any  data  to  indicate 
what  percentage  of  the  people  who  purchase  explosives  assert  that 
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it  is  used  for  in-State  purposes  as  opposed  to  I  am  going  to  take 
it  across  State  lines? 

Mr.  Brown.  I  might  defer  to  Mr.  Davis,  who  is  with  Compliance 
Operations,  the  regulatory  side  of  ATF.  I  am  not  aware  of  any  such 
percentage,  however. 

The  Chairman.  Mr.  Davis,  do  you  know? 

Mr.  Davis.  I  would  concur  with  Mr.  Brown.  We  are  not  aware  of 
any  statistics  on  that.  However,  there  are  some  provisions  in  the 
law  that  would  permit  a  nonlicensee  to  purchase  an  explosive  in 
the  contiguous  State  to  the  one  in  which  he  lives  if  it  is  permitted. 

The  Chairman.  Let  me  say  it  another  way.  You  have  indicated 
that  there  are  tens  of  thousands  or  millions  of  pounds  of  explosives 
produced  every  year.  The  industry  is  going  to  give  me  figures  of  the 
total  number  of  pounds  produced,  and  not  just  the  industry,  but 
groups  interested  in  no  further  regulation  of  manufacturers  and/or 
retailers  or  wholesalers  indicate  that  the  chain  of  people  who  will 
purpose  is  in  the  hundreds  of  thousands.  And  yet  if  I  am  correct — 
and  I  may  not  be — there  is  roughly  9,000  permits  sought  per  year. 

Does  ATF  have  any  place  where  you  can  go  and  punch  up  for  me 
on  a  computer  nationwide  how  many  permits — permit  meaning — 
pardon  me?  ATF  permit — ^yes. 

How  many  people  walk  into  a  distributor  and  say,  "I  want  to  buy 
an  explosive  for  the  purpose  of  taking  it  across  a  State  line"?  That 
is  the  only  thing  that  gets  you  in  the  game.  You  are  not  in  the 
game  unless  they  say,  "I  am  purchasing  this  for  out-of-State  use." 
Right?  Or  wrong? 

Mr.  Davis.  Our  requirements,  they  are  regulated — each 
nonlicensee  has  to  complete  a  transaction  record. 

The  Chairman.  Who  is  a  nonlicensee? 

Mr.  Davis.  An  average  citizen  who  does  not  have  a  permit  or  a 
license  with  ATF. 

The  Chairman.  Right. 

Mr.  Davis.  When  he  goes  into  the  dealer  to  purchase  the  explo- 
sives, he  does  have  to  complete  a  transaction  record  for  us,  identi- 
fying himself  and  pertinent  data  about  residence  address  and 

The  Chairman.  No  matter  where  he  is  going  to  use  the  explo- 
sive? 

Mr.  Davis.  That  is  correct. 

The  Chairman.  So  how  many  of  those  do  you  have  on  record? 
How  many  people  go  in  to  purchase? 

Mr.  Davis.  Those  records  are  actually  maintained  at  the  dealer's 
premises,  and  we  examine  them  when  our  inspectors  go  out  to  do 
an  annual  inspection  at  those  locations. 

The  Chairman.  Well,  I  have  run  over  my  time.  I  will  come  back 
to  this  because  I  want  to  clarify  this.  I  yield  now  to  my  friend  from 
Iowa. 

Senator  Grassley.  On  the  subject  of  safety,  but  not  the  same 
that  the  chairman  asked,  have  you  had  a  chance  to  look  at  a  GAO 
on  OTA  report  questioning  the  safety  of  tagging,  Office  of  Tech- 
nology Assessment,  and,  can  you  make  any  comment  or  reaction  to 
those?  If  you  can't,  OK.  But  if  you  can,  I  would  like  to  know  what 
it  is. 
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Mr.  Brown.  I  have  not  seen  either  study.  I,  too,  would  be  con- 
cerned with  any  safety  problems  relating  to  the  tagging  of  explo- 
sives. 

Senator  Grassley.  OK.  I  might  ask  you  to  respond  in  writing  to 
that,  but  not  necessarily  a  long  response.  Sometimes  I  disagree 
with  GAO,  and  sometimes  I  disagree  with  OTA.  But  I  guess  I 
would  feel  that  they  ought  to  be  as  impartial  as  anybody  looking 
at  it. 

Now,  there  was  an  FBI  report  called  1991  Bomb  Summary,  and 
it  quotes  a  forensic  expert  to  the  effect  that,  "The  bomb  tells  more 
than  a  gun  left  at  a  scene  of  the  crime." 

Now,  given  that  there  is  already  more  for  investigators  to  work 
with  in  bombing  cases  than  in  other  instruments  of  violence,  are 
the  gains  that  you  expect  from  tagging  proposals  worth  the  cost? 

Mr.  Brown.  I  don't  know  exactly  what  the  costs  would  be  for  tag- 
ging explosives.  In  reference  to  the  statement  that  you  read,  a  de- 
vice such  as  the  pipe  bomb  certainly  would  leave  a  lot  of  explosive 
residue,  whether  on  fragments  of  the  pipe,  or  on  various  other 
things,  that  an  investigator  could  perhaps  track  down. 

If  detected,  a  taggant  could  tell  the  date  of  manufacture  of  the 
explosive,  the  type  of  the  explosive,  and  the  shift  it  was  made  on. 
It  could  be  tracked  down,  at  least  by  lot  number,  to  the  last  known 
purchaser.  So  it  certainly  would  give  the  investigator  a  significant 
tool  to  further  the  investigation. 

Senator  Grassley.  Let  me  ask  an  administrative  question  in  re- 
gard to  the  relationship  of  BATF,  the  FBI,  and  postal  inspectors. 
Are  there  any  problems  in  coordinating  these  sorts  of  investigations 
among  these  agencies? 

Mr.  Brown.  There  are  no  significant  problems.  Each  of  the  three 
agencies  that  you  mentioned  have  distinct  jurisdictions  under  par- 
ticular Federal  laws. 

We  also  have  a  memorandum  of  understanding  with  the  three 
agencies  involved.  Although  we  have  disputes  from  time  to  time, 
they  are  normally  worked  out. 

Senator  Grassley.  You  can't  point  to  any  major  problems  that 
have  existed  under  the  memorandum  of  understanding? 

Mr.  Brown.  No  sir,  not  in  the  recent  past.  They  have  occurred, 
but  there  is  a  procedure  at  Justice  for  remedying  those  situations. 

Senator  GRASSLEY.  I  had  a  very  simple  question,  and  I  think  you 
have  already  addressed  it,  but  I  want  to  make  sure  we  have  cov- 
ered it.  You  have  spoken  a  couple  times  to  the  chairman  and  me 
about  the  fact  that  you  don't  know  what  the  cost  might  be.  So  you 
are  saying  that  nowhere  in  government,  and  particularly  in  BATF, 
you  don't  have  any  idea  what  some  of  this  might  be  costing? 

Mr.  Brown.  I  don't.  It  has  been,  as  I  said,  15  years  since  ATF 
has  conducted  any  research  or  been  involved  in  the  tagging  issue. 
So  I  have  no  idea  as  to  the  current  cost. 

Senator  GRASSLEY.  Have  you  made  any  point  of  looking  for  your 
own  benefit  and  policjmiaking  at  what  the  cost  as  determined  by 
estimators  outside  government  might  be?  Or  haven't  you  at  this 
point  looked  at  that? 

Mr.  Brown.  No,  sir,  I  have  not. 

Senator  GRASSLEY.  And  I  assume  your  agency  has  not  either. 

Mr.  Brown.  Not  to  my  knowledge,  no  sir. 
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Senator  Grassley.  I  assume — and  the  assumption  may  be 
wrong,  I  would  be  willing  to  admit,  but  aren't  most  of  these  explo- 
sives that  are  used  by  criminals  probably  stolen  in  the  first  place? 
If  that  is  the  case,  why  would  tagging  the  last  legal  user  benefit 
law  enforcement? 

Mr.  Brown.  We  could  tell  exactly  where  the  explosives  came 
from.  We  would  be  able  to  trace  that  particular  explosive  back  to 
a  particular  licensee  or  the  last  known  purchaser  and  know  where 
the  shipment  last  went  to. 

Senator  Grassley.  And  you  see  that  as  beneficial  even  if  it  is 
stolen  at  that  point  for  criminal  use? 

Mr.  Brown.  I  certainly  feel  it  could  be  beneficial,  although  not 
as  much  as  being  able  to  trace  a  firearm  back  to  where  you  have 
a  known  purchase.  But  you  can  at  least  track  the  explosive  back 
to  the  last  known  possessor.  It  would  then  be  similar  to  working 
a  breaking  and  entering  case  if  the  explosives  were  stolen.  It  nar- 
rows it  down  to  a  particular  location,  anyhow. 

Senator  Grassley.  Would  you  make  a  comment  on  a  philosophi- 
cal point?  I  suppose  I  started,  admittedly,  at  the  point  where  some- 
times I  question  certain  gun  control  laws.  You  always  figure  the 
criminal  element  isn't  going  to  have  respect  for  the  law,  anyway, 
will  get  the  gun,  and  commit  the  crime  with  a  gun.  So  then  what 
good  does  the  law  do?  It  only  restricts  the  person  that  is  a  legal 
user,  holder  of  a  gun.  Isn't  that  somewhat  the  same  problem  you 
are  going  to  get  into  here  with  explosives  and  powder  and  all  that 
sort  of  thing?  Maybe  a  lot  of  legal  obstacles  that  make  it  difficult 
for  the  honest  person,  and  the  criminal  element  is  still  going  to  get 
a  hold  of  what  they  need  to  accomplish  what  they  want. 

As  I  say,  that  is  a  philosophical  point  I  am  making.  Do  you  have 
any  thoughts  on  it?  If  you  want  to  say  it  is  a  nutty  proposal,  say 
so. 

Mr.  Brown.  Well,  I  wouldn't  say  that.  But  I  don't  see  the  added 
responsibilitv  on  the  lawful  user. 

Senator  Grassley.  Well,  maybe  I  am  talking  about  some  red 
tape  we  already  go  through.  What  you  are  saying  is  that  tagging 
isn't  going  to  put  any  additional  responsibility  on  the  person  that 
buys  it  at  retail? 

Mr.  Brown.  Correct. 

Senator  Grassley.  But  it  is  going  to  in  the  manufacturing  proc- 
ess put  a  lot  of  additional  responsibility  on.  So  it  may  not  be  at  the 
user  stage.  It  may  be  at  the  manufacturing  stage.  But  you  still  run 
into  the  same  problem.  It  is  an  additional  burden  that  is  going  to 
cost  the  legal  user  of  it;  the  criminal  element  could  care  less,  par- 
ticularly if  they  steal  it. 

Mr.  Brown.  I  would  agree  with  that.  There  certainly  would  be 
an  added  cost  to  the  user  of  explosives.  But  there  wouldn't  be  any 
added  requirements  as  far  as  maintaining  records  because  the  li- 
censee already  has  to  maintain  such  records. 

Senator  Grassley.  Mr.  Chairman,  I  didn't  use  my  10  minutes, 
but  I  am  done. 

The  Chairman.  Thank  you  very  much.  That  is  not  senatorial  at 
all. 

Senator  Grassley.  I  know  it.  [Laughter.] 

Don't  get  used  to  it. 
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The  Chairman.  Senator  Feinstein,  you  are  welcome  to  the  re- 
mainder of  his  10  minutes,  1  minute  and  27  second. 

Senator  FEINSTEIN.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  Brown  and  Mr.  Davis,  I  don't  pretend  to  know  much  about 
explosives,  but  several  years  ago  I  was  the  recipient  of  a  bomb,  and 
this  particular  one  was  a  plastic  construction-grade  explosive  that 
didn't  explode  when  the  temperature  dropped  below  freezing.  It 
was  placed  in  a  flower  box  at  my  home.  It  just  so  happened  that 
the  temperature  had  dropped  below  freezing  when  it  was  due  to 
detonate.  So  the  detonator  went  off,  the  explosive  went  up  the  side 
of  the  house,  but  we  were  very,  very  lucky.  So  it  sort  of  piques  my 
curiosity,  and  I  was  reading  your  testimony  with  interest. 

If  I  understand  it,  the  bombings  and  attempted  bombings  have 
actually  increased  by  20  percent  in  1992  over  1991.  Is  that  correct? 

Mr.  Brown.  That  is  correct. 

Senator  Feinstein.  So  there  were  20  percent  more  of  these  kinds 
of  terrorist  activities  last  year  than  there  were  the  year  before. 

What  explosives  do  terrorists  most  commonly  use? 

Mr.  Brown.  Terrorists  primarily  use  plastic  explosives. 

Senator  Feinstein.  And  where  do  they  tend  to  obtain  these  plas- 
tics? 

Mr.  Brown.  Let  me  first  preface  my  answer  by  saying  there  are 
very  few  terrorist  acts  committed  in  the  United  States  where  plas- 
tic explosives  are  used.  My  comment  relates  to  those  terrorist 
bombings  that  occur  in  other  parts  of  the  world. 

Terrorists  obtain  plastic  explosives,  through  the  black  market  or 
other  sources.  Certainly  the  market  is  there  for  explosives.  Even  in 
this  country  it  is  very  easy  to  acquire  any  type  of  explosive,  wheth- 
er by  theft  or  through  other  means. 

Senator  Feinstein.  Is  theft  or  purchase  generally  the  most  com- 
mon way  that  terrorists  would  obtain  an  explosive? 

Mr.  Brown.  It  would  either  be  by  theft  or  through  the  black  mar- 
ket. Given  our  experience  in  bombing  investigations,  it  would  be 
rare,  I  think  in  this  country  for  an  individual  to  go  to  a  licensee, 
fill  out  a  form,  buy  explosives,  construct  a  device,  and  use  that  de- 
vice in  a  bombing. 

Senator  Feinstein.  Well,  with  my  particular  kind  of  explosive, 
would  there  have  been  any  way  to  have  traced  where  that  explo- 
sive came  from? 

Mr.  Brown.  Do  you  know  what  type  of  powder  was  in  the  device 
itself? 

Senator  FEINSTEIN.  It  was  called  something  like  Tovac  [sic].  Is 
there  a 

Mr.  Brown.  Tovex.  It  could  have  been  traced  if  it  had  a  date 
shift  code.  But  it  would  depend  on  whether  or  not  the  explosive  in 
your  device  was  loose.  Had  it  been  removed  from  the  particular 
shell?  Was  there  a  date  shift  code  on  it?  If  there  was  a  date  shift 
code,  we  could  have  traced  it  to  the  last  known  licensee  or  pur- 
chaser, at  least  to  the  licensee. 

Senator  Feinstein.  I  don't  know.  This  was  in  the  1970's,  so  I  am 
not  sure  that  there  were  date  shift  codes  in  those  days. 

Do  all  plastic  explosives  today  have  a  date  shift  code  in  them? 

Mr.  Brown.  Plastice  explosives  have  what  is  called  a  lot  number. 
This  number  is  found  on  the  wrapper  the  explosive  is  packaged  in. 
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But  when  you  remove  the  wrapper — as  you  see  in  that  briefcase  ex- 
emplar, there  is  no  code  on  the  plastic  explosive.  And  you  can  take 
the  explosive  and  mold  it  any  way  you  want  to. 

Even  on  d3rnamite,  you  can  remove  the  code  just  by  cutting  it  off 
the  wrapper. 

Senator  Feinstein.  This  had  a  little  tag  in  it  that  said  XPLO, 
you  know,  the  blue  up  along  the — I  don't  know  what  that  was.  But 
that  was  a  long  time  ago. 

Let  me  ask  you  this:  In  your  opinion,  what  single  action  could 
be  taken,  or  is  there  a  single  action,  that  would  make  the  obtaining 
of  these  kinds  of  explosives  more  difficult? 

Mr.  Brown.  I  don't  know  that  there  is  one  single  action  that  can 
be  taken  to  make  their  obtainment  more  difficult.  I  think  the  in- 
dustry is  sufficiently  regulated,  as  we  discussed  earlier.  And  it  is 
necessary  to  complete  a  form  to  purchase  most  explosives.  They  are 
regulated  as  far  as  storage,  but  there  are  a  lot  of  thefts  of  explo- 
sives because  most  storage  magazines  are  located  in  rural  areas. 
Although  they  meet  our  security  requirements,  it  is  very  difficult 
to  protect  those  magazines  from  theft.  As  I  mentioned  earlier,  there 
were  5  tons  of  explosives  stolen  in  1992. 

Senator  Feinstein.  So,  in  essence,  what  you  are  saying,  then,  is 
you  don't  think  that  anything  could  be  done  to  prevent  explosives 
from  falling  into  the  hands  of  terrorists? 

Mr.  Brown.  No,  ma'am.  Not  as  far  as  any  additional  regulation 
on  the  industry  is  concerned,  no. 

Senator  Feinstein.  Mr.  Davis,  do  you  agree  with  that? 

Mr.  Davis.  Yes,  I  would  agree  with  that. 

Senator  Feinstein.  Then  why  are  there  seemingly  more  inci- 
dents? 

Mr.  Brown.  The  20-percent  increase  in  bombings  last  year  is  a 
relatively  consistent  figure.  There  has  been  a  20-percent  increase 
every  year  for  the  past  6  years,  almost  a  130-percent  increase  total. 
The  violence  that  we  are  seeing  has  become  a  way  of  life  in  this 
country  for  different  reasons.  I  think  perhaps  what  could  account 
for  the  increase  in  recent  years  would  be  the  relationship  between 
narcotics  trafficking  and  revenge.  It  has  just  become  a  violent  soci- 
ety, whether  the  violence  is  caused  by  explosives  or  firearms.  We 
are  seeing  more  deaths  each  year  as  a  result  of  both. 

Senator  Feinstein.  Thank  you  very  much.  Thank  you,  Mr. 
Chairman. 

The  Chairman.  Thank  you. 

Let  me  take  just  a  few  more  minutes.  I  want  to  make  sure  I  un- 
derstand this. 

In  terms  of  the  regulations  that  take  place  at  the  site  of  manu- 
facture, whether  it  is  ICI,  Hercules,  whomever,  manufacturing  an 
explosive  compound,  ATF's  view  is  there  is  no  reasonable  addi- 
tional regulation  that  would  in  any  way  impact  upon  the  use  of 
those  explosives  in  illegal  undertakings.  Is  that  right? 

Mr.  Brown.  I  will  defer  to  Mr.  Davis  on  this,  as  manufacturing 
is  a  different  issue.  However,  I  don't  see  the  potential  for  any  addi- 
tional regulations  myself. 

The  Chairman.  I  want  to  just  take  you  through  each  of  these 
stages.  There  are  only  a  couple  stages.  One  is  where  you  manufac- 
ture it.  Theoretically  it  is  able  to  be  stolen  there.  Is  there  any  evi- 
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dence  that  the  illegal  acquisition  of  explosives  occurs  at  the  site  of 
manufacturing? 

Mr.  Brown.  No,  sir,  not  at  the  site  of  manufacturing.  We  have 
no  significant  problem  in  that  area  that  I  am  aware  of. 

The  Chairman.  Right.  I  am  not  suggesting  there  is.  I  just  want 
to  walk  us  through  this  so  that  everybody,  including  me,  under- 
stands this. 

Mr.  Brown.  The  primary  problem  of  theft  is  normally  at  the 
storage  magazine,  which,  as  I  mentioned  earlier,  is  located  nor- 
mally in  a  rural  area. 

The  Chairman.  Now,  when  you  say  storage  magazine,  let's  as- 
sume you  are  trying  to  explain  this  whole  situation  to  my  mother. 
OK?  My  mother  is  a  very  bright  woman  who  has  no  interest  in  ex- 
plosives. All  right? 

Mr.  Brown.  Very  good. 

The  Chairman.  She  occasionally  can  be  explosive,  but  she  is  not 
interested  in  explosives.  [Laughter.] 

I  am  not  kidding  when  I  say  this.  Explain  to  me  the  process.  The 
first  stage  is  its  manufacture.  It  ends  up  getting  put  in  the  back 
of  a  rail  car  or  it  gets  put  in  the  back  of  the  truck,  and  it  gets 
shipped  off  to  somebody  who  is  going  to  sell  it  or  use  it.  Right? 

Mr.  Brown.  Right. 

The  Chairman.  Now,  what  do  you  mean  by  storage  magazine? 
You  mean  a  construction  site  where  somebody  has  already  pur- 
chased it  directly  from  the — can  you  purchase  directly  from  the 
manufacturer?  I  am  Joe  Biden  Construction  Co.  Can  I  purchase  di- 
rectly from  the  manufacturer? 

Mr.  Brown.  Let  me  defer  to  Mr.  Davis  on  the  compliance-related 
questions. 

Mr.  Davis.  Yes,  that  would  be  possible,  to  purchase  directly  from 
the  manufacturer. 

The  Chairman.  Now,  Joe  Biden  Construction  Co.,  I  have  got 
50,000  sticks  of  dynamite  or  I  have,  you  know,  10,000  pounds  of 
smokeless  powder.  For  whatever  the  reason,  I  have  it.  Are  there 
any  requirements  imposed  upon  me  as  to  the  storage  circumstances 
under  which  I  must  store  this  material? 

Mr.  Davis.  Yes,  there  are. 

The  Chairman.  Are  those  sufficient  in  the  eyes  of  the  ATF? 

Mr.  Davis.  The  law  requires  that  everyone  who  acquires  explo- 
sives store  them  according  to  the  provisions  in  the  law,  and 

The  Chairman.  Well,  that  is  not  my  question. 

Mr.  Davis.  Right. 

The  Chairman.  I  want  to  know:  Do  you  believe,  does  the  ATF  be- 
lieve that  the  regulations  imposed  upon  the  users  of  explosives  are 
sufficient  to  diminish  within  reason  the  illegal  acquisition  by  some- 
one breaking  into  a  storage  shed  and  taking  that  material? 

Mr.  Davis.  I  don't  believe  that  there  are  any  additional  require- 
ments, particularly  for  storage  magazines,  that  would  assure  us 
without  a  doubt  that  explosives  couldn't  be  stolen.  The 
construction 

The  Chairman.  Let  me  talk  about  something  I  know  a  lot 
about — drugs.  OK?  I  know  a  lot  about  drugs.  We  nave  been  work- 
ing on  that  issue  for  20  years.  We  required  doctors  and  hospitals 
to   store   drugs   in   certain  very   specific  ways.   And   as   we   have 
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changed  those  laws,  we  have  diminished  significantly  the  illegal  ac- 
quisition of  those  drugs.  Doctors  can't  store  them  in  the  bottom 
drawer  of  their  desks.  OK?  We  have  changed  the  rules. 

Now,  what  I  am  asking  you  is:  Are  the  rules  sufficient  as  it  re- 
lates to  the  storage  requirements  of  users,  legal  users  of  explosive 
material? 

Mr.  Davis.  I  think  they  are,  Senator. 

The  Chairman.  All  right.  Now,  how  about  the  next  stage,  where 
you  don't  buy  directly  from  the  manufacturer,  where  I  am  a  dealer, 
I  am  a  wholesaler,  I  go  to  the  Hercules  Corp.  or  whomever,  and  I 
purchase  the  explosive  material  for  resale.  All  right? 

Now,  what  are  the  storage  requirements  that  I  have,  or  do  I  just 
act  as  a  conduit?  Do  I  just  take  the  order  of  John  Doe  who  comes 
in  and  wants  10  sticks  of  dynamite?  Do  I  take  the  order  and  do 
I  send  it  to  the  Hercules  Corp.  and  they  in  turn  mail  it  or  deliver 
it  to  John  Doe?  Or  do  I,  the  dealer,  have  the  10  sticks  of  dynamite 
in  my  possession,  after  John  Doe  does  whatever  is  required  by  the 
law,  I  hand  John  Doe  10  sticks  of  dynamite? 

How  does  it  work? 

Mr.  Davis.  Both  ways.  You  could  sell  it  to  him  across  the 
counter.  He  could  go  to  your  premises  to  pick  it  up,  or  your  com- 
pany could  deliver  it  to  him  at  his  premises.  In  either  case,  they 
would  have  to  store  it  according  to  the  regulations. 

The  Chairman.  Now,  tell  me  what  the  regulations  are.  Does  it 
have  to  be  in  a  vault?  Does  it  have  to  be  in  something  with  a  Yale 
padlock  on  it,  tell  me  what  the  regulations  are. 

Mr.  Davis.  Depending  on  the  tjrpe  of  explosives 

The  Chairman.  Give  me  an  example.  Pick  one. 

Mr.  Davis.  OK.  For  d3niamite,  high  explosives,  there  are  require- 
ments for  construction  of  the  magazine  such  that  a 

The  Chairman.  A  magazine  is  the  place 

Mr.  Davis.  A  magazine  is  the  storage  place  where  it  is  stored. 
The  construction  is  such  that  an  accidental  detonation  would  not 
cause  injury  or  harm  to  property  or  people.  And  the  magazine  is 
required  to  be  double-locked,  as  a  matter  of  fact,  bullet-resistant 
roofs,  and  barricaded,  depending  on  the  quantity  of  explosives  that 
are  stored  there. 

The  Chairman.  Are  they  required  to  have  personnel  there  on 
guard  guarding  it? 

Mr.  Davis.  No,  that  is  not  a  specific  requirement. 

The  Chairman.  Now,  of  the  amount  of  destructive  explosives  that 
are  stolen — they  are  all  destructive — explosive  that  are  stolen, 
what  percentage  of  them,  if  you  know — and  if  you  don't  know,  I 
would  like  it  submitted  for  the  record — are  stolen  from  the  maga- 
zines of  wholesalers  and  retailers?  Do  you  have  any  idea  what  that 
number  is? 

Mr.  Brown.  I  don't  know  the  exact  amount,  but  the  majority  of 
stolen  explosives  would  be  stolen  out  of  a  magazine. 

The  Chairman.  All  right.  Now,  are  these  sophisticated  oper- 
ations? Let  me  tell  you  what  my  impression  is,  OK?  I  am  trying 
to  get  you  to  tell  me,  but  I  will  tell  you  what  my  impression  is  and 
you  can  correct  me. 
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In — my  impression — it  is  easier  to  get  into  the  magazine  than  it 
is  to  get  into  the  cash  box  inside  the  operation  that  is  selling  the 
explosives.  Is  that  right  or  wrong? 

Mr.  Brown.  I  think  that  is  an  accurate  statement.  I  think  I  can 
relate  a  little  bit  to  this.  I  am  from  eastern  Kentucky.  We  have  a 
lot  of  explosives  thefts  in  eastern  Kentucky,  primarily  because  of 
the  coal  mining  in  that  particular  area.  Almost  every  weekend 
someone  breaks  into  a  magazine  and  steals  dynamite  or  some  other 
type  of  explosive,  primarily  because  it  is  a  commodity.  It  is  similar 
to  stealing  a  TV  or  a  VCR  in  this  area.  They  can  resell  the  explo- 
sives to  the  next  coal  mine  up  the  road  or  to  some  other  legitimate 
user  of  explosives.  Although  they  might  be  stolen,  the  explosives 
are  still  a  commodity  that  has  resale  value. 

The  Chairman.  What  I  am  trying  to  get — I  understand  that.  I 
will  get  off  this  subject,  and  I  will  submit  these  questions  in  writ- 
ing to  you.  TVs  get  stolen  from  dealerships,  from  wholesalers  and 
retailers,  because  they  sit  in  the  windows,  plate-glass  windows. 
People  take  a  hammer,  break  the  plate-glass  window,  and  take  the 
TV. 

I  doubt  whether  any  American  would  think  it  is  a  sufficiently 
safe  way  to  have  a  retailer  store  d5mamite.  If  a  retailer  stored  dy- 
namite sitting  in  front  of  a  plate-glass  window,  I  suspect  and  hope 
to  God  you  would  say  to  me  we  should  change  the  regulations 
under  which  storage  should  take  place. 

So  we  don't  allow  people  to  store  them  in  windows  so  people  can 
go  by  with  a  hammer,  smash,  and  run.  We  don't  allow  them  to  do 
that. 

But  my  impression  is  that  the  storage  facilities  in  rural  areas 
allow  an  enterprising  young  man  or  woman  with  a  crowbar  to  be 
able  to  wait  until  2  o'clock  in  the  morning,  climb  over  the  fence, 
usually  where  there  is  no  dog,  usually  where  there  is  no  watch  per- 
son, and  find  that  nice  Yale  lock,  run  the  crowbar  up  between  the 
lock,  and  snap  the  lock  off,  and  walk  in  and  get  the  dynamite. 

Is  that  right  or  wrong? 

Mr.  Davis.  If  I  may.  Senator,  the  lock  is  covered  with  a  casing, 
usually  of  metal  construction,  so  it  is  not  as  easy  as  just  putting 
the  crowbar  up  there.  They  would  have  to  remove  the  housing. 

The  Chairman.  I  am  trying  to  get  at  how  hard  is  it.  Is  it  suffi- 
ciently difficult?  If  we  required  people  to  have — I  am  not  suggest- 
ing it.  If  we  required  people  to  store  any  explosive  in  a  safe  like 
a  bank  has  where  they  store  their  money,  would  it  cut  down  on  the 
amount  of  illegal  acquisition  of  explosives? 

Mr.  Brown.  Mandating  such  an  additional  storage  requirement 
certainly  would,  given  the  fact  that  it  is  relatively  easy  to  use  a 
sledgehammer  and  knock  the  hasp  off  the  lock,  cut  the  lock  with 
wire  cutters,  and  steal  the  explosives. 

The  Chairman.  What  I  would  like — not  to  answer  now,  but  I 
would  like  you  to  answer  in  writing,  is  there  any  reasonable — and 
I  am  not  suggesting  it.  I  don't  know  the  answer — any  reasonable 
additional  safeguards  we  should  require  for  people  who  store  dyna- 
mite, store  explosives?  You  may  tell  me  that  a  coal  mining  com- 
pany has  to  store  10  tons  of  it,  and,  therefore,  it  is  not  reasonable 
to  expect  that  they  should  be  able  to  put  it  in  something  that  re- 
quires something  more  than  a  sledgehammer  and  big  wire  cutters, 
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bolt  cutters.  But  maybe  it  should  be  required  to  have  night  watch- 
men and  guards  standing  around,  whether  they  want  to  or  not. 

Now,  some  of  them  do  it  anyway  because  they  don't  want  to  lose 
their  property.  I  would  like  a  discussion  of  that  in  writing,  if  I 
could. 

Mr.  Brown.  Certainly. 

The  Chairman.  The  other  thing  I  would  like  to  ask  you  is,  I 
would  like  you  to,  in  writing — ^you  make  reference  to  this  in  your 
statement,  but  I  would  like  you  to  give  me  a  typical — and  I  trust 
your  judgment  on  what  is  typical — what  a  tj^pical  purchase  sce- 
nario is  for  someone  taking  the  explosive  across  State  lines  and 
someone  using  the  explosives  within  the  State.  What  do  they  have 
to  do?  Who  do  they  walk  in  and  see?  What  forms  do  they  fill  out? 
What  is  the  difference  between  the  form  you  fill  out?  What  is  the 
difference  between  your  involvement  and  noninvolvement  depend- 
ing on  how  the  form  is  filled  out? 

As  I  understand  it,  one  of  the  logical  reasons  why  we  suggest 
that  people  may  cross  State  lines  to  purchase  material  is  you  buy 
large  quantities  of  it  if  you  are  in  the  business,  if  you  are  in  the 
coal  mining  business  or  you  are  in  the  construction  business.  So  we 
should  give  you  the  option  to  be  able  to  buy  a  cheaper  commodity, 
the  same  product  in  Delaware  as  opposed  to  Pennsylvania  or  New 
Jersey  or  vice  versa. 

But  what  I  am  a  little  confused  about  in  terms  of  the  logic  of  the 
law  is,  why  is  it  you  guys  get  in  the  game  in  terms  of  having  to 
give  approval  for  the  sale  only  if  it  is  a  sale  that  will  be  used  across 
State  lines?  That  is  correct,  isn't  it? 

Mr.  Davis.  Yes. 

The  Chairman.  Right  now  the  way  it  works — and  I  want  you  to 
do  this  in  detail  for  me.  Right  now  the  way  it  works,  I  want  to  buy 
a  stick  of  dynamite.  I  walk  into  Angerstein,  an  outfit  in  Delaware 
that  does  a  lot  of  construction.  I  don't  even  know  what  Angerstein 
sells  dynamite.  The  Delawareans  may  be  able  to  tell  me  that.  I 
think  they  do.  I  walk  in.  I  fill  out  a  form.  I  am  Joe  Biden.  I  live 
at — and  I  list  my  address,  and  I  don't  know  even  whether — never 
having  purchased  it,  I  don't  know  whether  Delaware  requires  me 
to  show  a  driver's  license  or  whatever.  And  I  say  I  am  going  to  use 
this  to  blow  up  two  tree  stumps,  and  I  am  not  going  to  take  it 
across  the  State  line  and  I  am  not  a  felon.  OK? 

Now  I  list  that.  If  I  list  that,  then  you  aren't  even  in  the  game. 
Angerstein,  if  they  sell  it — this  is  a  particular  hardware  operation 
that  I  happen  to  deal  with  for  important  things  like  hoses  and 
hedge  clippers  and  lawn  mowers.  And  so  they  take  that  form,  and 
they  have  got  to  file  it  somewhere,  right?  They  have  got  to  keep 
it  somewhere. 

Mr.  Davis.  Right. 

The  Chairman.  They  don't  have  to  give  it  to  you. 

Mr.  Davis.  No,  they  don't. 

The  Chairman.  But  now  if  I  walk  in  and  I  say  I  want  to  buy  two 
sticks  of  dynamite  to  go  up  to  Kennett  Square  to  help  my  brother- 
in-law,  who  lives  in  Kennett  Square,  Pennsylvania,  blow  up  tree 
stumps  in  his  yard,  and  I  tell  them  that,  they  say  to  me.  Wait  a 
minute,  Joe,  we  got  to  have  ATF  check  you  out  to  see  whether  you 
can  take  that  dynamite  across  State  lines.  Right  or  wrong? 
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Mr.  Davis.  That  is  not  quite  the  scenario,  sir. 

The  Chairman.  Tell  me  what  it  is. 

Mr.  Davis.  OK.  In  the  latter  case,  if  you  are  in  a  contiguous 
State  and  your  State  permits  you  to  purchase  in  another  State  for 
your  own  use,  then  he  would  be  permitted  to  sell  it  to  you. 

The  Chairman.  So,  tell  me  where  you  get  in  the  game. 

Mr.  Davis.  For  the  manufacturers,  importers,  dealers,  and  users 
who  transport  in  interstate  commerce. 

The  Chairman.  As  opposed  to  my  personal  use. 

Mr.  Davis.  Yes. 

The  Chairman.  I  have  got  you. 

Now,  the  last  point.  I  would  point  out  that  most  of  the  people 
who  make  those  little  pipe  bomb  devices  and  decide  to  send  them 
to  guys  like  me  or  women  like  the  Senator  for  California  or  judges 
like  the  guy  down  in  Alabama,  they  usually  aren't  in  the  business, 
are  they? 

Mr.  Davis.  That  is  true. 

The  Chairman.  OK.  Thp.t  is  all  I  have.  Do  you  have  any  more 
questions.  Senator? 

Senator  Feinstein.  Mr.  Chairman,  I  guess  I  feel  that  it  is  hard 
to  believe  that  we  are  doing  everything  we  possibly  can  do  to  deter 
the  illegal  use  of  some  of  these  explosive  materials. 

Let  me  ask  you  a  question,  Mr.  Brown,  if  I  may.  Are  you  aware 
of  where  the  explosives  came  from  in  the  New  York  World  Trade 
Center  bombing? 

Mr.  Brown.  To  my  knowledge,  it  has  not  yet  been  determined 
the  type  of  explosives  that  were  used  in  that  particular  bombing. 

Senator  Feinstein.  So  we  don't  know  whether  they  came  from 
within  the  United  States  or  from  outside. 

Mr.  Brown.  No. 

Senator  Feinstein.  Would  you  hazard  a  guess  it  came  from  with- 
in the  United  States? 

Mr,  Brown.  It  would  only  be  a  guess,  but  I  would  say  that  they 
would  have  come  from  within  the  United  States. 

Senator  Feinstein.  Well,  let  me  ask  you  this:  Could  the  explo- 
sives from  that  bombing  have  been  brought  in  aboard  a  commercial 
airliner  undetected?  I  mean,  surely  your  explosive  experts  must 
have  some  idea  of  what  it  would  take  to  do  the  kind  of  devastation 
that  was  done  in  those  buildings. 

Mr.  Brown.  Yes,  they  could  have  come  into  the  United  States  on 
an  airliner  undetected.  We  can  see  here  the  potential  use  of  a 
preblast-t3^e  identification  taggant  or  some  type  of  vaporous  detec- 
tion compound.  But  otherwise,  unless  the  airports  use  some  t3rpe 
of  detection  device  or  an  explosives  canine  that  would  detect  explo- 
sives prior  to  being  boarded  on  the  plane,  which  most  airports  do 
not  do  in  this  country,  it  would  certainly  be  easy  to  get  such  explo- 
sives on  an  airplane,  yes,  ma'am. 

Senator  Feinstein.  Does  the  Bureau  have  any  recommendations 
with  respect  to  security  for  airlines  with  respect  to  the  trans- 
mission of  explosives  in  their  cargo  holds? 

Mr.  Brown.  I  have  not  yet  mentioned  the  efforts  of  the  Inter- 
national Civil  Aviation  Organization,  or  ICAO.  ICAO  is  currently 
in  the  process  of  attempting  to  get  an  international  treaty  signed 
by  numerous  member  countries  that  would  require  the  placement 
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of  a  universally  accepted  chemical  compound  in  plastic  explosives 
to  facilitate  detection.  Since  1989,  we  have  been  a  part  of  a  commit- 
tee examining  the  feasibility  of  such  additive.  As  I  mentioned  ear- 
lier, most  terrorist  bombings,  at  least  in  foreign  countries,  have  in- 
volved plastic  explosives. 

Once  that  particular  treaty  is  ratified  by  member  countries,  in- 
cluding the  United  States,  it  would  certainly  be  easier  for  security 
personnel  to  detect  explosives  that  were  put  on  airplanes,  or  ships, 
and  so  forth. 

Senator  Feinstein.  And  you  believe  that  is  going  to  happen? 

Mr.  Brown.  I  do. 

Senator  FEINSTEIN.  What  concerns  me,  just  as  a  citizen,  is  that 
clearly  a  large  amount  of  explosives  was  transported  from  some- 
where and  obtained  from  somewhere,  and  this  may  very  well  be  a 
kind  of  bellwether  case  as  far  as  the  handling  of  explosives  are  con- 
cerned and  tell  us  a  great  deal. 

Mr.  Brown.  We  were  involved  in  the  World  Trade  Center  inves- 
tigation with  the  FBI.  Of  course,  the  FBI  has  assumed  jurisdiction 
because  of  the  terrorist  aspect.  But  it  has  not  yet  been  determined, 
or  at  least  released,  as  to  the  type  of  explosives  that  were  used  in 
that  particular  bombing.  I  am  satisfied  we  will  have  additional  in- 
formation on  that  in  the  future. 

Senator  Feinstein.  Thank  you  very  much.  Thanks,  Mr.  Chair- 
man. 

The  Chairman.  Thank  you.  I  will  submit,  with  your  permission, 
six  or  seven  questions.  I  would  appreciate  if  you  answered  in  writ- 
ing. 

Let  me  ask  you,  are  you  all  familiar  with  the  experience  of  the 
Swiss  taggant  program? 

Mr.  Brown.  I  am.  Yes,  sir. 

The  Chairman.  OK.  Well,  I  have  some  questions  I  will  ask  you 
about  that,  if  you  will. 

Mr.  Brown.  OK. 

The  Chairman.  I  thank  you  very  much  for  your  testimony.  We 
appreciate  it. 

[Mr.  Brown  submittted  the  following:] 

Department  of  the  Treasury, 
Bureau  of  Alcohol,  Tobacco  and  Firearms, 

Washington,  DC,  August  2,  1993. 
Hon.  Joseph  R.  Biden,  Jr., 
Committee  on  the  Judiciary, 
U.S.  Senate,  Washington,  DC. 

Dear  Senator  Biden:  This  is  in  response  to  your  letter  dated  June  22,  1993,  re- 
questing answers  to  questions  submitted  by  committee  members  pertaining  to  the 
April  22,  1993,  hearing  on  terrorism.  Enclosed  you  will  find  answers  to  the  ques- 
tions that  arose  out  of  this  hearing. 
If  additional  information  is  needed,  do  not  hesitate  to  contact  us. 
Sincerely  yours, 

Stephen  E.  Higgins, 

Director. 
Enclosvu-e. 


Responses  to  Questions  Submitted  by  Senator  Biden 

Question  1:  Current  law  authorizes  fees  for  manufacturers  and  dealers  Ucenses  up 
to  $200,  however,  what  are  the  current  fees? 
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Answer:  Original  licenses  issued  for  1  year — manufacturer  $50,  manufacUirer-lim- 
ited  (nonrenewable)  $5,  importer  $50,  dealer  $20,  original  permits  issued  for  1 
year — user  $20,  user-limited  (1  transaction,  nonrenewable)  $2,  renewals  for  licenses 
for  3  years— manufacturer  $25,  importer  $25,  dealer  $10,  renewals  for  permits  for 
3  years — all  user  permits  $10. 

Question  2:  What  is  the  total  cost  to  the  ATF  of  undertaking  a  program  of  back- 
ground checks  and  compliance  inspections? 

Answer:  In  fiscal  year  93,  ATF  spent  approximately  $5  million  on  our  explosives 
application  and  compliance  program. 

Question  3:  Do  the  cmrent  fees  cover  the  full  cost  of  background  checks  and  com- 
pliance program? 

Answer:  No.  In  fiscal  year  92,  ATF  collected  approximately  $120,000  in  explosives 
licensing  fees  which  go  to  the  General  Fund. 

Question  4:  What  fees  would  be  necessary  to  cover  the  full  cost  of  the  ATF  pro- 
gram? 

Answer:  As  previously  stated,  the  cost  of  administering  the  explosives  program  is 
approximately  $5,000,000.  A  fee  of  $500  per  license/permit  would  be  required  of  the 
approximately  10,000  current  licensees/permittees  to  raise  $5,000,000.  However, 
over  one-half  of  the  10,000  are  extremely  small  businesses,  small-time  black  powder 
dealers,  one-time  users,  or  infrequent  users.  Also,  a  large  number  of  current  user 
permittees  could  choose  to  continue  business  by  obtaining  explosives  without  a  per- 
mit by  conducting  only  intrastate  transactions.  Should  the  fee  be  increased  to  $500, 
we  estimate  well  over  50  percent  of  the  current  hcensees/permittees  woxild  not 
renew.  This  would  require  an  even  greater  license/permit  fee,  which  would  cause 
more  to  drop  out,  until  the  remaining  ones  might  have  to  be  charged  as  much  as 
$5,000  in  order  to  recoup  the  $5,000,000. 

Question  5:  What  is  the  current  regulation  regarding  explosives  users? 

Answer:  Persons  acquiring  or  transporting  explosives  in  interstate  or  foreign  com- 
merce must  obtain  an  explosives  user's  permit  from  ATF.  Permittees  are  reqiured 
to  maintain  records  of  the  explosives  they  acquire  and  use,  and  they  must  also  prop- 
erly store  any  explosives  in  inventory. 

Please  describe  any  kev  strengths  or  weaknesses  of  these  relations. 

Strengths — The  records  reqmred  by  the  explosives  regulations  provide  an  audit 
trail  of  explosives  transactions.  This  audit  trail  provides  invaluable  assistance  to 
ATF  when  the  need  to  trace  explosives  arises. 

Any  person  who  acquires  explosives  must  complv  with  the  storage  provisions  of 
the  regulations,  which  include:  minimum  standards  for  construction  and  security; 
the  requirement  for  periodic  storage  magazine  inspection  conducted  by  the  licensee; 
and  physically  locating  storage  magazines  in  accordance  with  the  minimum  dis- 
tances specified  in  the  Tables  of  Distances  for  inhabited  buildings,  passenger  rail- 
roads, public  highways,  and  other  storage  magazines.  Persons  holding  a  license  or 
permit  are  readily  identifiable  by  ATF,  and  their  storage  magazines  are  inspected 
for  comphance  on  a  regular  and  systematic  basis. 

Weaknesses — At  a  miriimum,  construction  companies,  mining  operations,  and  oth- 
ers who  regularly  use  explosives  in  the  conduct  of  their  business,  even  though  con- 
ducted solely  intrastate,  should  be  licensed.  This  would  ensure  proper  accountabiUty 
and  storage  of  explosives. 

Question  6:  "Interstate  users"  are  a  small  portion  of  all  explosive  users.  Do  you 
have  any  estimate  of  the  portion  of  explosive  users  who  are  "interstate  users?" 

Answer:  We  do  not  maintain  statistical  data  identifying  all  users  of  explosives.  Of 
the  9,974  explosives  hcensees  and  permittees  in  fiscal  year  92,  there  were  3,515 
interstate  users  of  explosives  (permittees).  While  we  have  no  definite  number,  there 
are  thousands  of  other  intrastate  users  who  are  not  required  to  obtain  a  user  per- 
mit. 

Question  7:  What  Federal  regulations  apply  to  users  who  are  not  going  to  cross 
state  lines — who  are  not  "interstate  users?' 

Answer:  A  nonlicensee/nonpermitt^e  (intrastate  user)  may  purchase  explosives 
within  their  State  of  residence  from  a  licensed  explosives  distributor.  The 
nonlicensee/nonpermittee  must  complete  ATF  Form  5400.4,  Explosives  Transaction 
Record  (copy  enclosed). 

The  Explosives  Transaction  Record  contains  a  section  where  a  nonlicensee/ 
nonpermittee  certifies  that:  (1)  he/she  is  not  a  fugitive  from  Justice;  (2)  is  not  an 
unlawful  user  of,  or  addicted  to  marijuana  or  any  depressant  or  stimulant  drug  or 
narcotic  drug;  (3)  has  not  been  convicted  in  any  court  of  a  crime  punishable  by  im- 
prisonment tor  a  term  exceeding  1-year;  (4)  is  not  under  charges  in  an  indictment 
or  information  in  any  court  for  a  crime  punishable  by  imprisonment  for  a  term  ex- 
ceeding 1-year;  and  (5)  has  not  been  adjudicated  mentally  defective  or  committed 
to  a  mental  institution. 
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As  previously  stated,  the  Federal  explosives  storage  reqviirements  apply  to 
nonlicensees/nonpermittees. 

Question  8:  What  standards  must  be  met  to  get  a  user's  permit? 

Answer:  The  same  standards  apply  for  obtaining  a  user's  permit  as  well  as  obtain- 
ing a  license.  These  standards  are: 

(1)  The  applicant  must  be  21  years  of  age  or  older. 

(2)  The  applicant  is  not  a  person  to  whom  distribution  is  prohibited  under  18 
use  Chapter  40  of  the  Act. 

(3)  The  applicant  has  not  willfully  violated  any  provisions  of  the  Act. 

(4)  The  applicant  has  not  made  any  false  or  fictitious  statement  intended  or 
likely  to  deceive,  in  connection  with  his  or  her  appUcation. 

(5)  The  applicant  has  premises  in  a  State,  from  which  he/she  intends  to  con- 
duct operations. 

(6)  The  applicant  has  proper  storage  for  the  class  of  explosive  materials  de- 
scribed on  the  application,  unless  h^she  establishes  to  the  satisfaction  of  the 
regional  director  UJompliance)  that  the  business  or  operations  to  be  conducted 
will  not  require  the  storage  of  explosive  materials. 

(7)  "The  apphcant  has  certified  in  writing  that  he/she  is  familiar  with  and  un- 
derstands all  published  State  laws  and  local  ordinances  relating  to  explosive 
materials  for  the  location  in  which  he/she  intends  to  do  business. 

Please  describe  any  key  strengths  or  weaknesses  of  these  standards. 

Strengths — The  applicant  is  required  to  be  21  years  of  age,  which  ensures  that 
explosives  cannot  be  purchased  by  underage  individuals. 

ATF  conducts  a  criminal  history  check  on  each  application  through  the  use  of  the 
Treasury  Enforcement  Communications  System  (TECS),  National  Crime  Informa- 
tion Center  (NCIC),  and  the  National  Law  Enforcement  Telecommunications  System 
(NLETS)  which  ensures  tiiat  he/she  is  not  a  prohibited  person. 

A  compliance  inspector  personally  inspects  the  premises  of  each  applicant  who  in- 
dicates he/she  will  be  storing  explosives.  This  inspection  is  to  verify  that  storage 
standards  are  in  compliance  with  the  explosives  regulations  and  proper  record- 
keeping procedures  are  maintained. 

Weaknesses — ^There  are  no  Federal  testing  requirements  to  evaluate  the  appli- 
cant's competency  in  the  handling  and  use  of  explosives. 

Question  9:  How  long  does  it  take  for  the  ATF  to  conduct  a  comprehensive  check- 
on  a  user? 

Answer:  Explosives  licenses  and  permits  are  issued  within  45  days  of  the  time  the 
appUcation  is  received  by  ATF.  Actual  field  time  by  an  ATF  inspector  averages 
about  8  hours  per  inspection. 

TAGGANTS 

Question  1:  Please  describe  the  small  pilot  program  that  involved  the  use  of 
taggants  undertaken  by  the  ATF  in  the  late  1970s. 

Answer:  The  pilot  test  program  encompassed  the  tagging  of  approximately  8.3 
million  pounds  of  various  types  and  grades  of  cap-sensitive  packaged  explosives 
using  the  3M  Company  identification  taggant.  (Examples  of  cap-sensitive  packaged 
explosives  are  dynamite,  emulsions,  and  slurries.) 

The  identification  taggant  developed  by  3M  is  a  plastic  chip  that  is  manufactured 
in  eight  layers  providing  a  combination/permutation  coding.  One  of  the  layers  is 
magnet-sensitive  to  aid  in  retrieval,  and  one  of  the  outer  layers  is  fluorescent  to  aid 
in  visual  detection. 

The  test  provided  for  the  manufacture  and  purchase  of  the  taggant  particles,  their 
introduction  into  manufactvu-ed  explosives,  the  subsequent  entrance  of  the  tagged 
explosives  into  the  distribution  chain  down  through  the  users  of  the  tagged  explo- 
sives, the  detonation  of  selected  tagged  explosives  in  mines  and  other  representative 
scenarios,  the  collection  and  analysis  of  the  debris  resulting  from  the  detonation, 
and  the  analysis  and  tracing  of  both  the  explosives  and  the  recovered  taggants.  Al- 
though the  amount  tested  was  less  than  one-tenth  of  1  percent  of  the  explosives 
manufactured  in  the  United  States  during  1978,  the  identification  taggant  used  was 
instrumental  in  solving  one  fatal  bombing  in  Baltimore. 

Question  2:  Because  an  explosion  destroys  nearly  all  evidence  of  a  bomb,  what  is 
the  potential  importance  of  any  type  of  identifier  to  explosives  investigators? 

Answer:  The  pilot  program  revealed  that  taggants  survive  explosions,  and  thus 
provide  a  clue  to  law  enforcement  that  can  be  correlated  to  the  explosives  production 
and  distribution  records.  The  quantity  that  survives  and  is  recovered  varies,  how- 
ever, ranging  in  amounts  from  a  few  to  hundreds.  The  survivability  of  the  taggant 
appears  to  be  a  function  of  the  type  of  explosive  involved,  the  type  of  container  used 
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(e.g.,  a  pipe  bomb),  the  degree  of  post-detonation  fire,  the  resultant  washdown  by 
the  fire  department,  and  other  similar  ocoirrences.  The  recoverability  of  the  ta^ant 
appears  to  be  a  fiinction  of  the  specific  incident  conditions  (e.g.,  weather,  type  oitar- 
get,  firefighting  activities),  as  well  as  the  training  and  care  of  the  field  and  labora- 
tory investigators.  In  its  assessment  of  the  pilot  program,  the  Office  of  Technical  As- 
sessment (OTA)  stipulated  that  a  trained  team  could  probably  recover  debris  from 
which  a  laboratory  can  separate  taggants  under  most  incident  conditions.  The  OTA 
also  concluded  that  with  mrther  testing  and  technical  development,  the  identifica- 
tion taggants  would  facilitate  the  investigation  of  almost  all  significant  criminal 
bombings  in  which  commercial  explosives  were  used. 

Question  3:  In  cases  without  a  clear  motive  or  a  likely  perpetrator — the  situation 
investigators  may  face  in  terrorist  attacks — could  taggants  be  a  valuable  investiga- 
tive tool? 

Answer:  If  the  terrorist's  choice  of  emlosive  were  commercial  cap-sensitive  explo- 
sives, taggants  would  provide  a  valuable,  timely  investigative  tool.  Through  the  re- 
covery, decoding,  and  tracing  of  the  identification  taggants,  the  investigator  could 
determine  the  plant  of  manufacture;  the  date  and  shift  of  manufacture;  the  name 
and  grade  of  the  explosive  material;  the  size  of  the  explosive  package;  the  particular 
20,000-pound  lot  of  production  of  the  explosive  material,  and  through  the  use  of 
records  required  under  18  U.S.C.  chapter  40,  the  name  and  address  of  the  distribu- 
tors and  final  legal  users  of  the  explosive  material. 

Question  4:  Of  the  4  billion  pounds  of  explosives  used  every  year,  are  there  par- 
ticular categories  of  explosives  that  might  be  of  highest  priority  for  the  use  of 
taggants? 

Answer:  The  commercial,  cap-sensitive  packaged  explosives  would  be  of  the  high- 
est priority  for  the  use  of  taggants.  These  explosives  represent  about  5  percent  of 
the  annual  explosives  production.  The  balance  of  the  explosives  produced  are  blast- 
ing agents  such  as  ANFO,  which  can  only  be  initiated  through  the  use  of  a  cap- 
sensitive  explosive. 

Question  5:  Since  taggants  are  microscopic,  how  many  would  be  in  a  given  quan- 
tity of  explosives? 

Answer:  There  would  be  6,000  to  7,000  particles  per  pound  of  emlosives.  This  is 
based  on  the  particle  size  and  concentration  level  used  in  the  ATF  pilot  test  pro- 
gram, which  was  .05  percent  by  weight. 

Question  6:  How  difficult  is  it  to  remove  a  microscopic  taggant? 

Answer:  It  woiild  be  nearly  impossible  to  remove  all  the  taggants  in  the  most  com- 
mon forms  of  dynamite,  emulsions,  and  water  gels  without  destroying  the  density 
of  the  explosives.  The  density,  or  geometric  configuration  and  quantity  of  the  explo- 
sive, is  critical  to  determining  the  ability  of  the  explosive  to  explode.  If  not  of  a  spe- 
cific configuration  and  quantity,  the  explosive  will  not  function  properly.  Take,  for 
example,  emulsions.  Taggants  added  to  this  jelled  substance  would  have  to  be  re- 
moved by  tweezers,  and  in  doing  so,  pieces  of  the  explosive  would  be  removed  along 
with  them.  Hence,  the  density  of  the  explosive  would  be  destroyed. 

Question  7:  What  is  the  potential  danger  to  an  individual  of  making  their  own 
explosive? 

Answer:  Explosives  are  at  their  most  sensitive  during  the  manufacturing  process, 
especially  homemade  mixes.  This  is  the  point  when  most  accidental  explosions 
occur,  where  the  raw  chemicals  are  exposed  to  excessive  heat,  shock,  and  friction. 
If  not  strictly  controlled,  as  in  a  plant  environment,  the  reaction  rate  of  the  chemi- 
cals during  this  process  can  cause  them  to  explode. 

Question  8:  What  is  the  cost,  per  pound,  of  the  various  explosives  in  which 
taggants  could  be  used? 

Answer:  Taggants  can  be  used  in  dynamite,  water  gels/  slurries,  emulsions,  and 
cast  boosters.  As  quoted  to  ATF,  their  costs  per  pound  are  $1.42,  $1.47,  $1.45,  and 
$7.41,  respectively,  although  the  latter  cost  varies  depending  on  the  size. 

Question  9:  Would  adding  taggants  produce  a  significant  increase  in  cost? 

Answer:  If  only  cap-sensitive  packaged  explosives  were  required  to  be  tagged, 
there  would  be  less  than  a  10-percent  increase  in  the  retail  cost  of  the  explosives. 
The  bulk  of  the  4  billion  pounds  of  explosives  manufactured  in  the  United  States 
are  classified  as  blasting  agents  and  at  the  current  rate  of  technology,  are  imprac- 
tical to  tag  because  of  the  mass  quantities  produced.  If  blasting  agents  were  tagged, 
however,  there  would  be  a  30-percent  increase  in  the  retail  cost. 

TAGGANT  SAFETY 

Question  1:  In  testimony  previously  before  the  committee,  the  ATF  stated  that 
taggants  can  be  safely  used  in  the  most  dangerous  explosives — such  as  dynamite 
and  black  powder.  Is  this  still  the  belief  of  the  ATF? 
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Answer:  Yes.  This  belief  is  based  on  the  tests  conducted  in  the  pilot  program, 
which  showed  no  incompatibilities  with  dynamites,  gels,  slurries,  emulsions,  or 
black  powder.  A  definitive  statement  cannot  be  made  without  further  testing,  how- 
ever. The  tests  also  indicated  that  the  performance  of  the  explosive  materials  was 
not  significantly  affected  by  the  addition  of  small  amounts  of  taggant  materials,  al- 
though further  testing  would  be  required. 

SWISS  EXPERIENCE 

Question  1:  Switzerland  currently  has  a  program  that  reqxiires  the  use  of  taggants 
in  commercial  explosives.  What  are  the  results  of  the  Swiss  taggant  program? 

Answer:  The  use  of  taggants  in  all  explosives  produced  in  or  imported  into  Swit- 
zerland has  been  mandated  by  law  since  1981.  The  taggants  used  are  like  those  pro- 
duced by  3M.  Although  ATF  has  been  prohibited  from  any  involvement  in  taggant 
research,  we  have  learned  that  the  Federal  Police  in  Zurich  regularly  recover 
taggants  in  explosives  residue  found  at  bombing  scenes.  We  were  fijrther  informed 
that  it  was  harder  for  police  to  recover  taggants  at  a  scene  where  a  small  amount 
of  explosives  had  been  used  (e.g.,  20  t  30  grams),  but  that  normally  a  few  are  recov- 
ered. It  is  the  consensus  of  law  enforcement  in  Switzerland  that  taggants  are  an 
important  piece  of  the  puzzle  when  investigating  explosives  incidents. 


Responses  to  Questions  Submitted  by  Senator  Hatch 

Question  1:  Has  the  BATE  ever  been  involved  in  litigation  arising  out  of  an  explo- 
sion at  a  plant  alleged  to  be  using  taggants?  Could  you  please  provide  the  Commit- 
tee with  a  summary  of  any  such  case  and  the  terms  of  any  resolution? 

Answer:  Our  Office  of  Chief  Counsel  has  no  record  of  ATF  being  involved  in  such 
litigation.  However,  the  facts  as  we  know  them  are  that  a  suit  was  filed  alleging 
that  taggants  caused  an  explosion  in  a  Goex  explosives  plant  in  Camden,  Arkansas. 
However,  it  was  established  that  no  taggants  or  tagged  explosives  were  ever  shipped 
to  the  Arkansas  plant.  The  suit  was  eventually  withdrawn. 

Question  2:  Have  any  of  the  contractors  BATF  used  for  its  research  into  the  use 
of  taggants  during  the  1980s  found  taggants  to  be  unsafe  and/or  of  little  value  to 
law  enforcement?  If  so,  could  you  please  provide  the  Committee  with  a  copy  of  the 
test  results? 

Answer:  The  tests  conducted  for  ATF  by  the  Aerospace  Corporation  indicated  that 
the  3M  identification  taggant  was  compatible  with  dynamites,  gels,  slurries,  emul- 
sions, and  black  powder,  and  that  the  addition  of  taggants  to  explosive  materials 
would  not  degrade  their  performance.  The  OTA  study  of  these  tests  revealed  that 
with  further  analysis  and  development,  the  taggants  could  have  significant  law  en- 
forcement utility. 

Question  3:  During  the  course  of  the  recent  hearing,  most  witnesses  agreed  that 
further  research  into  the  safety  and  effectiveness  of  taggants  may  prove  worthwhile. 
Would  the  BATF  support  sucn  research  being  done  by  a  major  university  with  re- 
search experience  in  the  area  of  explosives? 

Answer:  The  12-year  lapse  in  research  on  taggants  has  left  us  with  dated  informa- 
tion. ATF  would  strongly  support  an  independent  effort  by  qualified  researchers  to 
reassess  the  safety,  technical  efficacy,  and  utility  of  taggants. 


Responses  to  Questions  Submitted  by  Senator  Thurmond 

Question  1:  Much  of  the  technology  used  for  taggants,  as  well  as  the  testing  and 
analysis  of  taggants,  seems  to  be  somewhat  dated.  Are  there  any  new  products  or 
processes  being  developed  which  would  address  the  technical  concerns  about  the 
safety  and  effectiveness  of  taggants? 

Answer:  For  the  past  12  years,  ATF  has  been  prohibited  fi-om  conducting  any 
taggant  research.  Although  the  information  available  is  dated,  we  are  unaware  of 
any  advances  that  have  been  made  since  the  1980s  which  would  address  the  pre- 
vious concerns  about  taggant  safety  and  effectiveness. 

Question  2:  Would  requiring  the  use  of  taggants  in  plastic  explosives  and  sheet 
explosives  be  sufficient  to  address  the  most  serious  risks  of  terrorists  using  explo- 
sives? 

Answer:  The  use  of  the  identification  and  detection  taggants  in  sheet  and  plastic 
explosives  would  prove  an  effective  deterrent  to  the  risks  posed  by  terrorists.  Al- 
though neither  taggant  is  currently  in  use,  a  marking  agent  to  facilitate  the  detec- 
tion of  plastic  explosives  is  pending  approval  by  the  international  community.  And 
if  technology  could  be  updated  to  provide  a  good  rate  of  survivability  for  identifica- 
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tion  taggants  in  these  explosives  and  if  the  requirement  for  tagging  could  be  part 
of  the  international  accord,  it  would  address  the  small  bombs  most  often  used  on 


aircraft. 


DEPARTMENT  Of  THE  TREASURY  ■  BUREAU  OF  ALCOHOL.  TOBACCO  AND  FIREARMS 

EXPLOSIVES  TRANSACTION  RECORD 
(NONLICENSEE  OR  NONPERMITTEE) 

Pto3ie  detach  this  notice  belore  filing  ATF  F  S400  ^ 

PRIVACY  ACT  INFORMATION 
The  following  inlofmation  Is  providod  pursuant  to  Sacbon  3  ol  tfw  Piivacy  Acl  ol  1974  (5  U  S  C  Section  S52a(e)(3)) 

1  AUTHORITY.  Soliatatlonolthismtomalionismadeputsuanllo  18  use   Seclion  84Z    Disdoste  ol  this  intoimatior  is  mandalory 

2  PURPOSE.  To  enable  ATF  lo  idenlify  Iho  puichasei  and  his  place  ol  lesidence.  and  lo  deleimine  his  eligibility  lo  puichase  explosives 

3  ROUTINE  USES.  Tne  Infotmalion  will  be  used  by  ATF  to  make  deteminalions  set  loith  in  paiagiaph  2    In  addition,  the  inloimatjon  may  bo  disclosed  lo  other 
Fsdeial.  Stale,  lofeiyi  and  local  law  enlorcemenl  and  legulatory  agency  peisonnel  to  verity  inlormaljon  on  the  lorm  and  lo  aid  in  the  perlormance  ol  then 
duties  with  respect  lo  the  regulations  ol  explosives,  unless  such  disclosed  lo  the  Justice  Depailmenl  il  it  appea/s  thai  the  furnishing  ol  lalse  inlormabon  may 
cooslitule  a  violatKXi  ol  Federal  law    Finally  Ihe  inlormalion  may  be  disclosed  to  members  ol  Ihe  public  in  order  to  verify  the  inlormaDOf  on  the  lomi  where 
such  rtsdosure  is  nol  prohibited  by  law 

4  EFFECTS  OF  NOT  SUPPLYING  INFORMATION  REQUESTED.   Failure  lo  supply  complete  infotmalion  will  piecluda  effeclualioo  ol  the  transaction 

TT»  loNowmg  intorinalion  is  provided  pursuant  to  Section  7(b)  ol  the  Piivacy  Act  ol  1974 

Disdosuie  ol  the  IndrviduaTs  soaaJ  security  number  is  rnandatory    Under  18  U  S  C  Section  842(0.  ATF  has  auBiority  lo  solial  an  indivHJuars  social  sacutily 
numbei    The  number  may  be  used  lo  verify  the  individual's  Identity 

PAPERWORK  REDUCTION  ACT  NOTICE 

This  request  is  in  aocordar\ca  with  Section  3S07.  Public  Uw  96-51  I.December  11.  1980    The  purpose  olOiis  mlotmalion  collection  is  lo  determine  whetJw  Ihe 
person  receiving  explosives  is  eligible  lo  do  so  under  lederal  law    The  inlormalion  is  subject  lo  inspeclion  by  ATF  olfiaals    This  information  lequesi  is  mandatory 
by  statute    (18  U  S  C  Sections  842  843) 

The  eslimatod  average  buiden  associated  with  this  collection  's  20  minutes  per  respondent  'H  recordkeepei.  depending  on  individual  aicumitances    Comments 
concerning  Ihe  accuracy  ol  this  burden  estimate  and  suggestions  lor  reducing  this  burden  should  be  addressed  lo  Reports  Managemenl  Ollicer  Inlormalion 
Programs  Branch.  Bureau  ol  Akxihol  Tobacco  and  Firearms  Washington  DC  20226  and  Ihe  Officer  ol  Managemenl  and  Budget  Papen«oili  Reduction  Piofecl 
(1512-0164),  Washington  DC  20503 

SPECIAL  NOTICE  TO  PURCHASERS  OF  EXPLOSIVES 

NO  PERSON  SHALL  STORE  ANY  EXPLOSIVES  IN  A  MANNER  NOT  IN  CONFORMITY  WITH  FEDERAL  REGULA- 
TIONS. (SECTION  342  OF  18  U.S.C.  CHAPTER  40,  PART  55).  CHECK  YOUR  LOCAL  TELEPHONE  DIRECTORY  FOR 
YOUR  NEAREST  ATF  OFFICE  OR  CALL  202-927-8310  FOR  INFORMATION. 

ALL  PERSONS  WILL  PROMPTLY  REPORT  TO  THE  BUREAU  OF  ALCOHOL,  TOBACCO  AND  FIREARMS,  AND 
LOCAL  AUTHORITIES,  ANY  LOSS  OR  THEFT  OF  THEIR  EXPLOSIVES.  THE  TOLL  FREE  REPORTING  NUMBER  IS 
1-800-800-3855.  FROM  ALASKA,  GUAM,  HAWAII,  PUERTO  RICO.  AND  THE  VIRGIN  ISLANDS  CALL  COLLECT 
202-927-7777. 
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The  Chairman.  Our  next  panel  is  made  up  of  a  group  of  experts 
and  industry  people,  outside  witnesses: 

First,  Mr.  Frederick  Smith,  Jr.  Mr.  Smith  is  president  of  the  In- 
stitute of  Makers  of  Explosives,  which  is  a  safety  association  of  the 
commercial  explosives  industry  in  the  United  States  and  Canada. 
Accompanjdng  Mr.  Smith  is  Mr.  Don  Wangaman  from  my  home 
State  of  Delaware.  Mr.  Wangaman  is  president  of  ICI  Explosives 
USA. 

Then,  Mr.  Charles  C.  Gardner.  Mr.  Gardner  is  the  director  of 
safety  and  loss  prevention  for  Hercules,  Inc.,  at  the  Radford  Army 
Ammunition  Plant.  For  23  of  his  33  years  at  Hercules,  he  has 
worked  in  the  smokeless  propellant,  explosive,  and  rocket  manufac- 
turing field.  He  is  here  representing  the  Sporting  Arms  and  Ammu- 
nition Manufacturers'  Institute. 

And  last,  Mr.  Joseph  Cliff  Lund.  Cliff  Lund  is  president  of  the 
International  Association  of  Bomb  Technicians  and  Investigators, 
which  represents  over  3,500  bomb  disposal  technicians  in  56  coun- 
tries, including  nearly  2,000  State  and  local  law  enforcement  bomb 
technicians.  >^ile  currently  working  for  the  Bureau  of  Alcohol,  To- 
bacco and  Firearms,  Mr.  Lund  is  a  24-year  veteran  of  the  Balti- 
more, MD,  county  police  department. 

And  also  another  member,  I  believe,  accompanying  Mr.  Gardner 
is  Mr.  Don  Burton  of  the  Hercules  Corp. 

I  welcome  all  of  you,  and  I  would  invite  you  in  the  order  that  you 
have  been  called,  Mr.  Smith,  Mr.  Gardner,  Mr.  Lund,  to  proceed 
with  your  statements.  I  appreciate  your  taking  the  time  to  be  here. 

PANEL  CONSISTING  OF  FREDERICK  SMITH,  JR.,  PRESIDENT, 
INSTITUTE  OF  MAKERS  OF  EXPLOSIVES,  WASfflNGTON,  DC; 
C.C.  (CHUCK)  GARDNER,  SPORTING  ARMS  AND  AMMUNITION 
MANUFACTURERS'  INSTITUTE,  INC.,  NEW  YORK,  NY;  AND  JO- 
SEPH C.  LUND,  SR.,  INTERNATIONAL  DIRECTOR,  INTER- 
NATIONAL ASSOCIATION  OF  BOMB  TECHNICIANS  AND  IN- 
VESTIGATORS, COLORADO  SPRINGS,  CO 

STATEMENT  OF  FREDERICK  SMITH,  JR. 

Mr.  Smith.  Thank  you,  Mr.  Chairman,  Senator.  For  the  past  13 
years,  I  have  been  the  chief  administrative  officer  of  the  Institute 
of  Makers  of  Explosives,  or  IME.  Prior  to  that,  I  served  24  years 
as  a  special  agent  with  the  FBI.  Most  of  that  career  was  devoted 
to  bombing  matters  within  the  FBI's  jurisdiction. 

As  the  chairman  has  indicated,  Mr.  David  Gleason,  president  of 
Austin  Powder  Co.,  headquartered  in  Cleveland,  OH,  and  Mr.  Don- 
ald Wangaman,  president  of  ICI  Explosives  USA,  headquartered  in 
Dallas,  TX,  are  with  me  today.  Following  my  oral  comments,  we 
shall  be  happy  to  respond  to  any  questions  the  committee  may 

have. 

IME  appreciates  this  opportunity  to  participate  in  this  commit- 
tee's review  of  the  regulations  addressing  the  control  of  explosives 
and  particularly  the  use  of  taggants  in  explosives.  IME  is  an  80- 
year-old  safety  association  of  companies  which  produce  about  90 
percent  of  the  4  billion  pounds  of  commercial  explosives  consumed 
annually  in  the  United  States  in  connection  with  mining,  quarry- 
ing, construction,  demolition,  natural  resource  exploration. 
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The  Chairman.  That  is  4  billion  as  in  B? 

Mr.  Smith.  Yes,  sir. 

The  primary  concern  of  IME  is  the  safety  and  protection  of  em- 
ployees, users,  the  public,  and  the  environment  in  the  manufacture, 
transportation,  storage,  handling,  use,  and  disposal  of  commercial 
explosives. 

Our  industry  is  heavily  regulated,  and  at  the  Federal  level,  we 
work  cooperatively  with  agencies  such  as  the  Bureau  of  Alcohol, 
Tobacco  and  Firearms,  Department  of  Transportation,  Occupational 
and  Safety  and  Health  Administration,  and  the  Mine  Safety  and 
Health  Administration  to  ensure  the  safety  and  health  of  manufac- 
turers, users,  and  the  public  as  our  products  are  put  to  beneficial 
and  productive  uses. 

IME  supports  the  current  efforts  of  the  Federal  Aviation  Admin- 
istration to  develop  detection  equipment,  and  we  have  been  work- 
ing with  FAA  in  that  regard  for  a  number  of  years.  We  also  support 
the  worldwide  effort  to  place  a  detection  material  in  military  and 
commercial  plastic  and  sheet  explosives,  products  widely  used  by 
terrorists.  We  support  the 

The  Chairman.  Will  you  state  that  again? 

Mr.  Smith.  Yes,  sir.  We  support  the  worldwide  effort  that  is 
aimed  at  putting  a  detection  material  in  military  and  commercial 
plastic  and  sheet  explosives. 

The  Chairman.  That  is  different  than  a  taggant? 

Mr.  Smith.  It  is  a  detection  taggant;  yes,  sir. 

The  Chairman.  It  is  to  detect  it  before  it  explodes  as  opposed  to 
after. 

Mr.  Smith.  That  is  correct,  sir. 

The  Chairman.  Thank  you. 

Mr.  Smith.  We  support  a  national  licensing  program  which 
would  require  that  every  individual  must  possess  a  Federal  license 
before  he  or  she  can  purchase  or  possess  commercial  explosives. 
This  is  badly  needed,  in  our  opinion,  to  close  a  gap  in  intrastate 
sales. 

We  strongly  oppose  placing  identification  taggants  in  commercial 
explosives  and  expansion  of  the  above  detection  program  beyond 
military  and  commercial  plastic  and  sheet  explosives.  This  is  not 
a  so-called  knee-jerk  reaction  because  of  the  inconveniences  that 
could  be  encountered  in  the  manufacturing  process.  Our  opposition 
is  grounded  in  a  fundamental  issue  of  safety  of  employees  and 
users  arising  because  of  the  injection  of  a  foreign  substance  into  ex- 
plosives formulations. 

The  manufacture  and  use  of  explosives  requires  100-percent  safe- 
ty 100  percent  of  the  time,  and  the  introduction  of  a  foreign  sub- 
stance such  as  taggants  in  explosives  formulations  produces  uncer- 
tainty and  raises  serious  questions  of  performance  and  safety. 

When  this  matter  was  considered  by  Congress  more  than  a  dec- 
ade ago,  the  Office  of  Technology  Assessment  produced  an  impor- 
tant document  on  taggants  in  explosives.  Among  its  important  find- 
ings was  a  statement  to  the  effect  that  preliminary  safety  testing 
has  been  conducted  on  only  a  portion  of  the  materials  to  which 
identification  taggants  could  be  added.  The  report  went  on  to  talk 
about  evidence  that  had  been  found  of  reactivity  between  the 
taggant  and  two  types  of  explosives  and  concluded  with  a  sentence: 
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As  a  result  of  this  uncertainty,  not  even  preliminary  indications  of  saifety  are  pos- 
sible at  this  time,  much  less  the  demonstrations  necessary  before  a  tagging  proposal 
could  be  safely  implemented. 

In  this  connection,  we  find  it  very  interesting  that  the  manufac- 
turers of  taggants — and  they  are  very  few  in  number — employ  very 
broad  waivers  of  liability. 

An  identification  tagging  program  can  be  easily  circumvented. 
How?  One,  by  stealing  the  explosive;  two,  by  using  military  explo- 
sives; three,  by  using  improvised  or  homemade  explosives  that  can 
be  easily  manufactured  from  unregulated  materials;  and  then,  last, 
removing  the  taggants  from  those  formulations  where  this  is  pos- 
sible. 

Additionally,  complex  product  liability  issues  are  created,  and  se- 
rious restraint  of  trade  questions  arise,  and  the  cost  of  the  program 
is  shocking.  Explosives  costs  would  more  than  double,  and  my  com- 
panions here  are  prepared  to  speak  to  that. 

We  completely  understand  this  committee's  concern  over  the  is- 
sues related  to  terrorism.  The  tragic  bombing  of  the  World  Trade 
Center  brings  the  problem  into  focus.  The  explosives  used  in  the 
World  Trade  Center  was  urea  nitrate,  a  homemade  or  improvised 
explosive,  manufactured  using  chemicals  widely  available  from  un- 
regulated sources.  IME  has  no  information  that  commercial  explo- 
sives were  involved. 

We  stand  ready  to  work  with  this  committee,  legislative  bodies, 
law  enforcement  and  regulatory  agencies,  to  develop  feasible  means 
of  detection,  to  require  strict  licensing,  and  to  pursue  all  avenues 
that  will  not  impinge  upon  the  safety  of  our  employees,  users,  and 
the  public. 

Thank  you. 

[The  prepared  statement  of  Mr.  Smith  follows:] 

Prepared  Statement  of  Frederick  Smith,  Jr.,  on  Behalf  of  the  Institute  of 

Makers  of  Explosives 

Outline  of  Statement 

I.  Introduction  to  the  Institute  of  Makers  of  Explosives 

II.  Description  of  Commercial  Explosives  Industry 

III.  Bombing  of  The  World  Trade  Center,  New  York  City 

IV.  Recommended  Alternatives  to  Identification  Tagging  of  Explosives 
V.  Explosives  Tagging  Legislation 

VI.  Reasons  for  IME's  Opposition  to  Identification  Tagging 

VII.  Detection  Tagging 

VIII.  Tagging  in  Switzerland 

DC.  Summary 


The  Institute  of  Makers  of  Explosives  (IME)  is  pleased  to  respond  to  the  Senate 
Judiciary  Committee's  request  to  review  the  regulation  and  control  of  explosives  and 
to  discuss  the  use  of  taggants  in  commercial  explosives. 

IME  has  several  recommendations  to  strengthen  this  nation's  activities  against 
terrorists  and  we  appreciate  the  opportunity  to  detail  our  concerns  regarding  the 
use  of  identification  taggants  in  commercial  explosives. 

I.  introduction  to  institute  of  makers  of  explosives 

The  Institute  of  Makers  of  Explosives  (IME)  is  the  safety  association  of  the  com- 
mercial explosives  industry  in  the  United  States  and  Canada.  IME  was  founded  in 
1913  to  provide  technicsdly  accurate  information  and  recommendations  concerning 
explosive  materials  and  to  serve  as  a  source  of  reliable  data  about  their  use. 
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The  primary  concern  of  IME  is  the  safety  and  protection  of  employees,  users,  the 
public  and  the  environment  in  the  manufacture,  transportation,  storage,  handling, 
use  and  disposal  of  explosive  materials  used  in  blasting  and  other  essential  oper- 
ations. 

The  member  companies  of  IME  and  their  60-odd  subsidiaries  and  affiliates 
produce  about  90  percent  of  the  commercied  explosives  consumed  annually  in  the 
United  States — 4.1  billion  pounds  in  1991 — in  connection  with  quarrying,  mining, 
construction,  demolition,  and  oil  and  gas  exploration. 

IME  has  a  long  record  of  promoting  safety  in  the  manufact\ire,  transportation, 
storage,  handling  and  use  of  the  explosive  products  manufactured  by  its  members. 
It  has  an  equailly  long  record  of  cooperating  with  federal,  state  and  local  law  enforce- 
ment and  regulatory  agencies.  We  are  justly  proud  that  our  industry's  recommenda- 
tions are  today  embedded  in  the  regulations  of  federal  agencies  such  as  the  Bureau 
of  Alcohol,  Tobacco  and  Firearms  (BATF),  the  Department  of  Transportation  (DOT), 
the  Office  of  Surface  Mining  (OSM),  the  Mine  Safety  and  Health  Administration 
(MSHA),  and  the  Occupational  Safety  and  Health  A<ininistration  (OSHA),  as  well 
as  the  regulations  of  over  thirty  states. 

As  manufacturers  of  explosive  materials,  we  have  a  special  interest  in  doing  ev- 
erything possible  to  prevent  the  misuse  of  our  products.  0\ir  industry  is  totally  com- 
mitted to  programs,  such  as  the  safe  storage  of  explosives  and  expanded  licensing 
of  purchasers,  that  will  assist  in  keeping  explosives  from  the  hands  of  criminals  and 
terrorists.  We  are  also  committed  to  working  with  government  bodies  in  developing 
new  technologies  to  safeguard  the  public. 

II.  DESCRIPTION  OF  COMMERCIAL  EXPLOSIVES  INDUSTRY  AND  REGULATIONS 

CONTROLLING  ITS  ACTIVITIES 

A  brief  description  of  the  commercial  explosives  industry  is  appropriate.  Members 
of  the  commercial  explosives  industry  are  involved  in  the  manufacture,  distribution 
and  use  of  a  wide  variety  of  explosives  products.  The  manufactured  explosive  mate- 
rials are  shipped  to  agents  and  distributors  who,  in  turn,  sell  these  products  to  the 
end  users.  Commerce  in  explosive  materials  is  carried  out  within  an  aggressive, 
long-standing  regulatory  scheme  enacted  by  Congress  and  administered  by,  among 
other  regulatory  agencies,  BATF.  BATF  requires  all  participants  in  the  interstate 
commerce  of  explosives  to  have  a  license  or  permit  to  manufacture,  sell,  distribute, 
store,  use  or  otherwise  handle  explosive  materials.  Currently,  about  10,000  individ- 
uals and  firms  possess  licenses  or  permits  issued  by  BATF  for  these  purposes.  Man- 
ufacturers of  commercial  explosives  represent  approximately  10  percent  of  this  total 
and  distributors,  importers,  and  consumers  engaged  in  the  sale,  distribution,  stor- 
age, and  use  of  explosive  materials  make  up  the  remaining  90  percent. 

In  addition,  DOT  tightly  controls  the  transportation  of  all  explosive  materieds.  The 
OSHA  regulates  the  safety  and  health  of  employees  engaged  in  manufactvuing  and 
storage  of  explosives.  MSHA  and  OSM  govern  the  use  of  explosives  in  mining  activi- 
ties and  the  Environmental  Protection  Agency  (EPA)  controls  all  environmental  as- 
pects of  commercial  explosives  and  their  use. 

Commercial  explosives  are  used  in  a  diverse  group  of  industries  with  operations 
of  varying  sizes.  Generally,  the  4  billion  pounds  of  commercial  explosives  produced 
in  the  United  States  can  be  broadly  divided  into  the  following  industrial  use  cat- 
egories: 

•  About  65  percent  of  all  the  total  annual  tonnage  of  commercial  explosives  is 
used  in  coal  mining,  both  open  pit  and  underground.  The  coal  mining  users  of 
commercial  explosives  range  from  large  publicly-owned  corporations  to  small  J 
independent  operations.  Explosive  materials  are  used  primarily  for  blasting  the  " 
coal  overburden  to  allow  access  to  the  coal  seam.  With  the  use  of  commercial 
explosives,  the  coal  industry  produced  approximately  1  billion  tons  of  coal  in 
1992. 

•  Approximately  15  percent  of  explosive  materials  are  used  annually  in  quarrying 
and  nonmetal  mining. 

•  Approximately  10  percent  of  explosive  materials  are  used  annually  in  metal 
mining. 

•  Approximately  7  percent  of  explosive  materials  are  used  annually  by  the  con- 
struction industry  for  buildings,  roads,  and  pipelines. 

•  The  remaining  3  percent  of  commercial  explosives  are  used  in  a  variety  of  ways 
including  oil  and  gas  exploration,  agricultural  uses  (e.g.  clearing  land,  removal 
of  stumps,  and  dislodging  of  boulders),  and  specialty  functions  such  as  fusing 
metals  together. 
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Commercial  explosives  include  a  wide  variety  of  explosive  products  that  are  put 
to  many  industrial,  agricultural  and  residential  uses  affecting  a  broad  cross  section 
of  individuals  in  this  country.  Several  thousand  different  products/formulations  are 
offered  to  the  users  of  explosives.  Because  commercial  explosives  are  used  in  con- 
struction, mining,  oil  exploration,  and  agriculture,  the  impact  of  any  regulatory  pro- 
gram on  the  industry  can  affect  the  costs  of  housing,  fuel,  energy,  food,  and  a  myr- 
iad of  other  products  and  services  that  are  dependent  on  the  use  of  conmiercial  ex- 
plosives. 

A  preponderance  of  all  commercial  explosives  are  ammonium  nitrate  based.  Any- 
one, including  terrorists,  can  formulate  an  explosive  compound  by  mixing  ammo- 
nium nitrate  and  fuel  oil.  These  ingredients  are  widely  available  on  a  world  wide 
basis. 

III.  BOMBING  OF  THE  WORLD  TRADE  CENTER,  NEW  YORK  CITY 

Members  of  Congress  are  understandably  influenced  by  the  tragic  bombing  of  the 
World  Trade  Center  in  New  York  City  on  February  26,  1993  which  resulted  in  six 
deaths,  over  a  1,000  injuries  and  property  damage/lost  revenue  that  is  still  being 
calculated. 

As  a  result  of  an  outstanding  law  enforcement  effort,  five  arrests  have  already 
been  made  and  information  is  now  available  about  the  bomb  that  was  not  known 
immediately  following  the  incident. 

The  explosive  used  in  the  World  Trade  Center  bombing  was  urea  nitrate,  a  home- 
made or  improvised  explosive.  The  explosive  was  made  using  chemicals  widely  avail- 
able from  unregulated  sources  such  as  chemical  supply  firms.  One  of  the  individuals 
arrested  is  a  chemical  engineer.  IME  has  no  information  to  suggest  that  commercial 
explosives  were  involved. 

IV.  RECOMMENDED  ALTERNATIVES  TO  IDENTIFICATION  TAGGING  OF  EXPLOSIVES 

1.  Development  of  explosives  detection  equipment 

One  alternative  to  tagging  that  would  be  completely  safe;  less  expensive  to  the 
consuming  public;  and  more  useful  than  tagging,  is  the  development  of  eqmpment 
to  detect  explosives  and  prevent  the  detonation  of  bombs.  Such  a  detection  system 
covild  detect  bombs  prior  to  detonation,  thus  saving  lives,  protecting  property,  and 
allowing  the  recovery  of  valuable  forensic  evidence  of  types  not  normally  available 
after  a  bomb  detonates. 

For  many  years,  IME  has  strongly  endorsed  the  development  of  detection  equip- 
ment because  such  a  system  would  not  involve  placing  unsafe  taggants  in  explosive 
formulations.  Since  1983,  IME  has  been  working  with  the  Federal  Aviation  Admin- 
istration (FAA),  the  lead  Federal  agency  in  the  development  of  detection  equipment, 
to  detect  the  presence  of  electric  detonators.  The  fact  that  this  project  is  still  ongo- 
ing attests  to  the  extreme  difficulty  in  placing  a  tagging  material  in  some  commer- 
c\b1  explosives  products  without  impacting  safety  or  performance.  Currently,  IME  is 
also  cooperating  with  the  government's  desire  to  place  a  detection  taggant  in  mili- 
tary and  commercial  plastic  and  sheet  explosives,  products  widely  used  by  terrorists. 
This  program  is  a  worldwide  effort  under  the  sponsorship  of  the  International  Civil 
Aviation  Organization  (ICAO).  The  FAA  along  with  the  Department  of  State  are  in- 
volved and  these  agencies  have  not  endorsed  expanding  the  use  of  the  detection  sub- 
stance to  all  commercial  explosives.  Costs  associated  with  detection  tagging  are  dis- 
cussed hereinafter. 

If  Congress  believes  that  the  bombing  problem  in  this  country  warrants  additional 
federeJ  involvement,  IME  recommends  for  consideration  the  following  alternatives: 

2.  National  licensing  program 

Under  a  national  Ucensing  program,  every  individual  must  have  a  federal  license 
to  purchase  or  possess  an  explosive  listed  by  BATF.  This  type  of  uniform  licensing 
will  strengthen  current  federal  regulations  and  close  existing  loopholes.  IME  stands 
ready  to  work  with  tiie  federal  government  on  this  matter. 

3.  Consolidate  bombing  jurisdiction 

At  present,  depending  upon  the  circumstances  of  a  bombing,  either  the  Federal 
Bureau  of  Investigation  (^FBI),  BATF  or  the  U.S.  Postal  Inspectors  may  have  federal 
jurisdiction.  This  fragmentation  results  in  less  than  a  maximixm  coordinated  federal 
effort — three  different  agencies,  three  different  sets  of  rules,  and  three  different  di- 
rectors. To  the  extent  that  it  is  necessary  for  the  federal  government  to  become  in- 
volved in  bombing  investigations,  the  responsibility  for  conducting  them  should  rest 
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with  one  agency.  This  would  permit  pooling  resources  and  manpower,  and  result  in 
a  streamlined  law  enforcement  effort. 

V.  EXPLOSIVES  TAGGING  LEGISLATION 

Legislation  has  again  been  introduced  in  Congress  which  wovild  require  that  ex- 

Elosives  manufactured,  transported,  distributed,  imported  into,  or  exported  from  the 
Tnited  States  contain  an  'identification  taggant"  and  a  "detective  (detection) 
taggant."  As  defined,  "identification  taggant"  means  an^  substance  added  to  an  ex- 
plosive material  during  the  manufactixre  of  the  material  that,  after  detonation,  is 
retrievable  and  permits  the  identification  of  the  manufacturer,  the  identity  of  the 
explosive  material,  and  the  date  of  manufacture.  H.R.  1262  and  H.R.  1301  requires 
that  the  taggant  must  also  provide  "such  other  information  as  the  Secretary 
may  require".  This  all-inclusive  reauirement  would  ^ve  the  Secretary  of  the 
Treasury  (authority  logically  delegatea  to  BATF)  authority  to  place  xinlimited  and 
ever-changing  additional  requirements  on  an  identification  taggant.  As  defined,  a 
"detective  taggant"  means  any  substance  which  is  added  to  an  explosive  material 
during  the  manufacture  of  the  material  and  permits  the  detection  of  the  material 
before  its  detonation. 

During  the  1970's,  BATF  was  advocating  an  identification  tagging  program  and 
selected  the  3M  Company  taggant  for  use  in  a  pilot  program.  The  3M  taggant  is 
a  hard,  microscopic  chip  made  by  shattering  laminated  plastic  sheets.  The  layers 
making  up  the  sheets  are  multicolored  and  oy  varying  the  color  combinations  dif- 
ferent 'codes"  can  be  created.  The  taggant  is  fluorescent  and  magnet  sensitive  and, 
therefore,  if  they  survive  the  detonation  atmosphere,  theoretically  could  be  recov- 
ered. The  "code"  could  be  used  to  identify  the  manufacturer,  the  date  of  production, 
and  lot  or  batch  of  explosive  material.  With  extensive  and  accurate  recordkeeping 
by  everyone  in  the  distribution  chain,  from  manufacturer  to  ultimate  user,  the 
taggant  could  identify  all  legitimate  purchasers  of  a  particular  explosives  lot. 

Because  of  our  desire  to  be  of  assistance  in  combating  the  illegal  use  of  explosives, 
several  member  companies  of  IME  participated  in  the  pilot  program  desired  by 
BATF.  Industry  cooperation  involved  placing  the  3M  taggant,  unoer  carefiilly  con- 
trolled conditions,  in  a  few  of  the  many  explosive  formulations  produced  daily  in  this 
country.  Our  participation  ceased  when  safety  problems  were  identified  by  the  man- 
ufacturers but  were  not  acknowledged  by  BATF  or  its  project  contractor.  The  Aero- 
space Corporation. 

During  the  96th  Congress,  the  tagging  issue  was  thoroughly  reviewed  by  the  Of- 
fice of  Technology  Assessment.  In  addition,  the  House  Public  Works  and  Transpor- 
tation Committee,  Aviation  Subcommittee,  and  the  Senate  Governmental  Affairs 
Committee  deleted  tagging  sections  of  two  pieces  of  legislation  under  consideration. 

In  October  1980,  the  House  Treasury,  Postal  Service  and  General  Government  Ap- 
propriations Subcommittee,  again  after  reviewing  all  pertinent  data,  voted  to  pro- 
hibit BATF  from  the  expenditure  of  any  additional  funds  toward  tagging  research, 
development  or  implementation. 

House  bills  relating  to  tagging,  H.R.  2781,  H.R.  4786  and  H.R.  4294,  were  also 
introduced  in  the  99th  Congress  and  again  no  legislation  requiring  tagging  was 
forthcoming. 

VI.  REASONS  FOR  IME'S  OPPOSITION  TO  IDENTIFICATION  TAGGING 

Explosives  manufacturers,  users  and  interested  organizations  such  as  IME  are  on 
record  in  opposing  an  identification  tagging  program.  IME  and  its  32  member  explo- 
sives manufacturing  companies  and  their  60-oad  subsidiaries  and  affiliates  oppose 
an  identification  tagging  program  because  it:  (1)  is  unsafe;  (2)  is  not  cost  effective; 
(3)  is  of  limited  value  to  law  enforcement;  (4)  would  restrain  trade;  and  (5)  would 
create  complex  product  liabihty  problems. 

The  so-called  3M  taggant,  currently  marketed  as  the  Microtaggant,  is  the  only 
identification  taggant  that  has  undergone  even  Umited  testing.  That  testing  proved 
it  is  not  safe  to  put  the  taggant  in  euI  explosive  formulations.  Tagging  proponents 
will  allege  that  our  safety  concerns  £ire  without  basis.  We  respond  to  this  unfounded 
accusation  by  pointing  out  that  some  member  companies  of  IME  have  over  100 
years  experience  in  producing  a  vast  range  of  explosives.  Not  only  has  this  experi- 
ence resulted  in  the  outstanding  safety  record  our  industry  enjoys,  but  it  makes  us 
uniquely  qualified  to  assess  safety  problems  connected  with  the  manufacture  of  a 
wide  variety  of  commercial  explosive  formulations. 

1.  Safety 

•  Contrary  to  statements  that  research  has  been  almost  completed,  only  Umited 
safety  testing  using  the  3M  taggant  was  done.  Only  four  IME  member  compa- 
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nies  took  part  in  the  pilot  program,  and  these  manufactvirers  did  not  place  the 
3M  taggant  in  all  formulations  of  the  produces)  they  tested. 

•  All  tagging  in  the  pilot  program  was  conducted  under  controlled  manufacturing 
conditions.  Taggants  have  never  been  placed  in  any  commercial  explosive  under 
normal  production  line  operations. 

•  Many  explosive  products  have  not  even  been  tested  on  a  limited,  controlled 
basis. 

•  During  the  pilot  program,  some  safety  problems  were  identified  and  it  is  not 
known  whetner  other  safety  problems  exist.  For  example,  on  July  25,  1979, 
there  was  an  explosion  in  GOEX's  cast  booster  plant  in  Camden,  Arkansas, 
which  GOEX  beheves  was  caused  by  3M  taggants.  GOEX  subsequently  filed 
suit  in  Federal  Court  against  The  Aerospace  Corporation  and  the  3M  Company. 
Prior  to  the  trial,  the  parties  reached  a  settlement  agreement  with  GOEx  re- 
solving the  dispute,  with  each  party  neither  admitting  or  denying  the  adverse 

Earties'  allegations, 
ong-term  production  compatibility  and  the  affects  on  stability  and  shelf  life 
testing  must  be  done  before  the  potential  hazards  of  adding  an  identification 
taggant  to  explosives  could  be  assessed.  This  work  has  not  been  done. 

According  to  the  report  Tagging  in  Explosives  issued  by  the  Office  of  Technology 
Assessment  in  April  1980,  it  was  stated  at  page  6; 

preliminary  safety  testing  has  been  conducted  on  only  a  portion  of  the  mate- 
rials to  which  identification  taggants  would  be  added  and  compatibility  testing 
has  barely  begun  with  detection  taggants.  Evidence  has  been  found  of  reactivity 
(using  high  taggant  concentrations  at  elevated  temperatures)  between  the  3M 
Taggant  and  one  type  of  smokeless  powder,  as  well  as  booster  material.  This 
reactivity  creates  a  presumption  of  incompatibility.  Until  this  presumed  incom- 
patibility is  resolvea,  taggants  cannot  be  safely  added  to  these  explosive  mate- 
rials *  *  *.  The  lack  of  data  on  long-term  effects  in  terms  of  safety,  stability 
and  performance,  especially  in  products  such  as  gels  and  slurries,  is  particularly 
important.  As  a  result  of  this  uncertainty,  not  even  preliminary  indications  of 
safety  are  possible  at  this  time,  much  less  the  demonstrations  necessary  before 
a  tagging  proposal  could  be  satfely  implemented. 

It  remains  a  fact  that  it  is  unwise  to  place  the  3M  taggant  in  explosives.  The  man- 
ufacture of  explosive  materials  requires  100  percent  safety  100  percent  of  the  time. 
The  fact  that  this  level  of  assurance  cannot  be  guaranteea  is,  in  and  of  itself,  reason 
to  shelve  the  program  because  it  raises  such  very  serious  safety  questions. 

Additionally,  H.R.  1262  and  H.R.  1301  propose  to  give  the  Secretary  of  the  Treas- 
ury the  authority  to  decide  whether  it  is  safe  to  place  taggants  in  a  particular  explo- 
sive material.  The  Secretary  will  logically  delegate  this  authority  to  BATF's  Direc- 
tor. We  submit  that  the  individuals  who  have  held  and  will  hold  these  public  offices 
are  not  experts  in  the  manufacture  of  commercial  explosives.  We  know  of  no  exper- 
tise within  the  Treasiiry  Department,  its  Bureaus',  or  other  federal  agencies  on  the 
subject  of  manufacturing  commercial  explosives  comparable  to  that  possessed  by  the 
member  companies  of  IME.  Further,  according  to  tne  Office  of  Technology  Assess- 
ment, "Given  the  active  involvement  of  BATF  in  the  development  of  taggants,  it 
may  be  inappropriate  for  the  implementation  decision  process  to  reside  in  the  Treas- 
ury Department."  IME  fully  supports  this  Office  of  Technology  Assessment's  opin- 
ion. 

IME  has  fuU  confidence  in  its  safety  position  and  cannot  bow  to  the  confficting 
opinions  of  individuals  or  a  government  agency  and  its  subcontractor  who  jointly  do 
not  have  the  experience  and  expertise  to  evaluate  the  safety  issue  involved. 

2.  Cost  effectiveness 

The  cost  of  an  identification  tagging  program  would  vary  enormously  depending 
on  the  scope  of  the  program  implemented  by  the  Secretary  of  the  Treasury  (BATF). 

There  are  numerous  identification  tagging  program  elements  which  must  be  con- 
sidered during  any  discussion  of  costs.  In  audition  to  the  reoccurring  cost  of  pur- 
chasing taggants,  taggant  reservation  fees,  and  the  related  issue  raised  by  the  prob- 
able monopoly  of  supply  by  one  company  of  the  identification  taggant,  attention 
must  be  given  to  costs  resulting  from  cnanges  in  the  manufacturing  process  (e.g.  ad- 
ditional clean-up  operations;  the  inability  to  rework  explosives;  reduced  productivity 
due  to  lost  time;  the  hiring  of  additionsu  employees);  recordkeeping  by  manufactur- 
ers, wholesalers,  distributors  and  retailers;  the  environmental  costs  associated  with 
the  inabiUty  to  rework  explosives  which  thus  become  hazardous  waste;  and  law  en- 
forcement and  government  costs  connected  with  the  administration  of  the  program. 

In  answering  the  question  who  bears  the  cost  of  a  tagging  program  the  Office  of 
Technology  Assessment  responded  in  part  at  page  128; 
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The  users  of  explosives  absorb  the  primary  impact  of  the  program,  assuming 
that  all  costs  associated  with  the  taggants  (material,  manufacturing  and  dis- 
tribution), are  passed  on  to  the  various  classes  of  users  examined  *  *  *  Public 
overhead  costs  of  administration  and  taggant  program  development  are  borne 
directly  by  the  taxpayer. 

IME  confirms  the  Office  of  Technology  Assessment's  assumption  that  all  manufac- 
turing costs  will  be  passed  on  to  consumers. 
Also,  according  to  the  Office  of  Technology  Assessment  report: 

A  final  cost  aspect  which  must  be  considered  is  the  economic  effect  of  a  tag- 
ging program  in  which  only  selected  explosives  are  required  to  be  tagged  *  * 
*  that  could  eliminate  certain  products  or  companies  from  the  marketplace,  per- 
haps resulting  in  significant  local  unemployment. 

During  the  pilot  program  mentioned  above,  BATF  proposed  a  taggant  concentra- 
tion of  0.05  percent  taggants,  by  weight,  per  pound  of  explosives  and  a  batch  size 
of  20,000  pounds.  IME  received  information  from  sources,  including  BATF  person- 
nel, that  BATE  would  want  to  increase  the  taggant  concentration  to  facilitate 
taggant  recovery  at  bombing  scenes  and  lower  the  batch  size  to  10,000  pounds  to 
facilitate  tracing  legitimate  users.  These  would  be  understandable  positions  for  an 
agency  with  both  regulatory  and  law  enforcement  authority  relative  to  explosives. 
There  was  apparently  no  realization  that  any  increase  in  tagging  concentration 
would  require  complete  retesting  relative  to  issues  such  as  safety  and  shelf  life. 

Some  12  years  ago,  estimates  for  the  annual  costs  of  an  identification  tagging  pro- 
gram ranged  from  a  low  of  $30  million  to  a  high  of  $700  million.  The  Office  of  Tech- 
nolo^  Assessment  estimates  were  from  $30  million  for  a  low-level  program  using 
a  unique  identification  taggant  for  each  year's  production  of  a  specific  product  to  a 
high  of  $268  million  for  a  nigh-level  program  m  which  a  unique  taggant  would  be 
used  for  each  10,000  pound  batch  of  explosives.  Using  a  taggant  price  provided  by 
3M,  IME  estimated  that  the  program  could  conceivably  cost  $700  million  annually 
in  a  program  where  all  explosives  would  be  tagged. 

IME  has  not  asked  its  members  to  conduct  current  cost  analyses  because  specific 
details  of  a  tagging  program  involving  both  an  identification  taggant  and  a  detection 
taggant  have  not  been  outlined.  Nevertheless,  the  cost  of  taggants  can  be  focused 
on  and  this  cost  alone  has  a  shocking  impact  on  the  cost  of  explosives  to  consumers. 

For  example,  using  current  data,  the  Microtaggant  in  a  0.05  percent  concentration 
would  increase  the  cost  of  explosives  by  9  cent  per  pound  and  the  use  of  DMNB 
powder  as  a  detection  taggant  would  increase  the  cost  of  explosives  at  least  38  cent 
per  pound.  The  significance  of  increasing  the  cost  of  commercial  explosives  at  least 
47  cent  per  pound  is  evident  when  the  current  costs  are  considered: 

•  Cost  of  bulk  ammonium  nitrate-fuel  oil  (ANFO)  blasting  agent  at  use  site — 
about  10  cent  per  pound. 

•  Cost  of  bagged  AXFO  blasting  agent  at  use  site — about  12  cent  per  pound. 

•  Cost  of  bulk  blend  blasting  agents  at  use  site — 20  cent  to  25  cent  per  pound. 

•  Cost  of  packaged  blend  blasting  agents  at  plant — 20  cent  to  27  cent  per  pound. 

•  Cost  of  Class  A  (UN  Division  1.1)  djTiamites,  emulsions,  water  gels  and  slurries 
at  plant — less  than  90  cent  per  pound. 

3.  Limited  value  to  law  enforcement 

It  has  been  stated  by  some  proponents  of  tagging  that  an  identification  tagging 
program  would  permit  tracing  a  particular  explosive  just  as  a  firearm  can  be  traced 
by  a  serial  number.  This  is  not  correct  and  individuals  making  such  a  statement 
are  misleading  Congress  and  the  public. 

A  batch  or  lot  of  explosives  can  consist  of  hundreds  or  even  thousands  of  explosive 
items.  For  example,  a  20,000  pound  batch  of  dynamite  packed  in  I-V4''  x  8"  car- 
tridges or  sticks,  a  popular  size,  would  be  packaged  in  approximately  40,000  car- 
tridges which  would  in  turn  be  packed  in  400  fift;y-pound  cases.  The  same  taggant 
woiud  be  in  each  of  the  40,000  cartridges.  Therefore,  if  the  identification  taggant 
survived  the  detonation  atmosphere,  its  recovery  would  not  identify  a  particular  car- 
tridge. The  recovery  would  simply  identify  all  the  legal  purchasers  of  the  dynamite 
comprising  the  entire  20,000  pound  batch  which  could  be  distributed  over  large  geo- 
graphic areas. 

Additionally,  a  20,000  pound  batch  of  explosive  used  exclusively  in  the  manufac- 
ture of  perforators  would  be  sufficient  to  load  over  412,000  units.  This  volume, 
which  would  be  shipped  worldwide,  represents  Vs  to  a  full  year's  production  for 
some  manufacturers  of  perforators. 

There  are  many  ways  to  circumvent  a  tagging  program,  and  a  bomber  with  only 
minimal  intelligence  would  be  able  to  do  so.  Terrorists  and  professional  criminals, 
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the  primary  targets  of  a  tagging  program,  are  precisely  the  groups  most  capable  of 
defeating  its  intent  by: 

•  Stealing  the  explosives, 

•  Purchasing  explosives  using  false  identification; 

•  Making  explosives  from  many  untagged,  unregulated  and  commonly  available 
materials  such  as  ammonivun  nitrate  fertilizer; 

•  Using  military  explosives  which  are  not  tagged; 

•  Removing  the  taggants,  which  with  the  3M  taggant  can  be  accomplished  with 
relative  ease  in  some  explosives  using  an  ultraviolet  light  and  a  simple  magnet. 

With  reference  to  the  theft  of  explosives,  IME  is  deeply  concerned  that  the  EPA 
in  currently  proposed  rulemaking  proceedings  involving  extra  hazardous  substances 
and  accidental  release  rules  for  toxic  chemicals,  calls  for  reports  from  explosives 
manufacturers  and  users  which  will  not  only  identify  but  pin-point  in  public  records 
the  location  of  all  explosive  storage  in  the  United  States.  This  is  nonsense,  raises 
serious  public  policy  issues  and  should  not  proceed  further  without  the  blessing  of 
law  enforcement  agencies. 

4.  Product  liability 

The  effect  of  product  liability  exposure  on  explosives  manufacturers,  taggant  man- 
ufacturers, and  the  federal  government  must  be  carefully  assessed,  and  Congress 
must  address  this  complex  issue. 

During  the  pilot  program,  the  3M  Company,  although  professing  that  their 
taggant  is  safe,  recognizes  the  liability  problem  by  stating  in  their  taggant  dis- 
claimer: 

3M  shall  not  be  liable  for  any  injury,  loss  or  damage,  direct  or  consequential, 
arising  out  of  the  use  or  the  inability  to  use  the  product.  Before  using,  user 
shall  determine  the  suitability  of  the  product  for  his  intended  use,  and  user  as- 
sumes all  risk  and  liability  whatsoever  in  connection  therewith. 

Although  the  3M  taggant  used  in  the  pilot  program  is  cvtrrently  manufactured, 
under  license  from  the  3M  Company,  by  Microtrace,  Inc.,  Minneapolis,  and  mar- 
keted as  the  "Microtaggant",  the  arm  continues  to  use  the  above  disclaimer. 

The  Office  of  Technology  Assessment  in  discussing  product  liability  complications 
made  the  following  statement  at  page  217; 

It  will  be  recalled  from  an  earlier  discussion  that  professional  users  and  han- 
dlers of  explosives  are  held  to  particularly  high  standards  of  care,  approaching 
strict  liability  in  some  jurisdictions.  The  addition  of  identification  taggants  could 
have  four  t3T)es  of  effects  on  their  exposure  to  liability.  First,  to  the  extent  that 
they  are  already  held  strictly  liable,  an  increased  incidence  of  accidental  explo- 
sions would  as  a  practical  matter  increase  their  strict  liability.  Second,  to  the 
extent  that  the  inclusion  of  taggants  were  to  require  special  care  in  handling, 
explosives  users  would  presumably  be  exposed  to  great  negligence-based  liabil- 
ity. Third,  the  inclusion  of  taggants  would  facilitate  tracing  explosives  detonated 
by  terrorists  (or  by  children,  into  whose  hands  the  explosives  came)  to  the 
sources,  opening  up  the  possibility  of  an  argument  of  inadequate  care  taken  to 
prevent  the  escape  of  such  dangerous  instrumentalities.  And  finally,  the  pres- 
ence of  taggants  might  provide  the  basis  for  users  of  explosives  to  escape  neg- 
ligence-based Liability  by  blaming  accidental  explosions  on  the  taggants,  and 
might  allow  explosives  users  to  succeed  in  indemaity  actions  against  explosives 
manufacturers. 

5.  Restraint  of  trade 

H.R.  1262  and  H.R.  1301  would  require  all  explosive  materials  imported  to  or  ex- 
ported from  the  United  States  to  contain  identification  and  detection  taggants.  Since 
Congress  has  no  authority  over  foreign  explosives  manufacturers  or  the  regvdations 
of  foreign  governments  as  pertaining  to  tne  manufacture  of  explosives,  we  wish  to 
alert  Congress  to  the  restraint  of  trade  problems  which  will  result  from  this  pro- 
posed requirement. 

IME  is  not  gilone  in  its  opposition  to  an  identification  tagging  program  on  grounds 
that  include  safety.  The  Federation  of  European  Explosives  Manufacturers  (FEEM) 
also  opposes  identification  tagging  on  the  same  grounds  as  IME. 

About  30  million  pounds  of  commercial  explosives  are  imported  into  the  United 
States  annually  and  at  least  20  million  pounds  are  exported.  If  commercial  explosive 
materials  that  did  not  contain  taggants  could  not  be  imported  to  or  exported  from 
the  United  States,  serious  problems  resulting  from  a  restraint  of  trade  would  result. 
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A  thorough  review  must  be  made  of  the  requirement  that  manufacturers  outside 
the  United  States  place  taggants  in  explosive  materials  they  manufacture  for  export 
to  the  United  States. 

VII.  DETECTION  TAGGING 

The  only  detection  taggant  that  has  undergone  any  meaningful  research  with  in- 
dustry participation  is  2,3-Dimethyl-2,3-nitrobutane  (DMNB),  a  powdery  material. 
Activities  to  date  relating  to  DMNB  are  outUned  hereafter. 

Plastic  and  sheet  explosives 

A  worldwide  effort  under  the  sponsorship  of  the  International  Civil  Aviation  Orga- 
nization (ICAO)  directed  at  placing  a  detection  taggant  in  military  and  commercial 
plastic  and  sheet  explosives,  the  explosives  commonly  used  by  terrorists,  has  been 
ongoing  since  1989.  In  1991,  the  United  States  was  one  of  100-odd  nations  signing 
an  ICAO  agreement  to  place  a  detection  taggant  in  these  products. 

IME  has  been  cooperating  with  the  FAA,  the  lead  federal  agency  in  the  develop- 
ment of  detection  equipment,  the  State  Department  and  the  Department  of  Defense 
(DOD)  in  this  endeavor.  The  Administration  plans  to  introduce  legislation  in  Con- 
gress later  this  year  looking  toward  ratification  of  the  ICAO  Treaty  in  1994. 

As  stated  above,  this  program  is  Limited  to  military  and  commercial  plastic  and 
sheet  explosives.  The  FAA  and  the  State  Department  have  expressed  no  interest  in 
placing  a  detection  taggant  in  all  commercial  explosives. 

DMNB,  the  selected  detection  taggant  in  the  United  States  and  several  other 
countries,  has  been  undergoing  research  at  Picatinny  Arsenal  in  New  Jersey  to  de- 
termine whether  there  is  a  performance,  safety  or  health  problem.  No  problems 
have  reportedly  been  encountered  and  none  are  anticipated.  This  research  will  be 
completed  by  the  end  of  calendar  1993  and  DOD  will  require  DMNB  in  military 
plastic  and  sheet  explosives  commencing  in  January  1994. 

Although  the  ICAO  agreement  calls  for  a  0.1  percent  DMNB  concentration,  in 
order  to  increase  shelf  Lite  and  detectibility,  the  Government  will  require  a  1  percent 
concentration  in  its  product  specifications  (MILSPECS). 

There  is  only  one  U.S.  manufacturer  of  DMNB,  the  Hampshire  Chemical  Corpora- 
tion (HCC)  in  Lexingten,  Massachusetts.  In  January  1993,  HCC  was  quoting  the  fol- 
lowing prices: 

Q-ntity(ibs)  'Z^' 

200  and  less  $200.00 

200-1,000  100.00 

1,000-2,000  90.00 

2,000-10,000  68.50 

10,000-20,000  45.50 

Over  20,000  38.00 

With  regard  to  plastic  and  sheet  explosives,  these  are  high  cost  per  pound  prod- 
ucts mostly  used  by  the  military.  Plastic  explosives  such  as  miUtarv  C4  are  not  com- 
mercially manufactured  in  the  United  States  and  the  commercial  sheet  explosives 
market  is  very  small.  Therefore,  costs  for  placing  DMNB  in  militery  and  commercial 
plastic  and  sheet  explosives  is  borne  primarily  by  the  federal  government. 

When  the  cost  of  a  DMNB  detection  taggant  program  is  applied  to  the  many  com- 
mercial explosives  used  daily  in  this  country  in  connection  with  mining,  quarrying, 
construction,  demolition,  ete.,  shocking  cost  increases  are  revealed.  To  understand 
the  impact,  one  needs  to  simplv  focus  on  the  current  costs  for  those  commercial  ex- 
plosives products  that,  by  weight,  comprise  over  98  percent  of  the  U.S.  consumption. 
(Refer  to  Cost  Efiectiveness,  Page  10). 

While  a  large  explosives  manufacturer  might  purchase  DMNB  in  quantities  of 
20,000  pounds  or  more,  many  small  manufacturers  would  not  be  financially  able  to 
take  advantage  of  volume  discount  or  would  not  need  the  higher  volumes  oi  DMNB. 
The  unfair  competitive  issue  that  arises  is  obvious. 

If  DMNB  in  a  1  percent  concentration  was  legislated  for  all  commercial  explo- 
sives, and  if  all  DMNB  was  purchased  at  $38  per  pound,  this  would  increase  the 
cost  of  all  explosives  38  cent  per  pound.  This  increase,  when  applied  to  the  4.1  bil- 
lion pounds  of  commercial  explosives  consumed  annually  in  the  United  States,  re- 
sults in  a  $1.56  billion  increase  in  the  cost  of  commercial  explosives.  IME  estimates 
the  present  cost  of  commercial  explosives  to  the  end  user  to  be  $1.2  billion. 

IME  is  opposed  to  extending  the  above-described  detection  program  to  include  all 
commercial  explosives.  Further,  the  Federation  of  European  Explosives  Manufactur- 
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ers  (FEEM)  recently  advised  they  are  also  opposed  to  extending  the  detection  pro- 
gram to  all  commercial  explosives  "for  sound  technical  reasons." 

VIII.  TAGGING  IN  SWITZERLAND 

Proponents  of  tagging  incorrectly  use  the  tagging  program  in  Switzerland,  legis- 
lated during  1980,  as  an  example  of  why  a  tagging  program  is  safe  and  effective. 
The  true  facts  about  the  Swiss  program  are  as  fofiows: 

The  Swiss  explosives  industry  is  very  small  (3  manufacturers)  and  only  a  limited 
product  line  is  produced.  Some  of  the  more  complicated  manufacturing  processes 
used  in  the  United  States  are  not  used  and  the  Swiss  do  not  manufact\ire  many 
of  the  explosive  products  produced  in  this  country.  In  1987,  the  last  year  production 
data  was  available,  the  Swiss  produced  about  2.5  million  pounds  of  explosives  com- 
pared to  a  U.S.  consumption  of  about  4  billion  pounds. 

Although  the  "official*'  reason  for  legislating  a  tagging  program  in  Switzerland  is 
given  as  assistance  to  law  enforcement,  Swiss  and  European  sources  have  advised 
IME  that  the  "unofficial"  reason  was  to  restrict  the  importation  of  explosives  from 
other  European  countries  by  creating  a  technical  barrier. 

Each  Swiss  manufactvu-er  uses  one  taggant  for  each  class  or  family  of  explosives 
and  the  code  is  changed  every  six  months.  The  Swiss  manufacturers  are  reportedly 
not  required  to  keep  records  involving  the  distribution  chain  and  the  program  sim- 
ply permits  law  enforcement  to  identify  one  of  the  three  Swiss  manufacturers  and 
a  family  or  group  of  explosive  products  produced  by  that  manufacturer. 

Two  identification  taggants  are  available  in  Switzerland,  one,  the  Explotracer,  is 
produced  by  a  Swiss  firm  and  currently  sells  for  US  $24.50  per  pound.  It  is  used 
in  a  0.1  percent  concentration.  The  other  taggant,  the  Microtaggant,  is  produced  by 
Microtrace,  Inc.,  in  the  U.S.  and  sells  for  US  $188  per  pound,  ft  is  used  in  a  0.025 
percent  concentration. 

IX.  SUMMARY 

The  Institute  of  Makers  of  Explosives  supports  the  use  of  detection  taggants  in 
military  and  commercial  plastic  and  sheet  explosives  products  widely  used  by  terror- 
ists. IME  supports  a  national  Ucensing  program  so  that  every  individual  must  have 
a  license  to  purchase  or  possess  explosives.  IME  supports  the  consolidation  of  fed- 
eral efforts  in  bombing  investigations. 

IME  opposes  identification  taggants  because;  (1)  they  pose  serious  safety  hazards 
in  the  manufactxiring  and  use  of  commercial  explosives;  (2)  they  impose  substantial 
costs  on  all  users  of  explosives;  (3)  are  of  limited  value  to  law  enforcement;  (4)  would 
restrain  trade;  and  (5)  create  a  multiplicity  of  product  liability  issues. 

Throughout  its  history,  IME  and  its  member  companies  have  worked  coopera- 
tively with  law  enforcement  agencies  and  regulatory  bodies  to  develop  extensive  reg- 
ulations governing  the  manufocture,  transportation,  storage  and  use  of  commercial 
explosives  in  a  safe  manner.  It  will  continue  to  support  all  sensible  efforts  to  develop 
detection  methods  and  through  licensing  more  effectively,  regulate  the  distribution 
of  commercial  explosives. 

Senator  Feinstein  [presiding].  Thank  you  very  much. 
Would  you  like  to  proceed  with  your  testimony?  Why  don't  we  go 
straight  through  and  then  ask  questions. 

STATEMENT  OF  C.C.  (CHUCK)  GARDNER 

Mr.  Gardner.  Good  morning,  Senator,  ladies  and  gentlemen.  My 
name  is  Charles  Chuck  Gardner.  I  represent  the  Sporting  Arms 
and  Ammunition  Manufacturers  Institute.  With  me  today  are  Don- 
ald Burton  and  Douglas  Cleaver. 

The  institute,  usually  referred  to  as  SAAMI,  is  a  nonprofit  trade 
association  composed  of  16  producers  of  sporting  arms,  ammuni- 
tion, and  smokeless  propellant  powders.  The  central  purpose  of 
SAAMI  is  to  provide  a  forum  for  the  industry  to  consider  technical 
matters  that  bear  upon  the  safety  of  firearms  and  smokeless  pro- 
pellant powders. 

Smokeless  powder  is  the  element  of  the  shotgun  shell  or  car- 
tridge which  propels  the  projectile  from  the  firearm.  Legislation 
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such  as  proposed  House  rule  1262  and  1301  would  require  that 
identification  and  detection  taggants  be  added  to  explosive  mate- 
rials under  a  program  administered  by  the  Treasury  Department. 

Our  concern  starts  with  the  general  proposition  leamea  from  ex- 
perience over  the  years  that  foreign  contaminants  have  no  place  in 
explosives  and  their  presence  sooner  or  later  will  cause  a  pre- 
mature ignition  or  detonation.  This  concern  is  well  justified  by  the 
history  of  the  explosives  industry.  Incidents  have  occurred  during 
production,  storage,  transportation,  and  use  of  explosives  which 
were  directly  traced  to  the  presence  of  foreign  contaminants  in  the 
explosives  product. 

Contaminants  which  are  rough-edged  and  hard  are  of  particular 
concern.  The  microtrace  identification  particle  is  a  plastic  chip 
made  by  shattering  a  layered  sheet  of  plastic  into  microscopic  bits. 
They  are  both  hard  and  rough-edged  and  have  the  potential  to  cre- 
ate friction  and  heat  and,  therefore,  under  the  right  combinations 
of  circumstances,  a  premature  ignition  or  detonation,  even  if  they 
are  plastic-  and  graphite-coated. 

There  is  a  complex  set  of  safety  problems  in  manufacturing  proc- 
esses using  taggants,  the  discussion  of  which  would  use  more  than 
twofold  my  allotted  time.  A  true  determination  of  whether  taggants 
can  be  safely  used  with  all  explosives  could  not  responsibly  be 
made  without  a  great  deal  more  testing. 

Two  points  are  given  here  should  testing  prove  tags  safe.  Identi- 
fication taggants  cannot  be  added  to  smokeless  powders  during  the 
normal  manufacturing  process.  It  is  unknown  whether  a  sufficient 
variety  of  identification  taggants  can  be  developed  to  match  the  nu- 
merous different  grain  sizes,  shapes,  and  densities  of  smokeless 
powders  such  that  the  taggants  will  not  stratify  in  shipping  or  be 
easily  separated  from  the  powder  by  those  inclined  to  use  smoke- 
less powders  for  criminal  purposes. 

The  first  concern  of  SAAMI  members  is  the  safety  of  our  employ- 
ees and  the  ultimate  customer,  the  sportsman  and  the  law  enforce- 
ment officer  who  handload  ammunition  with  smokeless  powders, 
which  these  proposals,  if  enacted,  could  require  to  contain  taggants. 

Smokeless  powder  is  sold  in  small  bulk  quantities  to  persons  who 
handload  their  own  ammunition,  such  as  firearm  owners,  gun 
clubs,  and  law  enforcement  agencies.  Smokeless  powder  is  also  sold 
to  companies  which  produce  factory-loaded  ammunition.  In  the 
past,  proponents  of  taggant  legislation  have  conceded  the  total  in- 
feasibility  of  including  factory-loaded  ammunition  in  any  tagging 
program.  Therefore,  we  have  focused  on  the  potential  hazard 
taggants  may  introduce  in  handloading  in  our  written  documents. 

SAAMI  and  its  members  were  very  active  in  programs  to  evalu- 
ate these  concerns  when  explosives  tagging  was  originally  proposed 
some  years  ago.  SAAMFs  then  technical  director  was  a  member  of 
the  Bureau  of  Alcohol,  Tobacco  and  Firearms  advisory  committee. 
SAAMI  members  both  conducted  tests  and  provided  smokeless 
powder  for  testing  by  others  under  protocols  developed  by  BATF's 
contractor,  the  Aerospace  Corp. 

The  results  of  these  tests  were  later  evaluated  in  a  report, 
"Taggants  in  Explosives,"  prepared  by  the  Office  of  Technology  As- 
sessment. As  OTA  stated,  cost  and  utility  are  moot  points  if 
taggants  are  not  safe," 
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These  tests  conducted  provide  evidence  that  taggants  can  be  haz- 
ardous to  consumers — that  is,  the  handloader — and  to  employees  in 
plants  where  taggants  are  added  to  explosives. 

The  disturbing  results  of  the  test  programs  and  the  major  unre- 
solved issues  identified  in  the  OTA  report  as  to  the  technical  fea- 
sibility, safety,  cost,  and  utility  of  a  tagging  program  confirms 
SAAMI's  view  that  taggant  legislation  should  not  be  enacted.  The 
potential  benefit  from  tagging  explosives  does  not  justify  the  safety 
risks. 

Extensive  additional  testing  would  be  necessary  before  the  addi- 
tion of  taggants  to  smokeless  powders  could  be  considered.  Years 
of  production  experience  gained  while  placing  employees,  sports- 
men, and  law  officers  at  risk  would  be  necessary  before  safety  of 
taggants  might  finally  be  established. 

SAAMI  members  are  concerned  about  the  illegal  use  of  smoke- 
less powders,  but  consideration  must  be  given  to  the  effectiveness 
of  using  taggants  to  deal  with  this  problem.  In  our  judgment,  the 
addition  of  taggants  to  smokeless  powder  poses  safety  risks  and  in- 
volves heavy  cost  burdens,  while  providing  little,  if  any,  aid  to  law 
enforcement  officers  charged  with  investigating  bombings. 
I  SAAMI  previously  has  estimated  the  costs  related  to  tagging  to 
he  25  to  35  percent  of  the  sales  price.  This  increase  in  price  may 
be  sufficient  to  eliminate  the  cost  savings,  which  is  the  primary 
reason  for  the  existence  of  the  handloading  trade. 

SAAMI  urges  the  committee  not  to  require  the  addition  of 
taggants  to  smokeless  powders.  The  ability  of  the  law  enforcement 
agency  to  investigate  bombing  incidents  and  apprehend  criminals 
will  be  enhanced  at  best  only  marginally.  There  are  major  ques- 
tions as  to  the  technical  feasibility  of  adding  identification  taggants 
to  smokeless  powders.  The  cost  of  manufacture  and  distribution  of 
smokeless  propellant  powders  with  identification  taggants  will 
greatly  increase  the  cost  of  this  important  product  to  the  sportsman 
and  law  enforcement  officer  even  if  a  safe  taggant  could  be  devel- 
oped. 

Thank  you. 

[Mr.  Gardner  submitted  the  following:] 

Prepared  Statement  of  C.C.  (Chuck)  Gardner  on  Behalf  of  the  Sporting 
Arms  and  Ammunition  Manufacturers'  Institute  (SAAMI) 

The  Sporting  Anns  and  Ammunition  Manufactxirers'  Institute,  usually  referred  to 
as  SAAMI,  is  a  non-profit  trade  association  composed  of  16  producers  of  sporting 
firearms  and  ammunition  and  smokeless  propellant  powders.  The  central  purpose 
of  SAAMI  is  to  provide  a  forum  for  the  industry  to  consider  technical  and  safety 
matters  that  bear  upon  firearms,  ammunition  and  smokeless  propellant  powders.  A 
Ust  of  SAAMI's  members  is  appended. 

I.  introduction 

SAAMI  strongly  urges  the  Committee  not  to  require  the  addition  of  detection  or 
identification  taggants  to  smokeless  powder.  Smokeless  powders  are  sold  in  bulk  to 
commercial  manufacturers  of  ammunition  and  in  small  canisters  to  individuals  and 
groups  who  handload  ammunition. 

Even  those  who  have  advocated  tagging  programs  in  the  past  have  conceded  that 
it  is  totally  infeasible  to  include  bulk  smokeless  powders  sold  to  commercial  manu- 
facturers within  a  tagging  program.  Therefore,  SAAMI  has  focused  on  the 
handloading  trade. 

The  prevention  of  bombings  and  the  apprehension  of  criminals  who  use  explosives 
or  smoKeless  powder  in  acts  of  terrorism  and  destruction  is  supported  by  all  law- 
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abiding  Americans.  As  producers  of  smokeless  powder,  SAAMI  members  are  particu- 
larly concerned  about  tne  illegal  diversion  of  their  product  from  its  intended  use  in 
ammunition  for  hunting  and  target  shooting.  However,  consideration  must  be  given 
to  the  effectiveness  of  using  taggants  to  deal  with  this  problem.  In  our  judgment, 
the  addition  of  taggants  to  smokeless  powder  poses  serious  safety  risks  and  involves 
heavy  cost  burdens  while  providing  httle,  if  any,  aid  to  law  enforcement  agencies 
responsible  for  investigating  bombings. 

A.  The  handloading  trade 

Smokeless  powder  is  the  element  of  a  shotgun,  rifle,  or  pistol  round  which  propels 
the  projectile(s)  from  the  firearms,  i  Smokeless  powders  are  sold  through  a  complex 
distribution  chain  in  small  amounts  to  firearms  owners,  to  gun  clubs  and  to  police 
departments.  These  individuals,  gun  clubs  and  police  departments  form  what  is 
known  as  the  handloading  trade.  The  National  Reloading  Manufacturers'  Associa- 
tion estimates  there  are  over  three  and  one-half  million  handloaders  in  the  United 
States  with  a  total  market  for  smokeless  powder  sold  to  the  handloading  trade  in 
excess  of  3  million  pounds  per  year. 

Typically  an  individual  handloader  will  purchase  a  V2  pound  or  1  pound  canister 
of  smokeless  powder.  With  new  or  used  cartridge  cases,  he  will  load  his  own  ammu- 
nition. Handloading  ammunition  is  less  expensive  than  purchasing  factory  loaded 
ammunition.  In  addition,  handloaded  ammunition  is  tailored  by  the  individual  to 
provide  the  specific  characteristics  desired  for  hunting  or  target  snooting. 

Handloading  is  of  great  importance  to  the  nation  s  sportsmen  and  hunters.  The 
National  Reloading  Manufacturers'  Association  estimates  that  over  one  billion 
centerfire  metallic  and  shotshell  loads  are  handloaded  annually. 

Consequently,  it  must  be  recognized  that  the  regulation  of  smokeless  powders 
would  be  regulation  of  ammunition  powder  pxu-chased  by  a  large  number  of  law- 
abiding  firearms  owners. 

B.  Adding  taggants  to  smokeless  powder 

The  addition  of  identification  taggants  to  smokeless  powders  sold  in  canisters  for 
reloading  raises  the  following  problems: 

(1)  Tests  with  the  only  identification  taggant  cvurently  available  establish 
that  there  are  serious  safety  and  operational  problems. 

(2)  One  manufacturing  lot  of  smokeless  powder  will  typically  be  distributed 
to  10,000  to  20,000  sportsmen  for  handloadmg.  It  is  questionable  whether  iden- 
tification of  the  last  Legal  purchasers  of  powder  containing  a  particular  taggants 
would  be  of  any  benefit  to  law  enforcement  agencies  investigating  the  criminal 
misuse  of  smokeless  powder  since  explosives  used  in  bombings  are  so  often  sto- 
len. 

(3)  Identification  taggants  cannot  be  added  to  smokeless  powder  during  the 
normal  manufactvuing  process  without  a  significant  proportion  of  powder  being 
rendered  unmarketable. 

(4)  It  is  unknown  whether  a  sufficient  variety  of  identification  taggants  can 
be  developed  to  match  the  numerous  different  grain  size  and  shapes  and  den- 
sities of  smokeless  powders  such  that  taggants  will  not  stratify  in  shipping  or 
be  easily  separated  from  the  powder  by  those  inclined  to  use  smokeless  powder 
for  criminal  piirposes. 

(5)  The  monopoly  position  which  would  effectively  be  granted  to  the  producer 
of  the  identification  taggants  could  result  in  exorbitant  prices  being  charged  for 
taggants  and  in  serious  disruption  of  the  manufactiuing  of  smokeless  powder. 

(6)  The  recordkeeping  required  of  manufacturers,  distributors,  jobbers  and  re- 
tail outlets  for  smokeless  powder  alone  would  cause  a  significant  increase  in  the 
price  of  smokeless  powder.  The  additional  costs  to  manufacturers  would  include 
the  cost  of  storing  and  inventorying  taggants  of  all  different  sizes  and  shapes 
and  densities;  of  actually  physically  blending  taggants  into  the  powder-  and  of 
powder  rendered  unmarketable  by  its  failure  to  meet  ballistics  specifications 
after  the  addition  of  taggants.  The  additional  costs  of  distributors,  wholesalers 
and  retailers  would  include  the  cost  of  storing  powder  in  such  a  manner  to  fa- 
cilitate recordkeeping  and  inventorying,  and  time  spent  with  BATF  providing 
tracing  information. 

Many  of  the  serious  logistic  problems  which  would  be  encountered  in  adding  iden- 
tification taggants  to  smokeless  powder  would  not  be  involved  in  adding  detection 


"There  are  many  different  smokeless  powders.  To  achieve  ballistic  specifications  tailored  to 
propelling  over  1000  different  shotgun,  nfle,  revolver  and  pistol  loads,  the  grains  of  smokeless 
powders  are  formed  in  a  large  number  of  sizes  and  shapes  and  bulk  densities. 
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taggants  because  detection  taggants  are  not  uniquely  coded  identification  tagged 
powders  would  not  be  necessary  for  detection  tagged  powders.  However,  the  tech- 
nology for  an  effective  and  practicable  detection  taggant  which  may  be  useable  for 
smokeless  powder  has  not  been  developed. 

II.  RESEARCH  ON  THE  SAFETY  OF  IDENTIFICATION  TAGGANTS 

SAAMI's  member  companies  participated  in  a  testing  program  designed  by  a  gov- 
ernment contractor,  Aerospace  Corporation.  The  program  was  aimed  at  detecting 
those  adverse  effects  from  the  presence  of  taggants  in  powder  which  were  judged 
to  be  the  most  likely  to  occur  and  to  be  the  most  deleterious  to  proper  and  safe  oper- 
ation of  firearms.  The  test  program  focused  on  fouling  of  shotguns  and  centerfire 
rifles,  and  ignition  of  ammunition  for  centerfire  pistols  and  revolvers.  From  over  50 
(Afferent  smokeless  powders  available  to  the  handloader,  9  powders  were  selected 
for  evaluation  in  this  test  program.  To  evaluate  the  possible  impact  on  safe  oper- 
ation of  firearms,  pressure,  velocity  and  in-barrel-time  uniformity  were  measured  for 
each  test  firearms.  The  initial  test  program  reauired  that  a  total  of  249,000  rounds 
of  ammunition  be  loaded  with  smokeless  powder  containing  taggants  and  fired  in 
7  different  types  of  firearms. 

These  tests  were  conducted  in  1979  and  1980.  The  results  were  evaluated  by  the 
Office  of  Technology  Assessment  (OTA)  in  its  April  1980  report  entitled  Taggants 
in  Explosives. 

OTA,  while  questioning  certain  aspects  of  some  test  protocols,  concurred  with 
SAAMI's  position  that  the  safety  of  propellant  taggants  has  not  been  demonstrated 
and  that  there  is  evidence  of  significant  safety  problems.  The  issues  raised  by  OTA 
have  not  been  resolved. 

While  the  nvunerous  means  of  circumventing  a  tagging  program  (OTA  Report,  at 
40)  and  the  program's  substantial  cost  (Report,  at  32)  raise  serious  questions  as  to 
tiie  desirabihty  of  taggant  legislation,  the  OTA  Report  properly  states  that  "cost  and 
utility  are  moot  points  if  taggants  are  not  safe  ♦♦♦.'*  (Report,  at  4).2  The  Report 
further  states  that  "[t]housanas  of  people  come  into  contact  with  explosives  and  gun- 
powders every  day;  an  accident  can  nave  extremely  severe  consequences  to  tnose 
people,  inclumng  injury  and  death."  (Report,  at  75). 

The  tests  conducted  provide  evidence  that  the  proposed  taggants  can  be  hazardous 
to  the  consumer  {e.g.,  tiie  handloader)  and  to  employees  in  plants  where  taggants 
are  added  to  explosives. 

The  OTA  Report  states  that  two  separate  heat  tests  of  Herco  smokeless  powder 
at  Hercules,  Inc.,  "indicated  a  significant  decrease  in  stability  due  to  the  addition 
of  the  taggants"  (Report,  at  88).  The  Report  also  states  that  "[t]he  decreased  stabil- 
ity was  confirmed"  in  tests  at  the  Naval  Ordnance  Station,  and  that  a  "series  of 
tests"  conducted  by  Lawrence  Livermore  Laboratory  "indicated  that  there  exists  an 
incompatibility  between  something  in  the  Herco  and  the  melamine/alkyd  which 
forms  the  basic  matrix  of  the  3M  taggants"  (Report,  at  89). 

The  OTA  Report  reflects  Hercules'  concern  about  the  results  of  the  tests:  "Al- 
though Hercules  tested  onlv  Herco  powder,  Hercules  beheves  that  their  other 
brands  of  powder  designed  for  the  reloading  market  are  so  similar  to  Herco  that 
similar  results  could  be  expected"  (Report,  at  88-89).  "Hercules  has  indicated  that 
it  does  not  consider  the  combination  safe  and  has  stopped  all  work  on  it"  (Report, 
at  89). 

OTA  independently  concluded  that  "[djemonstration  of  safety  would  have  to  be 
quite  convincing  *  *  *  to  overcome  the  currently  perceived  incompatibiUty"  (Report, 
at  30  and  93). 

The  Winchester- Western  Division  of  OUn  Corporation  described  the  results  of  its 
balUstics  testing  in  a  March  27,  1980  letter  to  OTA,  which  states  in  part: 

Consumer  and  product  liability  considerations  dictate  that  there  be  a  sub- 
stantial safety  margin  in  ammunition  and  firearms  testing  of  this  kind,  particu- 
larly where  it  is  proposed  to  add  foreign  objects  (such  as  taggants)  to  gun- 
powder; *  *  * 

A  finding  of  low  pressure  indicates  a  potential  squib,  and  this  is  a  totally  un- 
acceptable condition.  (Low  pressure  indicates  that  the  ejecta  may  not  clear  the 
barrel,  in  which  case  the  firearm  could  explode  on  the  following  shot.  Our  tests 
found  low  pressure  [in  two  shots]  *  *  *.  Two  low  pressure  shots  in  such  a  small 
sample  is  highly  significant  ♦  *  *. 

The  OTA  Report,  while  questioning  certain  aspects  of  the  test  protocol,  stated  that 
"[s]ignificantly  reduced  ballistic  performance  occurred,"  that  "[e]vidence  of  improper 


2  Excerpts  from  the  OTA  Report  are  reproduced  as  an  attachment  to  this  letter. 
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ignition  occurred,"  and  that  "[i]mproper  ignition  would  constitute  a  safety  hazard  as 
the  round  might  not  clear  the  barrel   (Report,  at  90). 

Research  on  taggants  does  not  provide  a  basis  for  enactment  of  the  proposed  legis- 
lation. The  OTA  Report  states  that  "[ajdditional  information  is  reqviirea  on  all  as- 
pects of  the  analysis — technical  efficacy',  safety,  cost,  and  utility"  (Report,  at  6;  em- 
phasis by  OTA).  The  Report  furtlier  states  that  "each  t5Tpe  of  explosive  product  re- 
quires individual  evaluation  and  testing"  (Report,  at  29),  and  tnat  "[a]  fuU  set  of 
qualification  tests  has  not  been  completed  on  any  single  explosive  product  and  only 
a  small  fraction  of  the  hiindreds  of  products  has  had  any  testing*  (Report,  at  90). 

OTA  concluded  that  "[i]t  is  necessary  to  resolve  the  incompatibihty  observed  be- 
tween the  3M  identification  taggants  and  the  Composition  B  booster  material  as 
well  as  the  Herco  powder,  however,  before  it  makes  anv  sense  to  finish  the  rest  of 
the  tests  with  other  materials"  (Report,  at  92).  OTA  further  stated  that  "[a]s  a  result 
of  this  uncertainty  not  even  preliminary  indications  of  safety  are  possible  at  this 
time,  much  less  the  demonstrations  necessary  before  a  taggant  proposal  could  safely 
be  implemented"  (Report,  at  8;  emphasis  supplied). 

The  disturbing  results  of  the  test  programs,  and  the  m^'or  unresolved  issues  iden- 
tified in  the  OTA  Report  as  to  the  technical  efficacy,  safety,  costs,  and  utility  of  a 
tagging  prograun,  confirm  SAAMI's  view  that  taggant  legislation  should  not  be  en- 
acted. 

ni.  ADDING  roENTIFICATION  TAGGANTS  TO  SMOKELESS  POWDER 

A  Manufacturing  process 

Understanding  the  effects  upon  smokeless  powder  manufacturing  which  would  re- 
sult from  requiring  the  addition  of  identification  taggants  requires  some  knowledge 
of  the  significant  elements  of  the  manufactvuing  process. 

Step  1.  The  component  materials  for  smokeless  propellents  are  measured  and 
physically  mixed  to  give  a  desired  composition.  The  components  are  nitrocellulose 
(nitrated  cotton  or  wood  fibers),  solvent,  nitroglycerine  (used  in  double-base  powder), 
stabilizers  and  burning  rate  control  agents. 

Step  2.  The  mix  is  granulated,  with  both  the  size  and  shape  of  the  grain  carefully 
controlled  and  varying  by  type  of  powder. 

Step  3.  The  solvent  is  removed.  (The  only  function  of  the  solvent  is  to  dissolve 
the  nitrocellulose  to  facilitate  mixing  and  granulation.) 

Step  4.  The  material  is  screened  to  remove  fine  particles  and  particles  that  may 
have  Deen  malformed  or  which  adhered  to  other  particles. 

Step  5.  The  grains  are  coated  with  ballistic  control  agents  to  ensure  a  proper 
burning  rate  and  to  act  as  antifouling  and  antiflash  agents. 

Step  6.  The  grains  are  dried. 

Step  7.  The  powder  is  tested  for  baUistic  characteristics.  The  powder  is  now  con- 
sidered a  preliminary  powder  or  blending  stock  powder.  Some  or  all  of  a  preliminary 
powder  may  be  rejected  and  recycled  for  reworking  through  earUer  process  steps  to 
modify  its  ballistic  characteristics. 

Step  8.  The  powder  is  glazed  with  a  graphite  coating.  The  coating  eUminates  stat- 
ic charge  build-up  which  presents  a  fire  hazard  due  to  the  possibility  of  a  spark 
being  generated. 

Step  9.  The  powder  is  subjected  to  quality  assurance  tests  to  enstire  proper  phys- 
ical, chemical  and  ballistic  properties.  If  specifications  are  not  met,  the  powder  must 
be  reworked. 

Step  10.  The  powder  is  passed  through  a  screen  to  remove  chips,  dust  and  other 
impxirities. 

Step  11.  The  powder  is  blended  with  other  powders  of  known  characteristics  to 
obtain  a  particular  powder  type. 

Step  12.  The  powder  is  passed  through  a  screen  to  remove  chips,  dust  and  other 
impurities. 

Step  13.  The  powder  is  tested  to  determine  if  quality  assurance  and  ballistic  speci- 
fications are  met.  If  such  specifications  are  not  met,  the  powder  must  be  reblended 
or  reworked. 
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The  schematic  drawing  on  the  following  page  illustrates  these  steps  in  the  manu- 
facturing process  for  smokeless  powder. 

B.  Point  at  which  taggants  could  be  added 

For  several  reasons  the  only  possible  point  in  the  normal  manufacturing  process 
for  the  introduction  of  taggants  into  the  powder  is  Step  11,  the  blending  operation. 
First,  there  would  be  an  ejrtreme  hazard  of  explosion  if  taggants  containing  a  metal- 
lic substance  were  introduced  into  the  process  prior  to  Step  6,  drying.  Second,  all 
machinery  through  which  the  powder  with  taggants  passes  will  oe  contaminated 
with  the  particular  taggant.  To  avoid  this  contamination,  and  the  resultant  mix  of 
taggants,  the  taggants  would  have  to  be  added  as  late  in  the  process  as  possible. 
Tmrd,  if  taggants  were  added  at  an  earlier  point  and  a  powder  failed  to  meet  the 
quality  assurance  or  ballistic  specifications  tested  at  Step  9  of  the  process,  it  would 
not  be  possible  to  recycle  or  rework  the  powder.  Upon  recycling,  the  powder  would 
be  mixed  with  powders  which  were  intended  to  receive  different  taggants.  Fourth, 
the  size  of  a  lot  of  powder  tagged  with  a  particular  taggant  could  best  be  limited 
if  taggants  were  added  at  Step  11. 

There  are  major  manufactiiring  problems  with  adding  taggants  during  the  blend- 
ing operation.  The  blending  operation  is  the  most  crucial  step  in  the  process  for 
meeting  product  performance  specifications.  The  characteristics  of  smokeless  powder 
are  very  carefully  controlled  for  the  purpose  of  allowing  the  handloader  to  achieve 
precisely  the  same  baUistic  results  tune-and-time  again  for  like  powder  types  pur- 
chased at  different  times. 

1.  Reblending  and  reworking  powders 

Quite  often  a  powder  must  be  reblended  to  produce  an  acceptable  final  blend.  In 
sucn  a  case  reblending  could  result  in  a  mixture  of  different  taggants. 

It  is  not  feasible  to  plan  production  in  such  a  way  to  ensure  that  a  rejected  pow- 
der can  be  reblended  with  a  powder  conteining  only  identical  taggants.  Reblending 
will  require  lots  with  specific  properties  that  are  compatible  with  the  characteristics 
of  the  powder  to  be  reblended.  Those  lots  may  have  been  produced,  blended  and 
tegged  many  months  earlier. 

Complete  or  partial  reworking  of  powder  upon  its  failure  to  meet  the  Step  13  tests 
for  quality  assurance  and  ballistic  characteristics  is  not  unusual.  Reworking  of  re- 
jected powder  fix)m  different  blend  lots,  often  a  necessity,  could  result  in  a  mixture 
of  teggants.  Further,  reworking  tagged  powder  through  the  early  process  steps 
would  raise  the  same  safety  and  taggant  segregation  problems  as  an  original  adoi- 
tion  of  teggants  at  those  steps. 

If  reblending  and  reworking  of  tegged  powders  were  not  possible,  many  thousands 
of  pounds  of  tegged  smokeless  powder  might  have  to  be  destroyed  annually.  The 
problem  could  be  alleviated  if  there  were  a  Quick  and  efficient  method  for  removing 
the  teggants  fix)m  the  powder.  However,  unless  this  method  were  a  secret  process 
or  device  which  could  not  be  easily  duplicated,  terrorists  also  could  easily  remove 
the  teggante. 

Assuming  a  method  of  removing  teggante  during  manufacturing  were  found,  man- 
ufacturing costs  and  prices  likely  would  be  increased  significantly.  A  production  lot 
of  powder  typically  varies  between  10,000  to  20,000  lbs.,  and  ranges  from  5,000  to 
50,000  lbs.  Tnis  is  a  sizeable  amount  of  material  to  handle  and  process  for  any  pur- 
pose. 

2.  Screening  and  stratifying  of  powders 

The  necessary  variation  in  the  size  and  shape  of  smokeless  powder  grains  resulte 
in  a  serious  obstecle  to  identification  tegging.  Smokeless  propellant  powder  is  used 
to  power  well  over  1,000  different  rifie,  pistol  and  shotgun  loads.  The  required  burn- 
ing cheiracteristics  to  give  proper  velocity  to  the  projectile(s)  and  stey  within  speci- 
fied standard  pressure  levels  is  controlled  by  the  physical  size  and  shape  oi  the 
grain,  the  chemical  composition  and  the  surface  coatings.  Thus,  grsun  size  or  shape 
must  be  precise  within  a  particular  production  lot  of  powder,  and  must  be  precise 
from  lot  to  lot  for  a  particular  powder  type. 

There  are  approximately  30  different  sizes  or  shapes  of  powder  grains.  These  are 
illustrated  by  tne  schematic  on  the  following  page.  Powder  grains  may  be  spheres, 
fiakes,  or  perforated  cyUnders.  The  spheres  can  vary  in  diameter  fi-om  about  Vioo 
to  ^100  of  an  inch.  The  fiakes  can  vary  in  diameter  from  about  %ooo  to  Vio  of  an 
inch.  The  thickness  of  flakes  varies  from  ^1000  to  Vio  of  an  inch.  The  cylinders  are 
most  always  perforated,  with  one  to  seven  perforations.  The  cyUnder  diameter 
ranges  from  ^00  to  Vioo  of  an  inch  for  powder  used  in  small  eirms,  but  can  be  one 
inch  or  more  for  artillery  ammunition.  The  length  is  usually  three  or  four  times  the 
diameter.  Apart  ft-om  shapes  or  sizes,  there  are  approximately  eight  different  speci- 
fied bulk  densities  for  powder  grains.  The  densities  range  from  0.45  to  1.2  gm/cc. 
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For  some  powder  tjrpes,  screening  of  the  blended  powder,  Step  12  of  the  manufac- 
turing process,  would  remove  any  taggants  not  of  the  same  size  or  shape  as  the 
powder.  To  prevent  removal  of  taggants  by  screening,  by  vibration  settling,  or  by 
pouring  the  powder  through  an  airstresun,  the  taggant  must  be  a  good  match  to  the 
size  and  density  of  the  powder.  The  total  number  of  combinations  formed  by  the  dif- 
ferent shapes,  sizes  and  bulk  densities  would  be  approximately  200.  To  adequately 
match  these  powders  could  require  as  many  as  sbrty  to  seventy  different  taggants. 

Apart  from  inviting  removal  by  a  terrorist,  failure  to  produce  the  necessary  vari- 
ety of  taggants  could  result  in  the  use  of  taggants  which  are  not  suitable  to  the 
present  manufacturing  process  or  which  stratify  in  canisters  during  shipping  and 
storage.  Stratification  of  taggants  could  allow  use  of  powder  thought  to  be  tagged 
without  taggants  actually  being  in  the  powder  placed  in  a  particvilar  bomb.  Also, 
a  handloader  could  suffer  a  misfire,  and  possibly  a  blown-up  firearm,  by  using  pow- 
der with  an  extraordinary  concentration  of  taggants. 

3.  Unknown  hazards 

It  is  not  possible  at  this  point  in  time  to  assess  other  hazards  or  problems  which 
may  be  created  by  the  introduction  of  taggants  into  the  blending  and  packing  oper- 
ations. As  an  example,  airveying  (conveying  with  moving  air  through  tubing)  is  com- 
monly utiUzed  in  packing  powder.  It  simply  is  not  known  whether  taggant  materials 
would  create  hazards,  such  as  hot  spots,  when  moving  through  this  tjrpe  of  system. 

ni.  SMOKELESS  POWDER  DISTRffiUTION 

A  The  market  structure 

The  smokeless  powder  chain  of  distribution  is  quite  complex.  Master  or  national 
distributors  sell  powders  to  distributors  and  jobbers  who  in  turn  sell  to  retailers. 
The  retail  outlets  for  smokeless  powder  are  the  many  thousands  of  federally  licensed 
dealers.  The  ultimate  consvimer,  the  handloader,  normally  buys  a  V2  pound  or  1 
pound  canister  of  powder. 

As  noted  earlier,  a  production  lot  of  smokeless  powder  is  typically  between  10,000 
and  20,000  pounds,  with  a  range  of  5,000  to  50,000  pounds.  A  given  lot  of  powder 
normally  will  be  distributed  by  the  manufacturer  to  more  than  one  national  or  mas- 
ter distributor.  The  master  distributors  will  sell  powder  from  a  particular  shipment 
to  numerous  lesser  distributors  and  jobbers. 

The  jobber  normally  markets  powder  in  small  quantities  to  retail  outlets  in  his 
local  marketing  area,  and  may  ship  powder  in  very  small  quantities  to  such  outlets 
throughout  the  country.  A  25  pound  case  of  powder  (containing  25  one-pound  can- 
isters) purchased  by  a  jobber  might  be  shipped  by  the  jobber  to  25  different  dealers. 
The  retail  dealer  purchases  handloading  powder  at  frequent  intervals  and  in  small 
quantities  because  of  prevailing  government  regulations  regarding  shipping  and 
storage  of  powder. 

B.  Effect  on  the  usefulness  of  taggants 

The  complex  structure  of  the  smokeless  powder  distribution  system  would  have 
a  profound  effect  upon  the  usefulness  of  an  identification  taggants  program.  Any 
given  lot  of  smokeless  powder  sold  in  canisters  will  typically  pass  through  at  least 
four  levels  of  distribution  before  finally  being  sold  throughout  the  United  States  to 
thousands  of  individuals  buying  V2  pound  and  1  pound  canisters.  We  question 
whether  in  this  situation  there  would  be  benefit  to  law  enforcement  fit)m  the  pres- 
ence of  identification  taggants  in  smokeless  powder  which  a  terrorist  uses  in  a 
bomb. 

The  last  recorded  purchasers  of  a  given  lot  of  powder  would  frequently  number 
close  to  10,000.  A  given  lot  could  be  sold  to  20,000  or  more  handloaders.  These  legal 
purchasers  would  most  likely  be  spread  throughout  the  United  States.  It  is  difficult 
to  conceive  what  benefit  law  enforcement  personnel  could  obtain  from  expending  the 
resources  necessary  merely  to  compose  a  list  of  the  10,000  or  20,000  purchasers, 
much  less  to  conduct  a  meaningful  investigation  to  determine  which  canister  so  pvu*- 
chased  was  misused.  The  large  number  of  ultimate  purchasers  greatly  enhances  the 
possibility  of  harassment,  intentional  or  not,  of  law-abiding  dealers  and 
handloaders. 

In  fact,  there  may  be  a  need  to  investigate  many  more  than  10,000  or  20,000 
sportsmen.  Sophisticated  criminals  might  remove  taggants  from  smokeless  powder 
with  the  aid  of  a  magnet,  a  black  Ught  and  a  pair  of  tweezers.  Alternatively,  they 
could  construct  bombs  using  different  smokeless  powders  obtained  in  different 
locales  or  regions  of  the  country  by  different  persons.  Finally,  terrorists  could  dis- 
assemble factory-made  ammunition  and  obtain  the  same  types  of  smokeless  powder 
found  in  canisters.  It  would  be  totally  infeasible  to  include  this  smokeless  powder 
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within  any  tagging  program.  Through  actions  such  as  these  terrorists  could  easily 
eliminate  any  utility  that  the  tagging  program  may  have  for  federal  investigators. 
In  addition,  criminal  and  terrorist  misuse  of  explosives  occurs  fre<juently  as  a  re- 
sult of  thefts.  A  tagging  program  operating  at  optimum  efficiency  will  only  lead  in- 
vestigators to  thousands  of  last  legal  purchasers. 

Conclusion 

SAAMI  respectfully  submits  that  the  potential  benefits  of  tagging  smokeless  pow- 
der cannot  justify  the  risks.  SAAMI  urges  the  committee  not  to  require  the  addition 
of  taggants  to  smokeless  powder.  The  ability  of  law  enforcement  agencies  to  inves- 
tigate bombing  incidents  and  apprehend  criminals  will  be  enhanced,  at  best,  only 
marginally.  There  are  msgor  questions  as  to  the  technical  feasibility  of  adding  iden- 
tification taggants  to  smokeless  powder.  The  cost  of  manufacture  and  distribution 
of  smokeless  powder  with  identification  taggants  will  greatly  increase  the  cost  of 
this  important  product  to  sportsmen.  Legislation  establishing  a  taggant  program 
should  not  be  enacted. 

Members  of  Sporting  Arms  and  Ammunition  Manufacturers'  Institute 

Blount,  Inc.,  Browning  Arms  Company,  Federal  Cartridge  Company,  Hercules  In- 
corporated, Homady  Manufacturing  Co.,The  Marlin  Firearms  Company,  O.F. 
Mossberg  &  Sons,  Inc.,  Olin  Corporation,  Remington  Arms  Company,  Inc.,  Sigarms, 
Inc.,  Smith  &  Wesson,  Sturm,  Ruger  &  Co.,  Inc.,  Taurus  International  Firearms, 
Thompson/Center  Anns,  U.S.  Repeating  Arms  Co.,  and  Weatherby,  Inc. 

Excerpts  From  Final  Report  of  the  Office  of  Technology  Assessment, 
Taggants  in  Explosives  (April  1980)  GPO  Stock  No.  052-003-00747-9 

taggants  appear  unsafe;  taggant  legislation  is  therefore  inappropriate 

Safety  is  of  crucial  importance  to  the  explosives  and  gunpowder  industries 

•  'The  explosives  and  gunpowders  communities  operate  under  a  particularly  se- 
vere constraint.  Their  products  must  work,  essentially  100  percent  of  the  time, 
under  a  wide  range  of  user  conditions.  At  the  same  time,  the  products  must  remain 
inert,  or  not  'work,'  during  the  manufacturing  process,  in  storage,  during  transpor- 
tation, and  until  initiated  at  the  site  of  end  use.  Thousands  of  people  come  into  con- 
tact with  explosives  and  gunpowders  every  day;  an  accident  can  have  extremely  se- 
vere consequences  to  those  people  including  injury  and  death."  (OTA  Report,  at  75; 
emphasis  supplied.) 

•  "A  crucial  factor  in  the  development  status  evaluation  concerns  the  safety  of 
adding  taggants  to  explosives  *  ♦  ♦."  (OTA  Report,  at  9;  emphasis  supplied.) 

•  [C]ost  and  utility  are  moot  points  if  the  taggants  are  not  safe  and  do  not 
work."  (OTA  Report,  at  4;  emphasis  suppliea.) 

•  "No  additional  effort  is  currently  uiiderway  with  the  Westinghouse  taggant, 
due  to  a  Westinghouse  concern  over  Uability  should  some  taggant  not  be  fiiUy  encap- 
sulated and  tiius  cause  sensitization  of  an  explosive  material."  (OTA  Report,  at  55.) 

Hercules  compatibility  testing 

•  "[T]he  Taliani  and  German  heat  tests  both  indicated  a  significant  decrease  in 
stability  due  to  the  addition  of  the  [3M]  taggants  (in  a  50-percent  concentration)  to 
the  smokeless  powder  *  *  *.  As  no  changes  were  noted  for  the  DuPont  or  Olin  Abel 
tests,  the  Herco  tests  were  reheated  at  the  Naval  Ordnance  Station,  Indian  Head, 
Md.  The  decreased  stability  was  confirmed.  A  more  careftilly  controlled  series  of  tests 
was  then  conducted  by  the  Lawrence  Livermore  Laboratory  (LLL)  for  the  Aerospace 
CoTip.  in  an  attempt  to  isolate  the  element  or  elements  of  the  taggant  materials 
which  are  responsiole  for  the  incompatibility.  Briefly,  the  tests  indicated  that  there 
exists  an  incompatibility  between  something  in  the  Herco  and  the  melamine/alkyd 
which  forms  the  basic  matrix  of  the  3M  taggants.  (OTA  Report,  at  88-89;  footnote 
omitted;  emphases  supplied.) 

•  "[T]he  stability  of  one  type  of  Hercules  smokeless  powder  has  been  shown  to 
be  significantly  decreased  by  the  addition  of  the  3M  identification  taggants  at  ele- 
vated temperatures  and  taggant  concentrations.  (Although  Hercules  tested  only 
Herco  powder,  Hercules  believes  that  their  other  brands  of  powder  designed  for  the 
reloading  market  are  so  sim.ilar  to  Herco  that  similar  test  results  could  be  expected.)" 
(OTA  Report,  at  28;  emphases  supplied.) 

•  "Hercules  has  indicated  that  it  does  not  consider  the  combination  safe  and  has 
stopped  all  work  on  it.  OTA  feels  that,  on  the  basis  of  the  tests  just  described,  the 
conclusion  must  be  drawn  that  the  3M  taggants  cannot  be  safely  added  to  the  Herco 
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powder  unless  the  present  incompatibility  is  resolved."  (OTA  Report,  at  89;  emphases 
supplied.) 

•  "Demonstration  of  safety  would  have  to  be  quite  convincing,  however,  to  over- 
come the  currently  perceived  incompatibility."  (OTA  Report,  at  30  and  93;  emphases 
suppUed.) 

Olin  ballistics  testing 

•  "As  the  hand  loader  generally  has  no  means  of  controlling  his  ballistics  other 
than  the  weight  or  volume  of  powder  added,  the  ballistic  properties  of  a  particular 
grade  of  powder  must  be  carefully  controlled  by  blending.'  (OTA  Report,  at  22;  em- 
phasis suppUed.) 

•  Physical  segregation  of  the  taggants  is  one  mechanism  which  could  affect  per- 
formance. If  the  gunpowder  grains  segregate  from  the  taggant,  then  it  is  statis- 
tically possible  that  a  clump  of  taggants  could  cause  uneven  burning,  prevent  igni- 
tion, or  result  in  a  hazardous  han^re  condition  *  *  *.  Testing  with  gunpowders  has 
shown  that  migration  apparently  does  occur,  at  least  under  vibration  conditions  con- 
sistent with  truck  transportation  *  *  *.  Testing  is  required  to  determine  both  the 
extent  of  segregation  which  could  be  expected  if  tagged  gunpowders  went  through 
extreme  but  plausible  conditions  of  transportation  and  storage,  and  also  the  statis- 
tical probabihty  that  segregation  to  this  aegree  would  adversely  affect  ballistic  per- 
formance or  in-gun  safety. 

•  "The  Winchester  Western  Division  of  the  Olin  Corp.  recently  conducted  a  se- 
ries of  tests  to  evaluate  the  effects  of  segregation  and  high  taggant  concentration 
on  the  ignition  properties  of  smokeless  powder."  (OTA  Report,  at  31.) 

•  "At  the  low-temperature  condition  two  anomalous  test  results  occurred  [in  the 
OUn- Winchester  taggant  testing].  Evidence  of  improper  ignition  occurred  in  one  of 
the  20  firings  at  the  20  times  normal  concentration,  100-percent  segregation  condi- 
tion. Improper  ignition  would  constitute  a  safety  hazard  as  the  rouna  might  not  clear 
the  barrel.  Significantly  reduced  ballistic  performance  occurred  on  1  of  the  20  tests 
at  4  times  nominal  taggant  concentration,  with  the  taggants  and  powder  mixed.  No 
other  performance  degradation  was  noted,  even  under  conditions  of  higher  taggant 
concentration  ♦  *  *.  The  significance  of  the  Olin  Ballistic  property  tests  cannot  be 
fiilly  assessed  at  this  time."  (OTA  Report,  at  90,  81;  emphasis  supplied.) 

GOEX  compatibility  testing 

•  "A  mixture  ofRDX  and  TNT  (Composition  B)  showed  evidence  of  reaction  and 
probable  decomposition  at  temperatures  of  120''C  when  taggants  were  added  to  the 
booster  mix;  significantly  less  reaction  occurred  without  taggants."  (OTA  Report,  at 
28;  emphases  suppUed.) 

•  [TJhe  tagged  composition  B  showed  significantly  more  severe  degradation  at 
the  120''C  test  temperature  than  did  the  untagged  composition  B  at  a  130''C  test 
temperature."  (OTA  Report,  at  87;  emphasis  supplied.) 

•  "Evidence  of  decreased  stability  was  observed  in  tests  conducted  of  molten 
booster  material  to  which  3M  taggant  had  been  added  *  *  *.  Evidence  of  decomposi- 
tion of  the  [cast  booster]  explosives  occurred,  including  bubbling,  dislocation,  and  the 
appearance  of  voids."  (OTA  Report,  at  87;  emphasis  supplied.) 

•  "On  July  15,  1979,  an  explosion  and  fire  occurred  at  the  Goex  factory  in  Cam- 
den, Ark.,  causing  damage  which  Goex  has  estimated  at  $2  million.  The  explosion 
took  place  in  a  melt-pour  operation  in  which  scrap  high  explosives  were  being  melt- 
ed. Goex,  Inc.  asserts  that  the  scrap  materials  available  for  melting  down  included 
some  materials  containing  3M  identification  taggants.  Goex  further  asserts  that  the 
explosion  began  in  a  way  that  resembled  the  reaction  of  tagged  booster  material  in 
the  above  tests.  Goex  claims  that  the  explosion  must  have  been  caused  by  the 
taggants."  (OTA  Report,  at  87-88;  emphases  supplied.) 

Important  issues  to  be  resolved 

•  "Thousands  of  people  come  into  contact  with  explosives  every  day  during  the 
manufacture,  storage,  transportation,  and  use  of  explosives.  Accidents  involving  ex- 
plosives can  have  extremely  severe  consequences  to  these  thousands  of  people;  there- 
fore, safety  must  be  demonstrated.  A  carefully  administered  qualification  program  of 
analysis,  safety  testing,  manufacturing  procedures  control,  and  experience  is  nec- 
essary before  a  new  explosive,  or  an  explosive  with  a  significant  change  in  composi- 
tion, can  be  considered  safe.  In  addition,  each  type  of  explosive  product  requires  indi- 
vidual evaluation  and  testing."  (OTA  Report,  at  29;  emphases  supplied.) 

•  "AltJiough  taggants  would  be  added  in  only  a  small  amount  by  weight,  their 
use  in  explosives  is  sufficiently  different  from  other  constituents  that  it  is  the  gen- 
eral consensus  of  manufacturers  and  other  parties  that  addition  of  taggants  will  re- 
quire complete  requalification  of  tagged  explosives."  (OTA  Report,  at  79;  emphasis 
suppUed.) 
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•  "Requalifyin0  all  product  lines  with  taggant  materials  would  he  a  necessary 
safety  testing  requirement  for  the  various  explosives  manufactiirers."  (OTA  Report, 
at  111;  emphases  supplied.) 

•  "A  full  set  of  qualification  tests  has  not  been  completed  on  any  single  explosive^ 
product  and  only  a  small  fraction  of  the  hundreds  of  products  has  had  any  testing." 
(OTA  Report,  at  90;  emphasis  supplied.) 

•  "The  tests  so  far  conducted  are  only  a  small  fraction  of  the  total  number  of 
tests  that  must  be  performed  before  it  can  conclusively  be  determined  whether 
taggants  are  compatible  witii  commercial  explosives  and  gunpowders."  (OTA  Report, 
at  29;  emphasis  supplied.) 

•  "The  primary  limitation  is  caused  bv  the  preliminary  nature  of  the  taggant  re- 
search— much  data  are  simply  not  avaUable.  Additional  information  is  required  on 
all  aspects  of  the  analysis — technical  efficacy,  safety,  cost,  and  utility."  (OTA  Report, 
at  6;  second  emphasis  supplied.) 

•  It  is  necessary  to  resolve  the  incompatibility  observed  between  the  3M  identi- 
fication taggants  and  the  Composition  B  booster  material  as  well  as  the  Herco  pow- 
der, however,  before  it  makes  any  sense  to  finish  the  rest  of  the  tests  with  other  mate- 
rials." (OTA  Report,  at  92;  emphasis  supplied.) 

•  "Even  if  the  oirrent  question  of  the  stability  of  smokeless  powder  and  boost- 
ers is  resolved,  it  is  not  possible  to  generalize  from  the  results  of  the  limited  test  pro- 
gram so  far  completed  and  conclude  that  the  testing  has  demonstrated  that  taggants 
can  be  safely  added  to  explosives."  (OTA  Report,  at  29;  emphasis  by  OTA.) 

•  "Preliminary  safety  testing  has  been  conducted  on  only  a  portion  of  the  mate- 
rials to  which  identification  taggants  would  be  added,  and  compatibility  testing  has 
barely  begun  with  detection  taggants.  Evidence  has  been  found  of  reactivity  (using 
high  taggant  concentrations  at  elevated  temperatures)  between  the  3M  identifica- 
tion taggants  and  one  type  of  smokeless  powder,  as  well  as  one  booster  material. 
This  reactivity  creates  a  presumption  of  incompatibilitv.  Until  this  presumed  incom- 
patibility is  resolved,  taggants  cannot  be  safely  added  to  these  explosive  materials. 
Resolution  of  the  problem  may  result  in  significant  changes  in  the  taggants,  requir- 
ing a  new  set  of  compatibility  tests  and  perhaps  changing  the  basis  of  the  cost  anal- 
ysis. If  the  problem  is  resolved,  more  data  still  need  to  be  generated.  The  lack  of  data 
on  long-term  effects,  in  terms  of  safety,  stability,  and  performance,  especially  on  prod- 
ucts such  as  gels  and  slurries,  is  particularly  important.  As  a  result  of  this  uncer- 
tainty, not  even  preliminary  indications  of  safety  are  possible  at  this  time,  much  less 
the  demonstrations  necessary  before  a  taggant  proposal  could  be  safely  be  imple- 
mented." (OTA  Report,  at  6,  8;  emphases  supplied.) 

The  Chairman.  Thank  you  very  much. 
Mr.  Lund? 

STATEMENT  OF  JOSEPH  C.  LUND,  SR. 

Mr.  Lund.  Mr.  Chairman,  members  of  the  committee,  the  Inter- 
national Association  of  Bomb  Technicians  and  Investigators, 
lABTI,  is  a  nonprofit  volunteer  organization  comprised  of  approxi- 
mately 3,500  bomb  technicians  and  investigators  who  hail  largely 
from  the  United  States,  but  who  also  represent  56  other  free  world 
countries  as  well.  The  lABTI  may  be  the  most  diversified  and  expe- 
rienced group  of  professionals  in  the  bomb  disposal  and  investiga- 
tion fields;  its  members  represent  the  military  services  and  civilian 
law  enforcement  agencies  at  all  levels. 

It  is  an  honor  to  have  the  committee  ask  the  lABTI's  perspective 
on  the  problems  pertaining  to  explosives  terrorism  and  related 
crimes  and  the  possible  legislative  action  needed  to  address  these 
problems. 

Explosives  do  have  a  place  in  the  scheme  of  things.  Every  year, 
as  stated  before,  4  billion  pounds  of  explosives  are  produced  and 
are  used  for  legitimate  purposes,  such  as  construction,  mining,  ag- 
riculture, and  oil  exploration.  The  nature  and  power  of  explosives 
make  them  attractive  to  the  criminal  element  for  subversive  use. 
There  has  been  a  20  percent  increase  in  bombing  incidents  in  the 
past  year,  as  statistics  indicated. 
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It  is  all  too  clear  with  the  amount  of  violence  today  that  individ- 
uals will  go  to  any  extent  to  prove  a  point,  advertise  a  cause,  or 
settle  a  score.  Increasingly,  the  choice  of  weapon  is  explosives.  This 
can  be  evidenced  by  the  2,989  bombings  and  attempted  bombings 
reported  in. the  United  States  in  1992.  These  incidents  resulted  in 
26  deaths,  349  injuries,  and  $12.5  million  in  property  damage. 

The  potential  for  continued  misuse  of  explosives  is  high,  given 
the  quantity  of  explosives  stolen  each  year.  In  1992,  nearly  5  tons 
was  reported  stolen.  Compounding  the  problem  is  the  lack  of 
traceability  and  accountability  for  explosive  powders.  As  has  been 
testified  to,  dealers  are  exempt  from  any  transaction  records  re- 
quiring name,  address,  et  cetera,  for  the  normal  powders.  These 
powders  are  used  as  fillers  in  the  most  common  explosive  device 
used  by  the  criminal  element — the  pipe  bomb. 

There  is  also  no  regulation  on  the  sale  of  large  quantities  of  in- 
dustrial oxidizers.  This  could  help  eliminate  the  improved  explosive 
mixtures,  and  such  regulation  would  be  similar  to  that  currently 
conducted  by  the  Drug  Enforcement  Administration  relative  to  sol- 
vents. 

However,  there  is  a  technology  available  to  aid  investigators  in 
their  efforts  to  trade  the  source  of  explosives.  This  technology  can 
be  found  in  identification  and  detection  taggants.  Tagged  explosives 
at  a  blast  scene  may  give  the  investigator  a  starting  point  for  his 
analysis. 

The  bombing  community  views  taggants  as  an  investigative  tool 
in  the  investigation  of  explosive  incidents. 

In  May  1980,  the  lABTI  voted  to  support  the  taggant  program, 
which  was  at  that  time  part  of  the  Omnibus  Anti-Terrorism  Act. 
This  information  was  sent  to  Congress  requesting  that  funding  be 
continued  to  support  research  and  testing  in  the  areas  of  explosives 
detection  and  identification,  both  pre-  and  postblast  areas.  Con- 
gress was  advised  that  a  method  needed  to  be  in  place  to  identify 
components  in  explosives  investigations. 

The  LABTI  supports  that  position  today,  13  years  later.  Taggants 
will  not  be  a  failsafe  method  by  which  law  enforcement  will  appre- 
hend and  convict  bombers,  or  it  will  not  prevent  bombing  incidents. 
But  they  could  be  a  deterrent  and  a  viable  tool  to  investigators. 

There  is  a  cost  associated  with  tagging  explosives,  and,  of  course, 
this  cost  would  be  passed  on  to  the  consumer.  This  is  the  same 
consumer  that  the  taggant  program  is  designed  to  protect. 

Concerns  as  to  the  safety  of  the  taggant  additive  would  need  to 
be  researched  and  addressed  prior  to  any  manufacture  of  taggants. 
The  majority  of  the  board  of  directors  of  LABTI  supports  the  con- 
cept of  taggants  as  an  investigative  tool.  Naturally,  the  board 
would  like  to  see  more  results  of  any  testing  and  evaluation  of  ex- 
plosive taggants. 

Thank  you. 

The  Chairman.  Thank  you  very  much. 

Gentlemen,  there  are  some  questions  I  would  like  to  ask  you  to 
speak  to.  Mr.  Gardner,  let  me  ask  you  to  begin,  if  you  would.  You 
said  that  for  any  possibility  of  safe  use  of  taggants,  there  would 
have  to  be  a  lot  more  testing. 

Mr.  Gardner.  Correct,  sir. 
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The  Chairman.  Is  there  any  reason  why  we  shouldn't  do  that 
testing? 

Mr.  Gardner.  No,  sir. 

The  Chairman.  So  is  it  your  association's  position  that  you  do 
not  oppose  additional  testing;  you  oppose  the  imposition  of  the  re- 
quirement that  taggants  be  used,  but  you  do  not  oppose  additional 

testing. 

Mr.  Gardner.  We  would  not  wish  to  have  the  current  taggant 
agents  used  due  to  the  testing  we  have  done  that  shows  that  they 
are  not  compatible  with  smokeless  propellants. 

The  Chairman.  I  am  not 

Mr.  Gardner.  But  further,  one  point  further,  sir,  should  a  safe 
taggant  be  proven,  it  may  be  possible  for  it  to  be  included.  But 
there  is  going  to  be  an  expense 

The  Chairman.  I  am  not  asking  for  it  to  be  included.  I  am  just 
trying  to  take  this  one  step  at  a  time.  I  want  to  make  sure  that 
I  understand  your  organization,  and  then  I  am  going  to  ask  Mr. 
Smith  about  the  industry's  position  as  well,  whether  or  not  further 
testing — not  any  requirement  in  the  law  that  taggants,  any  type  of 
taggant  be  used,  that  is  not  now  used,  OK?  Is  there  any  objection 
to  further  testing  by  either  of  your  organizations? 

Mr.  Gardner.  Not  from  SAAMI. 

Mr.  Smith.  Not  from  IME,  as  long  as  it  is  not  the  3M  tag  that 
we  have  already  had  an  experience  with. 

The  Chairman.  Not  even  to  further  test  it? 

Mr.  Smith.  Sir,  that  tag  to  our  satisfaction  has  been  determined 
to  be  unsafe  to  put  in  all  explosives. 

The  Chairman.  Well,  that  is  to  your  satisfaction.  Obviously  the 
FBI  doesn't  agree  with  you,  and  obviously  ATF  doesn't  agree  with 
you.  My  question  is:  What  is  the  objection  to  further  testing  it,  to 
go  back  and  test  it  again  or  use  other  means  of  testing  it? 

I  am  not  saying  using  it.  I  am  saying  testing  it.  Right  now  there 
is  a  prohibition  in  the  law  that  says  they  can't  even  test  it.  What 
is  the  rationale  behind  that? 

Mr.  Smith.  We  support  research.  That  is  fine,  Mr.  Chairman.  On 
the  3M  tag,  which  is  the  one  that  was  in  the  pilot  program,  we  had 
a  member  company  that  was  convinced  it  had  an  explosion  in  its 
facility  caused  by  the  tag.  Our  companies  in  the  various  products 
they  manufacture,  where  a  sensitive  explosive,  for  example,  might 
have  to  be  subjected  to  pressures  as  high  as  5,000  psi  during  a 
loading  operation,  know  from  experience  going  back,  some  over  150 
years,  that  they  consider  it  unsafe  to  put  that  tag  as  we  know  it 
in  their  product. 

The  Chairman.  Right.  But  they  would  not  be  required  to  do  that 
unless  they  agreed  to  participate  in  the  testing,  wouldn't  they? 

Mr.  Smith.  That  is  true. 

The  Chairman.  What  I  am  trying  to  get  at  here  is— I  am  really 
confused.  The  explosives  and  chemical  industry  has  been  in  the 
forefront  of  some  of  the  greatest  breakthroughs  in  the  history  of 
man,  positive,  and  it  seems  so  counterintuitive  to  me  that  it  would 
be  opposed  to  testing  that  is  not  imposed,  but  voluntary  testing. 
And  so  that  is  why  I  am  wondering  why. 

Can  you  tell  me,  do  you  know  why  the  provision  is  in  the  law 
that  says  ATF  can't  even  test?  ATF  can't  force  anybody  to  test  it. 
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They  can't  tell  a  company  they  have  to  test  it.  Why,  if  they  get  vol- 
untary cooperation — we  test  a  lot  of  dangerous  things.  I  sat  on  the 
Intelligence  Committee  for  years.  There  are  a  lot  of  dangerous 
things  we  test.  We  test  planes  that  are  dangerous.  We  have  test 
pilots  who  know  they  have  a  very  high  chance  of  getting  killed  or 
hurt. 

Now,  what  I  am  curious  about  is  why  we  can  test  everything  else 
that  is  of  phenomenal  consequence  if  it  fails  the  test,  but  this  one 
thing  we  say  we  are  not  going  to  test.  And  we  can't,  the  Federal 
Government  can't  as  a  matter  of  law  test  it. 

Mr.  Smith.  IME  would  not  object  to  that  restriction  being  re- 
moved. 

The  Chairman.  I  see.  Now,  my  question,  Mr.  Gardner,  would 
your  organization  object  to  it  being  removed? 

Mr.  Gardner.  No,  sir;  we  would  not. 

The  Chairman.  OK  Thanks.  That  is — I  am  not  sure  it  should  be, 
but  now  I  know  your  position. 

Now,  let  me  ask  both  of  you — or  I  guess  you  more  frequently,  Mr. 
Gardner,  referred  to  what  is  sort  of  the  study,  the  OTA  study  that 
was  done.  It  was  1980,  was  it? 

Mr.  Gardner.  It  is  dated  1980.  I  think  it  was  done  prior  to  that. 

The  Chairman.  And  you  accurately  quote  from  that  study,  saying 
that  evidence  has  been  found  of  reactivity  between  the  3M  taggant 
and  one  type  of  smokeless  powder,  as  well  as  booster  material.  You 
also  cite  another  quote  indicating  that  OTA  suggests  there  is  evi- 
dence that  the  taggant,  and  particularly  the  3M  taggant,  is  dan- 
gerous. 

Mr.  Gardner.  Correct. 

The  Chairman.  Now,  as  I  understand  it,  though,  the  report  goes 
on  to  state  that  there  are  indications  that  taggants  can  be  used 
safely  in  most  explosives.  "Safety  tests  conducted  have  shown  no 
incompatibilities  with  dynamite,  gels,  slurries,  emulsions,  or  black 
powder,  allowing  a  presumption  that  comprehensive  testing  would 
show  that  these  taggants  are  compatible  with  explosives." 

Do  you  agree  with  that  statement  in  the  report? 

Mr.  Gardner.  The  smokeless  propellant  business  has  screening 
testing  that  is  done  under  any  circumstance  before  a  product  is 
placed  within  the  explosive  propellant  materials.  If  a  material  fails 
that  test,  it  fails.  Further  testing  of  that  product  in  the  same  mate- 
rial will  still  give  us  a  failure. 

The  Chairman.  So  you  are  disagreeing  with  the  statement  that 
says,  "Safety  tests  conducted  have  shown  no  incompatibilities  with 
dynamites,  gels,  slurries,  emulsions,  or  black  powder'7 

Mr.  Gardner.  No.  I  am  saying  with  the  smokeless  propellants. 

The  Chairman.  I  know.  I  am  not  asking  about  that.  I  am  asking 
you  about  dynamites,  gels,  slurries,  emulsions,  or  black  powder. 
That  is  what  I  am  asking  you.  I  would  like  to  ask  Mr.  Gardner 
first,  and  then  you,  Mr.  Smith. 

Mr.  Gardner.  As  I  said,  I  am  here  representing  SAAMI.  Person- 
ally, with  my  experience  in  the  explosives  industry,  I  believe  that 
if  the  testing  is  continued  with  dynamites,  blasting  agents,  and 
other  explosive  materials,  you  will  find  a  compatibility  problem.  It 
did  not  go  far  enough  in  the  initial  testing. 

The  Chairman.  I  see.  So  your  position  is 
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Mr.  Gardner.  That  is  my  personal  position,  not  the  position  of 
SAAMI. 

The  Chairman.  Does  your  organization  have  a  position  on  this 
issue? 

Mr.  Gardner.  Not  on  blasting  agents  and  things  of  that  nature. 
SAAMI  is  propellant,  the  sporting 

The  Chairman.  I  have  got  you.  OK.  I  was  just  curious. 

Mr.  Gardner.  OK. 

The  Chairman.  Now,  but  your  personal  view  is — and  I  don't 
mean  this  to  be  confrontational.  I  am  just  trjring  to  figure  out 
where  everybody's  position  is.  Your  personal  position  is  that  if  they 
went  further  in  testing  djniamites,  gels,  slurries,  emulsions,  and 
black  powder,  they  would  find  that  there  was  an  incompatibility 
problem? 

Mr.  Gardner.  With  the  3M  taggant. 

The  Chairman.  With  the  3M  taggant.  OK. 

Mr.  Smith,  how  about  you?  Do  you  think  there  is  incompatibility? 

Mr.  Smith.  Mr.  Chairman,  the  reason  I  was  raising  my  pencil, 
the  only  black  powder  manufacturer  in  North  America  is  a  member 
company  of  IME. 

The  Chairman.  What  is  the  name  of  that  company? 

Mr.  Smith.  GOEX. 

The  Chairman.  Who  owns  that  company? 

Mr.  Smith.  Sir? 

The  Chairman.  Who  owns  that  company? 

Mr.  Smith.  Who  owns  it? 

The  Chairman.  Does  that  have  a  parent  company,  or  is  that 

Mr.  Smith.  Yes,  sir.  But  from  memory,  I  forget  the  exact  name. 

The  Chairman.  OK.  Just  curious. 

Mr.  Smith.  Taggants  were  placed  in  black  powder  during  the 
previous  pilot  operation.  It  had  to  be  put  in  during  the  so-called 
glazing  operation,  and  according  to  the  president  of  GOEX,  in  a  re- 
cent conversation,  the  taggant  could  then  have  been  easily  removed 
because  it  was  not  a  homogeneous  part  of  each  particle  of  black 
powder. 

During  the  previous  pilot  operation,  dynamites,  gels,  and  slurries 
were  loaded  under  carefully  controlled  conditions  with  the  3M  tag, 
but  they  were  never  placed  in  those  products  under  what  would  be 
called  normal  production  line  operations. 

The  Chairman.  Is  that  a  State  Department  way  of  saying  you 
need  more  testing? 

Mr.  Smith.  No,  sir.  I  think  that  is  a  way  of  saying  that  the  safety 
issue  is  so  paramount  with  us  that  we  weren't  ready  to  just  put 
this  material  in  our  products  under  normal  conditions. 

The  Chairman.  Because,  without  any  evidence,  you  believe  that 
it  would,  in  fact,  be  dangerous? 

Mr.  Smith.  Yes,  sir. 

The  Chairman.  But  you  had  no  empirical  data  to  suggest  that? 

Mr.  Smith.  That  is  correct. 

The  Chairman.  OK.  Now,  let  me  ask  you  about  taggants,  Mr. 
Lund.  Anybody  who  hangs  over  one  of  those  bombs  to  try  to  dis- 
mantle them — is  that  the  business  you  were  in? 

Mr.  Lund.  I  am  still  in  that  business,  sir. 
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The  Chairman.  Yes.  You  are  the  bomb  busters,  right?  You  are 
the  guy  that  is  called  when  someone  says  there  is  a  valise  here  at 
the  airport  that  is  ticking.  Guys  like  you  are  the  guys  that  are 
called,  right? 

Mr.  Lund.  We  handle  that  very  safely,  sir. 

The  Chairman.  Oh,  I  am  not  suggesting  you  don't  handle  it  safe- 
ly, but  you  are  the  guys  that  handle  it,  right? 

Mr.  Lund.  Well,  there  are  other  people  that  handle  it  before  we 
get  there.  In  the  earlier  days,  I  did  that  a  lot  more  than  I  do  now. 

The  Chairman.  Yes,  OK.  [Laughter.] 

Very  brave,  but  I  think  crazy.  Talk  about  a  tough  line  of  work. 
That  is  real  difficult. 

Now,  let  me  ask  you,  as  somebody  who  has  to  either,  A — people 
you  represent  either.  A,  go  in  and  dismantle  these  bombs  and/or  in 
the  aftermath  of  the  explosion  conduct  the  investigation  to  try  to 
determine — am  I  correct  in  what  your  function  is? 

Mr.  Lund.  That  is  correct,  sir. 

The  Chairman.  To  determine  who  done  it.  How  valuable  to  you — 
now,  I  am  not  talking  about  the  safety  side  now.  Let's  leave  that 
aside  for  a  moment.  How  valuable  to  you  and  the  law  enforcement 
community  is  the  existence  of  a  taggant  in  a  detonated  device 
where  the  damage  has  already  been  done,  trying  to  recreate  the 
chain  of  evidence  to  determine  who  is  responsible  for  detonating 
that  device?  Of  what  value  is  it? 

Mr.  Lund.  Well,  as  I  stated  before,  sir,  we  consider  a  taggant  as 
an  investigative  tool.  That  would  give  us  a  beginning.  If  the  begin- 
ning proved  productive,  if  whatever  we  are  going  to  use  and  test 
to  make  sure  it  is  safe,  as  I  stated  before 

The  Chairman.  No,  let's  forget  about  the  test.  You  guys  are  talk- 
ing about  testing,  and  these  guys  talk  about  law  enforcement.  They 
are  not  qualified  to  talk  about  law  enforcement.  You  are  not  quali- 
fied to  talk  about  testing.  I  have  you  here  because  you  are  a  law 
enforcement  type. 

I  would  like  you  all  to  answer  the  questions.  Would  you  please 
tell  me  what  is  the  investigative  value  of  you  having  the  taggant? 

Mr.  Lund.  If  we  could  take  that  and  take  us  back  to  the  manu- 
facturer or  the  source  of  that  explosive  from  either  the  distributor 
or  dealer,  and  then  try  to  do  the  paper  chase  of  where  it  was  manu- 
factured and  shipped  to,  and  go  to  those  locations  and  find  out  if 
it  was  sold  to  various  dealers,  persons,  individuals,  and  match 
those  names  up  with  any  suspects. 

The  Chairman.  So  it  has  potential  for  being  a  very  valuable  tool, 
doesn't  it? 

Mr.  Lund.  Yes,  sir.  It  is  an  investigative  tool.  Yes,  sir. 

The  Chairman.  Now,  one  of  the  things  that  we  found  in  the 
area — I  don't  know  much  about  explosives,  but  I  do  know  a  little 
bit  about  the  modus  operandi  of  terrorists  after  18  years  of  fooling 
around  with  this.  I  am  not  expert,  but  I  have  some  knowledge  of 
it. 

One  of  the  things  we  find  is,  unlike  most  other  crimes,  terrorists 
many  times  have  no  clear  motives  and  we  have  no  clear  suspects. 
And  it  is  very  difficult  in  many  cases  to  find  a — ^for  example,  the 
hardest  kind  of  murderer  to  find  is  the  random  murderer,  the  guy 
who  rides  by  in  an  automobile,  puts  a  gun  out  a  window,  and  just 
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Wdomly  blows  the  head  off  of  someone  standing  at  a  bus  stop,  be- 
;ause  there  is  not  much  to  go  on  unless  someone  sees  the  auto- 
nobile.  Unless  someone  gets  a  description  of  the  person,  unless 
here  is  some  evidence  that  is  left  at  the  scene  that  can  trace  it 
)ack  to  that  person,  it  is  a  lot  harder  than  tracking  down  the  em- 
)loyee  who  lalls  his  boss  because  he  is  disgruntled.  You  have  no 
:hain  of  evidence  to  go  back  on.  Terrorists,  there  is  less  of  a  chain 
)f  evidence  in  most  instances,  because  some  of  it  is  so  random. 

Now,  it  seems  to  me — and  this  is  a  question — that  if  we  were 
ible  to  safely  use  taggants,  it  has  more  probative  value  in  inves- 
ligating  terrorist  activities  than  you  do  in  most  other  kinds  of 
|:riminal  investigations,  or  is  that  too  broad  an  assumption  to 
make? 

I  Mr.  Lund.  Again,  that  would  take  us  back  to  the  explosives,  and 
Ihen  from  the  explosives  we  would  have  to  look  at  where  they  were 
ihipped,  sold,  or  purchased.  In  either  case,  if  there  was  some  sort 
»f  identification  as  to  that  explosive,  that  would  take  us  right  back 
0  the  same  people,  that  same  manufacturer,  that  same  distributor, 
hat  same  sales  office.  From  there  we  would  have  to  look  at 

The  Chairman.  I  guess  what  I  am  trying  to  say  is  that  it  is 
ometimes  harder  to  get  a  starting  point  for  your  investigation 

Mr.  Lund.  That  would  be  a  starting  point. 

The  Chairman.  When  it  is  the  product  of  a  terrorist  act.  That 
ends  to  be  more  difficult  in  terms  of  law  enforcement  people  I  have 
poken  with,  and  as  a  former  FBI  man,  Mr.  Smith,  you  may  or  may 
lot  agree  with  this.  I  did  say  you  weren't  qualified.  You  probably 
ire  because  of  your  background  as  an  FBI  person. 

But  one  of  the  things  I  am  told,  and  I  am  told  by  the  Federal 
igencies  that  say.  Look,  Joe,  we  got  a  problem,  terrorism,  particu- 
arly  the  kind  of  terrorist  activity  we  are  seeing  more  of,  that  is, 
f  you  will,  the  cleric-induced  fanatic — ^you  know,  the  person  who 
its  out  there  and  the  cleric  says,  you  know,  it  wouldn't  be  a  bad 
dea  if  John  Doe  were  blown  up,  without  having  a  chain  of  com- 
nand  in  the  classic  terrorist  organization  where  you  have  some- 
body giving  an  order  and  running  down  the  chain  of  command, 
rhere  is  less  to  follow  in  that  regard.  There  are  fewer  leads  most 
imes.  Sometimes  the  amateur  is  harder  to  get  than  the  profes- 
sional. 

And  a  fair  number,  according  to  the  experts,  the  enforcement  ex- 
)erts,  a  fair  number  of  the  increases  in  terrorist-type  activities  and 
;heir  weapon  of  choice — we  are  looking  at  them,  and  more  sophisti- 
cated than  this — is  very  difficult  to  get  a  starting  point,  to  get  any 
ead.  And  they  say,  therefore,  that  is  one  of  the  reasons  why 
aggants  would  be  of  an  increased  value  to  us  in  the  area  of  the 
ncreased  use  of  explosives  as  the  weapon  of  choice  because  it  is  the 
weapon  of  choice  of  terrorists. 

That  is  what  I  was  trying  to  get  at.  I  have  just  answered  my  own 
question. 

Senator  I  3deld  to  you. 

Senator  Feinstein.  Thank  you,  Mr.  Chairman. 

You  know,  I  thought  when  you  get  to  the  U.S.  Senate  you  could 
isk  a  question  and  people  would  answer  it  forthrightly. 

The  Chairman.  Oh,  they  are  being  forthright.  I  just  think  I  am 
lot  framing  the  question  well. 
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Senator  Feinstein.  All  right.  I  very  much  appreciate  Mr.  Smith 
£inswering  my  question  as  to  what  the  substance  was  in  the  World 
Trade  Center  bombing,  and  I  wonder  if  we  could  talk  just  for  a  mo- 
ment about  that  urea  nitrate,  Mr.  Smith,  which  you  say  in  your 
comment  is  a  homemade,  improvised  explosive  and  was  made  using 
chemicals  widely  available  from  unregulated  sources,  such  as 
chemical  supply  firms. 

To  make  an  explosive  of  urea  nitrate,  enough  of  it  to  do  the  dam- - 
age  that  this  did,  would  it  have  to  be  a  large  purchase?  | 

Mr.  Smith.  Senator,  I  have  no  information  as  to  the  amount  of 
explosive  that  was  used  at  the  World  Trade  Center.  Obviously, 
based  on  my  background,  it  is  up  in  the  hundreds  of  pounds. 

Urea  nitrate  can  be  made  by  purchasing  urea,  which  is  a  very 
common  fertilizer,  and  then  nitrating  that  urea  with  nitric  acid, 
which  can  be  purchased  from  chemical  supply  houses,  et  cetera. 

I  am  not  a  chemist,  and,  therefore,  I  am  not  qualified  to  go  step 
by  step  through  the  actual  nitration  process.  But  urea  nitrate  is 
among  the  explosives  that  I  call  improvised  or  homemade,  because 
they  are  made  from  unregulated,  easily  available  materials. 

Senator  Feinstein.  That  to  me,  then,  is  particularly  dangerous, 
that  anybody  with  chemical  knowledge  can  buy  chemicals  any- 
where and  go  out  and  blow  up  a  huge  building  like  that.  It  is  rath- 
er frightening. 

Mr.  Smith.  If  the  newspaper  article  that  I  read  is  correct,  one  of 
the  individuals  that  has  been  arrested  in  connection  with  that  inci- 
dent is  a  chemical  engineer. 

Senator  Feinstein.  Let  me  just  go  on.  You  also  have  some  rec- 
ommended alternatives  to  identification,  to  tagging,  and  one  of 
them  was  the  development  of  explosives  detection  equipment. 

Mr.  Smith.  Yes. 

Senator  Feinstein.  You  state  that  one  alternative  to  tagging  that 
would  be  completely  safe,  less  expensive,  and  more  useful  is  the  de- 
velopment of  detection  devices  that  would  prevent  the  detonation. 
Could  you  expand  on  that  somewhat,  please? 

Mr.  Smith.  I  would  be  happy  to.  Senator.  Some  6  years  ago,  from 
memory,  IME  went  to  the  Federal  Aviation  Administration,  who,  in 
our  opinion,  has  been  given  lead-agency  authority  in  the  develop- 
ment of  detection  equipment.  And  in  the  initial  meeting,  we  made 
the  observation  that  in  terrorist  devices,  one  component  that  was 
generally  present  is  something  called  an  electric  detonator.  This  is 
what  initiates  the  explosive  filler  or  the  main  charge.  And  IME  pro- 
posed to  work  cooperatively  with  FAA  in  the  development  of  detec- 
tion equipment  aimed  at  identifying  the  presence  of  a  detonator. 

That  project  has  been  ongoing  for  many  years.  It  is  still  ongoing. 
We  are  still  fully  cooperating  with  FAA,  and  I  think  the  fact  that 
there  has  not  been  a  successful  completion  to  that  project  indicates 
the  complex  nature  of  the  situation. 

I  do  not  profess  to  be  fully  up  to  date  on  all  of  the  subcontract 
work  that  FAA  is  doing  in  connection  with  the  development  of  de- 
tection equipment,  and  I  respectfully  bow  to  them  to  give  the  Sen- 
ator any  additional  information  they  might  need. 

Senator  Feinstein.  Well,  thank  you.  I  would  be  most  interested 
in  pursuing  that  and  learning  more  about  it;  because  if  that  were 
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possible,  then  you  wouldn't  have  to  get  into  all  the  controversy  of 
taggants.  You  would  have  something  that  would  be  equally  useful. 

Mr.  Smith.  I  would  be  pleased  to  furnish  you  with  the  name  of 
the  individual  over  there  that  we  have  been  dealing  with,  if  that 
would  assist  your  staff. 

Senator  Feinstein.  Thank  you  very  much.  I  appreciate  that. 

Thank  you,  Mr,  Chairman. 

The  Chairman.  Mr.  Lund,  the  ATF  established  a  small  pilot  pro- 
gram for  testing  taggants  in  the  late  1970's  when  taggants  were 
salted  into  10,000  pounds  of  explosives.  At  that  time,  I  am  told,  you 
were  on  the  Baltimore  police  force  and  investigated  an  actual 
bombing  where  the  pilot  taggant  program  proved  valuable.  Is  that 
true? 

Mr.  Lund.  Yes,  sir;  that  is  correct. 

The  Chairman.  Can  you  tell  us  about  that? 

Mr.  Lund.  It  was  an  incident  with  an  individual  that  died  in  an 
explosion  that  was  first  thought  to  be  an  accidental  explosion  be- 
cause of  the  smell  of  gasoline.  When  we  arrived,  we  noticed  the 
damage  to  the  vehicle  and  immediately  knew  it  was  a  bombing. 

Upon  doing  the  investigation  and  examining  the  vehicle, 
taggants  were  observed  not  only  in  the  vehicle  but  at  the  blast  site, 
which  was  away  from  the  original  truck,  because  it  was  towed 
prior.  Even  in  the  rain  we  found  taggants  in  the  seat.  Those 
taggants  were  traced  and  identified  as  explosives  from  another 
State. 

I  wasn't  privileged  to  the  rest  of  the  investigation,  but  those 
taggants  brought  it  right  back  to  the  explosives,  and  an  individual 
was  identified  and  arrested  and  convicted. 

The  Chairman.  Let  me  ask  Mr.  Smith  and  Mr.  Gardner— and  I 
appreciate  your  being  forthright  in  your  testimony  with  me,  as  you 
have  been — are  there  any  other  suggestions,  as  you  are  experts  in 
the  field,  that  you  would  recommend  to  the  committee  that  we 
could  fruitfully  undertake  to  positively  impact  upon  the  ability  of 
the  Government  to  diminish  and/or  apprehend  those  persons  who 
use  explosives  for  criminal  purposes? 

Mr.  Smith.  Yes,  sir. 

The  Chairman.  Can  you  tell  me  what  some  of  those  things  would 
be? 

Mr.  Smith.  In  my  comments,  I  briefly  mention  a  national  licens- 
ing program  which  would  require  an  individual  to  possess  a  Fed- 
eral license  before  he  or  she  could  purchase  or  possess  explosives. 
Such  a  licensing  program  would  close  what  we  consider  is  a  gap 
in  current  regulations  as  it  relates  to  intrastate  purchases. 

The  Chairman.  Can  you  tell  me  what  that  gap  is? 

Mr.  Smith.  That  gap,  sir,  is  right  now  on  an  intrastate  purchase, 
2U1  individual  can  walk  into  an  explosives  dealer;  he  can  produce 
a  driver's  license — and  I  don't  have  to  remind  the  chairman  how 
easy  those  are  to  forge.  He  can  say  he's  a  good  ail-American  guy, 
he  doesn't  have  a  substance  abuse  problem,  and  he  is  not  a  felon, 
and  sign  the  form. 

We  believe  that  there  should  be  a  licensing  program  that  closes 
that  gap  that  subjects  that  type  of  individual  to  some  type  of  scru- 
tiny. 
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Explosives  are  a  valuable  tool  in  todays  society.  We  wouldn't  be 
here  if  there  wasn't  a  serious  problem  by  their  illegal  use.  And  that 
is  an  area  that  we  believe  needs  to  be  tightened. 

The  Chairman.  Do  you  agree  with  that,  Mr.  Gardner? 

Mr.  Gardner.  From  the  standpoint  of  the  Sporting  Arms  and 
Ammunition  Manufacturers'  Institute,  handloaders  and  sportsmen 
and  law  enforcement  officers,  the  Federal  licensing  of  those  who 
purchase  the  kind  of  products  we  sell  in  pound  or  half-pound  quan- 
tities would  place  a  burden  upon  the  retailers  and  distributors  that 
is  far  greater  than  any  system  we  have  now  to  regulate  that  size 
of  quantity. 

The  Chairman.  Keep  going.  I  didn't  mean  to  interrupt  you. 
Would  you  hand  me  that  pipe  bomb? 

How  much  explosive  would  be  in  that  pipe  bomb? 

Mr.  Gardner.  I  would  not  guess. 

The  Chairman.  Can  anybody  guess  for  me?  For  this  pipe  bomb 
to  function,  give  me  just  a  rough  guess.  You  know,  you  are  talking 
about  20  pounds? 

Mr.  Lund.  Half  a  pound. 

The  Chairman.  Half  a  pound?  So  someone  could  still,  under  the 
test  that  you  all  would  use  that  you  just  gave  me,  be  able  to  go 
in  and  buy  half  a  pound  and  mail  that  on  to  a  Federal  district 
court  judge  without  any  problem,  right? 

Mr.  Gardner.  A  demented  person  could. 

The  Chairman.  You  don't  have  any  doubt  that  there  are  a  lot  of] 
them  out  there,  do  you? 

Mr.  Gardner.  There  are  a  few  of  them. 

The  Chairman.  You  know  we  had  23,570  people  murdered  last 
year,  more  than  any  other  civilized  nation  in  the  world,  more  than 
any  nation  not  in  civil  war. 

I  am  not  suggesting  it  is  because  of  the  explosives  manufacturers 
or  anybody.  It  is  not.  I  don't  mean  to  imply  that.  But  something] 
has  got  to  be  done. 

What  I  am  a  little  worried  about — Senator  Simpson  is  here.  That ' 
worries  me  a  lot.  [Laughter.] 

Senator  Simpson.  Gfo  right  ahead.  That  is  all  right.  I  have  been 
listening  out  in  the  hall. 

The  Chairman.  What  I  am  a  little  worried  about,  and  I  mean 
this  sincerely,  is  I  don't  see  anything  on  the  horizon  that  is  likely 
to  diminish  the  carnage  that  takes  place  on  our  streets,  nor  do  I 
see  anything  on  the  horizon  that  a  reasonable  person  would  predict 
we  are  going  to  have  a  dip  in  the  use  of  these  kinds  of  devices  be- 
fore we  have  another  increase.  And  if  I  am  right  about  that — and 
who  knows?  I  may  be  wrong.  If  I  am  right  about  that — and  there 
are  a  number  of  causes.  The  drug  problem  nationally  is  a  big  piece 
of  it,  in  my  view.  The  breakup  of  former  empires  in  countries  caus- 
ing ethnic  violence,  and  we  represent,  to  our  great  credit,  a  signifi- 
cant portion  of  every  ethnic  group  in  the  world  lives  here — not  por- 
tion, a  significant  representative  body  lives  in  the  United  States. 
I  am  not  immune  to  what  happens,  at  least  emotionally,  in  terms 
of  other  places. 

And  wnat  I  am  a  little  worried  about  is  that  reasonable  persons, 
like  the  distinguished  Senator  from  Wyoming  and  me,  are  not 
going  to  be  able  to  withstand  the  kind  of  public  pressure  that  is 
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going  to  build  in  the  next  couple  years  to  do  something.  And  we 
are  going  to  find,  as  we  do  in  all  these  cases  where,  on  occasion, 
trade  groups,  industry  groups,  representative  groups  who  have  le- 
gitimate positions  but  who  tend  generally — not  you  two,  but  gen- 
erally we  have  found  in  my  experience  of  21  years  here,  whether 
you  are  talking  about  weapons  or  you  are  talking  about  health  in- 
surance, tend  not  to  want  to  change  the  status  quo. 

What  happens  is  when  they  don't  tell  us  what  the  are  the  best 
things  we  do  that  could  work,  then  people  less  qualified  come  and 
tell  us.  Public  opinion  builds  to  the  point  where  it  is  irresistible, 
and  we  end  up  passing  laws  that  are  much  more  restrictive  and 
probably  with  less  efficiency. 

And  so  I  won't  press  it  now,  but  I  would  respectfully  request,  Mr. 
Gardner — and  I  mean  this  literally.  This  is  not  an  informal  re- 
quest, but  a  formal  request — ^for  your  organization,  which  is  a  first- 
rate  outfit,  to  think  about  whether  or  not  there  are  any  provisions 
in  the  law  that  we  can  change  that  would,  even  if  it  is  only  incre- 
mentally, incrementally  impact  upon  the  ability  to  distribute  and 
use  explosive  devices.  I  can't  promise  you  anything,  but  I  can  pre- 
dict that  the  next  several  years,  if  we  don't  collectively  come  up 
with  additional  safeguards  to  try  to  deal  with  this,  at  least  to  try 
them,  that  we  are  going  to  have  them  imposed  upon  us  in  ways 
that  are  going  to  go  beyond,  in  my  view,  what  is  reasonable  rel- 
ative to  the  outcome  we  can  produce. 

I  promise  you,  I  don't  say  that  in  a  confrontational  way.  I  really 
don't.  I  truly  invite  you  to  ask  your  constituents  in  your  organiza- 
tion to  come  up  with  some  things  that  they  figure  we  could  fruit- 
fully do,  because  one  answer  won't  pertain.  Unless  I  am  wrong, 
that  all  of  a  sudden  bombings  drop  off,  all  of  a  sudden  the  use  of 
explosives  as  the  weapon  of  first  choice,  the  weapon  of  first  choice, 
unless  that  falls  off,  then  we  don't  have  a  problem.  I  am  not  wor- 
ried about  that  if  that  happens,  £ind  I  will  be  the  happiest  man  in 
Washington  to  be  proven  wrong. 

But  I  am  worried  that  trend  line  is  going  to  continue  up  this 
way. 

I  promise  you.  That  is  not  a  threat.  I  have  nothing  in  mind.  I 
don't  have  any  specific  legislation.  But  I  can  assure  you  someone 
will,  and  I  can  assure  you  that  something  will  happen.  That  is  why, 
Mr.  Smith,  I  truly  appreciate  your  constructive  suggestion,  your 
willingness  to  speak  out  on  this.  I  also  truly  appreciate — and  I  will 
yield  now  to  my  distinguished  colleague  from  Wyoming,  but  I  truly 
appreciate  your  speaking  to  a  piece  of  law  you  just  couldn't  under- 
stand, and  that  is,  why  there  is  a  prohibition  on  any  additional 
testing,  not  mandated  but  additional  testing.  I  think  that  is  a  help- 
ful input,  but  I  have  got  a  lot  more  to  learn  on  this.  But  I  can  tell 
you  one  thing:  the  learning  curve  had  better  exceed  the  public  opin- 
ion curve  quickly,  or  we  are  going  to  have  a  different  situation  than 
we  now  have  that  may  not  be  the  best. 

I  thank  my  colleague  for  waiting,  and  the  Senator  from  Wyo- 
ming, Senator  Simpson. 
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Senator  Simpson.  Mr.  Chairman,  I  thank  you.  You  do  a  fine  job 
for  us  as  chairman,  and  I  speak  as  one  who  has  served  in  the  ma- 
jority and  the  minority.  You  are  very  fair,  and  you  are  very  firm. 
Very  partisan,  too.  [Laughter.] 

But  I  said  fairness  first,  and  I  meant  that.  And  you  have  always 
been  that  with  me,  and  I  appreciate  it. 

I  know  that  I  would  have  liked  to  have  been  involved  in  more 
of  the  activity  here,  and  I  regret  that.  But  I  listen  to  carefully  to 
what  you  say,  and  I  do  in  all  aspects  because  you  try  your  very 
best,  your  level  best,  to  be  fair  and  to  listen. 

But  I  was  reflecting,  too,  in  my  14  years  on  the  committee  how 
many  times  the  groups,  the  interest  groups,  the  opposing  groups, 
will  come  to  our  office  for  years  or  months  and  lay  it  out,  usually 
with  their  lawyers.  The  meter  is  always  running  for  them.  And 
then  when  they  finish  this  complex  delivery  of  their  problem,  I  say, 
"I  bet  you  have  been  working  on  that  a  long  time,  haven't  you?" 
They  say,  "Yes,  5  years,  10  years."  "Do  you  meet  with  the  other 
side?"  "Well,  yes,  we  have  had  about  30  meetings  over  2  years."  "Do 
you  ever  get  anything  resolved?"  "No,  but  it  is  a  matter  of  prin- 
ciple." 

We  don't  ever  get  anything  resolved.  It  is  always  a  matter  of 
principle.  So  then  they  finally  drag  the  dead  cat  in  here  and  drop 
it  on  our  desk  while  we  are  working  on  800  other  items,  and  they 
are  waiting  for  a  perfect  result  from  us.  And  you  described  it  well. 
It  will  never  be  perfect.  It  can't  be,  not  with  the  way  this  system 
works.  And  so  what  could  have  been  resolved  through  honest  deal- 
ings, through  years  of  people  in  good  faith,  is  then  brought  to  the 
Congress  of  the  United  States  and  in  the  heat  of  emotion,  fear, 
guilt,  and  racism,  we  will  craft  something — ^you  bet — and  it  usually 
is  not  quite  what  we  had  in  mind  or  what  you  had  in  mind  when 
we  started. 

And  that  is  too  bad.  I  would  think  people  would  become  more 
adept  to  know  that  those  engines  of  emotion  that  drive  things 
here — as  you  said  so  very  ably,  you  wouldn't  be  part  of  it,  but  it 
will  come.  It  will  just  wash  up,  and  then  they  will  say,  Grood  God, 
how  did  that  happen?  And  the  reason  it  happened  is  because  peo- 
ple of  good  faith  couldn't  sit  down  and  resolve  it  before  it  got  here. 

Well,  enough.  I  am  interested  in  the  panel.  Indeed,  we  are  going 
to  have  a  hearing,  I  think  next  week,  but  I  just  wanted  to  add  into 
the  record  an  issue  with  regard  to  this  panel,  Mr.  Chairman,  with 
regard  to  the  placing  of  taggants— do  I  say  that  correctly,  taggants? 

The  Chairman.  I  think  so.  That  is  how  I  have  been  saying  it. 

Senator  Simpson.  Taggants  on  component  materials,  because  we 
have  a  large  fertilizer  industry  in  my  State.  Ammonium  nitrate  is 
a  fertilizer,  and  there  is  an  attempt  at  least  going  in  the  House  to 
"do  something,"  which  would  be  place  some  form  of  taggant  in  ma- 
terials such  as  that. 

I  am  concerned  that  in  the  rush  to  "do  something"  after  the  trag- 
ic events  at  the  C.I.A.  and  the  World  Trade  Center,  that  Congress 
may  end  up  "doing  something"  that  requires  companies  to  "do  the 
impossible."  That  impossible  task,  in  the  case  of  some  of  my  con- 
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'jtituents,  would  be  to  place  some  form  of  taggant  in  material  such 
IS  ammonium  nitrate. 

Ammonium  nitrate  is  fertilizer.  It  is  manufactured — refined,  is  a 
)etter  word — using  a  complicated  procedure  involving  extremely 
ligh  temperatures;  as  high  as  300  degrees.  The  legislation  being 
)roposed  in  the  House  would  require  placing  taggants  on  sub- 
itances  such  as  fertilizer,  but  does  not  take  into  account  the  fact 
hat  accomplishing  such  a  thing  would  be  phenomenally  expensive, 
f  at  all  possible.  I  am  informed  that  it  may  not  be  possible  at  all — 
it  any  expense.  So  I  would  just  caution  my  colleagues  to  consider 
uch  proposals  carefully. 

So,  with  that,  Mr.  Chairman,  I  have  a  couple  remarks,  but  I  will 
nake  those  at  the  time  of  the  next  panel.  I  thank  the  Chair. 

The  Chairman.  I  would  point  out,  the  reason  why  I  was  thank- 
ag  this  panel  is  I  think  the  place  for  us  to  resolve  these  issues  is 
Lot  in  me  or  anyone  else  drafting  a  piece  of  legislation  and  telling 
ou  what  is  good.  It  is  lajdng  out  the  problem  and  asking  if  there 
re  some  solutions  we  should  suggest. 

For  example,  these  taggants,  there  are  apparently — and  I  am  no 
Xpert,  just  what  I  have  read — some  legitimate  safety  questions 
aised  as  to  whether  or  not  they  can  be,  from  a  safety  standpoint, 
sed  and  whether  there  is  any  efficacy  in  their  use.  But  there  is 
Iso  pretty  clear  evidence  that  they  could  be  used — clear  evidence. 
Tiere  is  a  preponderance  of  evidence  they  could  be  used  in  some 
laterials  in  which  they  are  not  now  used  that  don't  have  those 
afety  problems.  And  these  two  gentlemen,  I  think  with  some  de- 
ree  of  courage,  indicated  that  both  their  organizations,  which  are 
lajor  organizations  in  this  industry  and  representing  people  who 
re  users,  have  indicated  that  they  acknowledge  that  there  is  a 
resent  impediment  in  the  law  that  does  not  allow  the  ATF  to  ex- 
eriment  with  taggants  to  see  whether  they  can  be  safely  used. 
Jid  they  acknowledge,  although  they  are  skeptical  of  being  able  to 
e  safely  used,  that  maybe  it  doesn't  make  sense  to  have  such  a 
rohibition  in  the  law  in  terms  of  experimentation,  not  in  terms  of 
landating  use. 

So  there  is  a  little  bit  of  progress,  as  I  see  it  here  today,  and  I 
m  going  to  invite  you  all  again,  as  we  go  on — I  have  some  written 
uestions,  but  this  will  not  be  the  end  of  the  process  because,  as 
he  Senator  said,  we  are  going  to  have,  I  think,  a  flood  of— maybe 
flood"  is  too  strong  a  word.  We  are  going  to  have  several  pieces 
f  imaginative  legislation  that  will  be — and  it  may  be  very  worth- 
while— ^that  is  going  to  come  before  this  committee. 

To  the  extent  that  you  all  can  come  up  with  additional  sugges- 
ions  as  to  how  we  move  toward  making  it  easier  for  the  Mr.  Lunds 
f  the  world  to  track  back  to  find  out  who  may  have  done  it,  as  well 
LS  taggants  or  means  by  which  you  can  detect  the  existence  of  an 
xplosive  before  it  is  detonated,  we  would  be  most  appreciative. 

This  hearing  is  purely  for  the  purpose  of  inquiry.  I  have  no  brief, 
"here  is  no  legislation  before  us  that  I  am  aware  of,  but  I  am  con- 
ident  there  will  be.  And  to  the  extent  that  you  can  positively  im- 
pact on  that,  we  would  appreciate  it  a  bunch. 

Anyone  like  to  make  any  closing  comment? 

Mr.  Smith.  Thank  you  for  having  us. 
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The  Chairman.  Thank  you  for  your  patience  and  for  your  hospi- 
tality. Thanks  a  lot,  gentlemen. 

Mr.  Gardner.  Thank  you. 

Mr.  Lund.  Thank  you. 

The  Chairman.  Now,  our  last  panel  is  a  panel  that  is  going  to 
speak  to  an  issue  that  my  distinguished  friend  from  Wyoming  is 
going  to  be  holding  much  more  extensive  hearings  on,  and  I  am  not 
being  solicitous  when  I  say  it  is  an  issue  that  he  knows  a  great 
deal  more  than  I  know  on  this;  that  is,  a  panel  on  international 
law,  consular  and  immigration  matters.  We  are  just  going  to  touch 
the  surface  today  with  Mr.  Mark  Richard,  who  is  Deputy  Assistant 
Attorney  General  of  the  Criminal  Division  of  the  Department  of 
Justice.  He  works  on  a  variety  of  international  crime  and  terrorism 
issues  there.  Mr.  Richard  will  testify  about  the  use  of  international 
law,  including  extradition  treaties  to  bring  persons  suspected  of 
committing  acts  of  terrorism  in  the  United  States  to  justice. 

Then,  Mr.  Michael  Cronin.  Mr.  Cronin  is  Assistant  Commissioner 
for  Inspections  at  the  Immigration  and  Naturalization  Service.  His 
responsibility  includes  supervision  of  our  border  inspection  offices. 

Next,  Mr.  James  Ward.  Mr.  Ward  is  Acting  Assistant  Secretary 
of  State  for  the  Bureau  of  Consular  Affairs.  Among  other  things, 
he  oversees  the  consular's  office  visa  issuance  activities. 

And  last,  but  not  least,  Mr.  Robert  Harris.  Mr.  Harris  is  Assist- 
ant Legal  Adviser  for  Law  Enforcement  and  Intelligence  at  the  De- 
partment of  State,  and  he  will  discuss  extradition  and  rendition. 

I  thank  all  of  you  for  being  here,  and  I  would  invite  you  to  make 
whatever  statements  you  would  like  to  make,  beginning  with  Mr. 
Richard,  Mr.  Cronin,  Mr.  Ward,  and  Mr.  Harris  in  that  order. 

PANEL  CONSISTING  OF  MARK  RICHARD,  DEPUTY  ASSISTANT 
ATTORNEY  GENERAL,  CRIMINAL  DIVISION,  U.S.  DEPART- 
MENT OF  JUSTICE,  WASHINGTON,  DC;  MICHAEL  D.  CRONIN, 
ASSISTANT  COMMISSIONER  FOR  INSPECTIONS,  IMMIGRA- 
TION AND  NATURALIZATION  SERVICE,  U.S.  DEPARTMENT  OF 
JUSTICE,  WASHINGTON,  DC;  JAMES  L.  WARD,  ACTING  AS- 
SISTANT SECRETARY  FOR  CONSULAR  AFFAIRS,  DEPART- 
MENT OF  STATE,  WASHINGTON,  DC;  AND  ROBERT  K.  HARRIS, 
ASSISTANT  LEGAL  ADVISER  FOR  LAW  ENFORCEMENT  AND 
INTELLIGENCE,  DEPARTMENT  OF  STATE,  WASHINGTON,  DC 

STATEMENT  OF  MARK  RICHARD 

Mr.  Richard.  Thank  you,  Mr.  Chairman. 

With  your  permission,  rather  than  read  my  full  statement,  I 
would  merely  summarize  it  and  submit  the  statement  for  the 
record,  with  your  permission. 

The  Chairman.  Your  entire  statement  will  be  placed  in  the 
record  as  if  read. 

Mr.  Richard.  Thank  you,  Mr.  Chairman.  It  is  always  a  pleasure 
to  be  here  before  this  committee. 

The  United  States  is  a  party  to  over  100  bilateral  extradition 
treaties,  and  to  the  extent  that  terrorists  who  commit  crimes 
against  the  United  States  are  located  outside  of  this  country,  such 
treaties  remain  the  most  effective  tool  available  under  inter- 
national law  for  bringing  these  fugitives  to  justice. 
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We  recognize  that  our  existing  network  of  extradition  treaties  is 
by  no  means  fully  satisfactory  in  ensuring  that  all  terrorist  are 
brought  to  justice  in  the  United  States. 

For  one,  there  remain  too  many  foreign  countries  with  which  the 
United  States  has  no  extradition  treaty  at  all,  or  with  which  the 
treaty  we  do  have  is  old  and  outdated.  In  addition,  many  of  our  ex- 
isting treaties  date  from  the  early  part  of  this  century.  The  lists  of 
extraditable  offenses  contained  in  these  treaties  are  often  inad- 
equate to  ensure  the  extradition  of  fugitive  terrorists.  For  example, 
our  older  treaties  often  do  not  clearly  cover  explosives  offenses, 
weapons  offenses,  or  conspiracy  offenses — ^three  of  the  most  com- 
monly charged  crimes  in  terrorism  cases. 

Naturally,  there  are  certain  countries  that,  even  if  they  were  in- 
clined to  enter  into  bilateral  extradition  relationships  with  us,  for 
a  variety  of  valid  reasons  we  would  not  be  so  inclined  to  consum- 
mate bilateral  extradition  treaties  with  them. 

Nevertheless,  the  Department  of  Justice,  working  closely  with 
the  Department  of  State,  is  engaged  in  an  active  program  of  extra- 
dition treaty  negotiations  to  remedy  the  problems  with  respect  to 
the  deficiency  of  existing  extradition  relationships. 

At  the  present  time,  we  are  attempting  to  replace  the  list  ap- 
proach of  extraditable  offenses  found  in  most  older  treaties.  Such 
lists  invariably  become  outdated  with  time.  Instead  of  a  list,  we  in- 
clude a  provision  which  makes  any  offense  punishable  by  both  par- 
ties to  the  treaty  by  more  than  1-year  imprisonment  an  extra- 
ditable offense.  This  is  the  so-called  dual  criminality  approach 
which  we  believe  better  ensures  that  extradition  will  be  possible  for 
the  broadest  possible  scope  of  offenses.  It  also  provides  for  natural 
growth  in  the  criminal  law. 

In  addition,  in  our  modem  treaties  we  also  seek  to  include  a 
clause  which  makes  it  absolutely  clear  that  the  crime  of  conspiracy 
to  commit  an  extraditable  offense  is  itself  extraditable. 

A  second  difficulty  in  relying  upon  extradition  treaties  to  obtain 
the  return  of  fugitive  terrorists  is  that  such  treaties  traditionally 
contain  an  exception  for  so-called  political  offenses.  What  con- 
stitutes a  political  offense  is  nowhere  defined  in  the  text  of  the 
treaty  itself.  Accordingly,  the  country  from  which  the  extradition  is 
sought  decides,  based  solely  on  its  own  internal  law,  whether  a  re- 
quest for  extradition  should  be  denied  on  this  basis.  Naturally, 
since  crimes  of  terror  often  involve  a  political  motive,  albeit  dis- 
torted, a  broad  interpretation  of  the  political-offense  exception  to 
extradition  can  make  the  return  of  fugitive  terrorists  to  the  United 
States  significantly  more  difficult. 

With  some  of  the  more  recently  negotiated  extradition  treaties, 
we  have  attempted  to  diminish  this  problem  by  including  a  clause 
in  the  treaty  which  excludes  by  definition  certain  crimes  of  violence 
from  the  categorj'  of  political  offenses. 

With  the  bulk  of  our  extradition  treaties,  which  contain  no  limit- 
ing definition  of  the  political-offense  clause,  we  attempt  to  persuade 
our  treaty  partners  not  to  interpret  those  treaties  in  a  manner 
which  would  undermine  the  extradition  of  terrorists. 

A  third  difficulty  often  arises  when  the  terrorist  for  which  the 
United  States  is  seeking  extradition  committed  his  or  her  offense 
outside  the  territory  of  the  United  States.  Although  Congress  has 
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enacted  certain  criminal  statutes  granting  the  U.S.  criminal  juris- 
diction over  certain  terrorist  crimes  directed  at  the  United  States 
from  outside  of  our  borders,  many  of  our  extradition  treaties  do  not 
create  a  clear  obligation  on  the  part  of  our  treaty  partners  to  extra- 
dite such  offenders.  Especially  when  the  foreign  country  would  not 
enjoy  extraterritorial  jurisdiction  in  similar  circumstances,  the 
country  may  be  reluctant  to  grant  extradition  to  the  United  States. 

We  are  attempting,  however,  to  resolve  this  problem  by  seeking 
inclusion  of  a  provision  in  our  modem  treaties  which  makes  it  clear 
that  extradition  may  not  be  denied  simply  because  the  acts  which 
constitute  the  offense  took  place  outside  the  territory  of  the  State 
seeking  extradition. 

A  final  difficulty,  and  one  that  we  encounter  with  great  regular- 
ity with  respect  to  the  extradition  of  terrorists,  is  the  restrictions 
many  countries  place  on  the  extradition  of  their  own  nationals.  To 
the  extent  foreign  nationals  commit  terrorist  crimes  against  the 
United  States  and  then  seek  refuge  in  such  countries,  our  efforts 
to  bring  such  fugitives  to  justice  can  be  frustrated. 

We  are  attempting  to  remedy  this  difficulty,  however,  in  our 
treaty  negotiations.  We  strongly  advocate  inclusion  of  a  provision 
in  such  treaties  obligating  the  parties  to  extradite  their  own  na- 
tionals. Whenever  this  is  not  possible,  we  at  a  minimum  attempt 
to  ensure  that  the  parties  to  our  modem  extradition  treaties  have 
the  discretion  to  extradite  their  citizens  when  their  domestic  law 
permits.  Nevertheless,  many  countries  have  it  as  a  constitutional 
prohibition  with  respect  to  the  extradition  of  their  nationals. 

Turning  for  the  moment 

Senator  Simpson  [presiding].  Mr.  Richard,  we  do  have  a  time  re- 
straint, and  I  have  extended  the  time  once  before.  If  you  could 
please  conclude,  that  would  be  very  important. 

Mr.  Richard.  OK.  I  do  apologize. 

I  would  just  conclude  that  in  addition  to  the  bilateral  extradition 
treaties,  we  do  have  a  network  of  multilateral  conventions  which 
do  supplement  and  can  supplement  our  bilateral  treaties  with  re- 
spect to  extradition. 

With  that  comment,  I  would  be  glad  to  at  this  point  entertain 
any  questions  that  you  may  have. 

[The  prepared  statement  of  Mr.  Richard  follows:] 

Prepared  Statement  of  Mark  Richard 

Mr.  Chairman  and  Members  of  the  Committee:  I  am  pleased  to  appear  today  be- 
fore the  Committee  to  answer  any  (questions  that  you  may  have  concerning  means 
by  which  international  law  can  be  utilized  in  the  fight  against  terrorism. 

treaties  and  conventions 

Bilateral  extradition  treaties 

The  United  States  is  a  party  to  over  100  bilateral  extradition  treaties.  To  the  ex- 
tent terrorists  who  commit  crimes  against  the  United  States  are  located  outside  of 
this  country,  such  treaties  remain  the  most  effective  tool  available  under  inter- 
national law  for  bringing  those  fugitives  to  justice. 

By  way  of  example,  in  1992  Italy  successfully  extradited  Khalid  Al-Jawary  to  the 
United  States  pursuant  to  the  extradition  treaty  between  the  United  States  and 
Italy.  Al-Jawary,  an  Iraqi  citizen  and  a  member  of  the  Palestinian  terrorist  organi- 
zation Black  September,  was  wanted  for  prosecution  in  the  Eastern  and  Southern 
Districts  of  New  York  for  his  role  in  three  attempted  bombings  in  1974.  Following 
his  extradition  he  was  convicted,  and  just  last  week  he  was  sentenced  to  three  con- 
secutive terms  of  10  years  imprisonment. 
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On  Monday  of  this  week,  a  court  in  Ireland  found  Peter  Eamon  Maguire  extra- 
ditable to  the  United  States  to  stand  trial  in  Massachusetts  for  arms  export  control 
offenses  and  other  crimes  committed  in  the  United  States  related  to  his  activity  in 
the  Provisional  Irish  Republican  Army.  Although  Maguire  may  seek  review  of  the 
Irish  court's  decision,  we  are  very  encouraged  oy  this  most  recent  example  of  the 
efficacy  of  international  extradition  treaties  in  the  fight  against  terrorism. 

However,  we  recognize  that  our  existing  network  of  extradition  treaties  is  by  no 
means  fully  satisfactory  in  ensuring  that  all  terrorists  are  brought  to  justice  in  the 
United  States. 

For  one,  there  remain  too  many  foreign  countries  with  which  the  United  States 
has  no  extradition  treaty  at  all,  or  with  which  the  treaty  we  do  have  is  old  and  out- 
dated. Currently,  there  are  no  U.S.  extradition  treaties  in  force  with  certain  coun- 
tries in  Asia,  the  Middle  East,  or  Sub-Saharan  Africa.  In  addition,  many  of  our  ex- 
isting treaties  date  from  the  early  part  of  this  century.  The  Usts  of  extraditable  of- 
fenses contained  in  those  treaties  are  often  inadequate  to  ensure  the  extradition  of 
fugitive  terrorists.  For  example,  ovu*  older  treaties  often  do  not  clearly  cover  explo- 
sives offenses,  weapons  offenses,  or  conspiracy  offenses — three  of  the  most  commonly 
charged  crimes  in  terrorism  cases. 

The  Department  of  Justice,  working  closely  with  the  Department  of  State,  is  en- 
gaged in  an  active  program  of  extradition  treaty  negotiations  to  remedy  these  prob- 
lems. 

By  polling  United  States  Attorneys,  litigating  components  of  the  Criminal  Divi- 
sion, the  federal  law  enforcement  agencies,  and  representatives  of  state  and  local 
law  enforcement,  we  are  able  to  determine  where  there  is  the  greatest  need  for  new 
or  updated  extradition  treaties.  Once  ovu*  treaty  priorities  are  set,  we  then  attempt 
to  negotiate  those  treaties  in  a  way  which  guarantees  their  broadest  possible 
scope — including  the  coverage  of  terrorism  offenses. 

For  example,  we  seek  to  replace  the  "list"  of  extraditable  offenses  found  in  most 
older  treaties.  Such  lists  invariably  become  outdated  with  time.  Instead  of  a  list,  we 
include  a  provision  which  makes  any  offense  punishable  by  both  parties  to  the  trea- 
ty by  more  than  a  year  imprisonment  an  extraditable  offense.  In  other  words,  under 
this  approach,  if  something  is  deemed  a  relatively  serious  crime  by  both  countries, 
it  is  per  se  an  extraditable  offense.  This  "dual  criminality"  approach  better  ensures 
that  extradition  will  be  possible  for  the  broadest  possible  scope  of  offenses.  It  also 
provides  for  natural  growth  in  the  criminal  law. 

In  addition,  we  seek  to  include  a  clause  in  our  modem  treaties  which  makes  it 
absolutely  clear  that  the  crime  of  conspiracy  to  commit  an  extraditable  offense  is 
itself  extraditable. 

Within  the  last  four  months,  modem  protocols  to  our  extradition  treaties  with 
both  Australia  and  Germany  have  entered  into  force.  Recently,  modem  extradition 
treaties  with  the  Bahamas  and  Spain  have  been  signed  ana  ratified,  and  should 
soon  enter  into  force.  And  we  are  actively  engaged  in,  or  plan  soon  to  commence, 
extradition  treaty  negotiations  with  several  other  countries. 

A  second  difficvilty  in  rel3dng  upon  extradition  treaties  to  obtain  the  return  of  fugi- 
tive terrorists  is  that  such  treaties  traditionally  contain  an  exception  for  "political 
offenses."  Usually,  what  constitutes  a  political  offense  is  nowhere  defined  in  the  text 
of  the  treaty  itself.  Consequently,  the  country  from  which  extradition  is  sought  de- 
cides, based  solely  upon  its  own  internal  law,  whether  a  request  for  extradition 
should  be  denied  on  this  basis.  Naturally,  since  crimes  of  terror  often  involve  a  polit- 
ical motive,  a  broad  interpretation  of  the  poUtical  offense  exception  to  extradition 
can  make  the  return  of  fugitive  terrorists  to  the  United  States  significantly  more 
dif&cult. 

With  some  of  our  most  recently  negotiated  extradition  treaties  we  have  attempted 
to  diminish  this  problem  by  including  a  claiise  in  the  treaty  which  excludes  by  aefi- 
nition  certain  crimes  of  violence  from  the  category  of  "political  offenses."  In  our 
view,  in  democratic  countries  in  which  there  exist  non-violent  means  of  expressing 
political  dissent,  a  person  who  engages  in  murder,  bombings,  or  other  violent  crimes 
against  innocent  victims  should  not  be  able  to  escape  justice  simply  because  he  or 
she  committed  those  crimes  for  a  political  pxirpose.  Our  Supplementan'  Extradition 
Treaty  with  the  United  Kingdom  (entered  into  force  December  23,  1986),  and  our 
Protocol  to  the  Extradition  Treaty  with  Germany  (entered  into  force  March  11, 
1993),  are  examples  of  treaties  which  utilize  this  approach. 

With  the  bulk  of  our  extradition  treaties,  which  contain  no  limiting  definition  of 
the  political  offense  clause,  we  attempt  to  persuade  our  treaty  partners  not  to  inter- 
pret those  treaties  in  a  manner  which  would  undermine  the  extradition  of  terrorists. 
Recent  United  States  jurisprudence  is  helpful  in  making  those  arguments  with  for- 
eign governments  and  courts.  Although  during  the  1980's  the  United  States  lost  sev- 
eral efforts  to  extradite  accused  Provisional  IRA  terrorists  to  the  United  Kingdom, 
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more  recent  court  decisions,  including  a  1990  order  of  extradition  upheld  by  the  Sec- 
ond Circuit  Court  of  Appeals  involving  a  Palestinian  accused  of  fire  bombing  a  bus 
in  the  West  Bank,  {Ahmad  v.  Wigen,  910  F.2d  1063),  have  made  it  clear  that  terror- 
ists who  attack  innocent  civilians  will  not  be  permitted  to  rely  upon  the  political 
offense  exception  in  order  to  avoid  extradition  from  the  United  States. 

A  third  difficulty  can  arise  when  the  terrorist  for  which  the  U.S.  seeks  extradition 
committed  his  offense  outside  the  territory  of  the  United  States.  Although  Congress 
has  enacted  criminal  statutes  granting  tiie  U.S.  criminal  jurisdiction  over  certain 
terrorist  crimes  directed  at  the  United  States  from  outside  of  our  borders,  (e.g.,  18 
use  1203,  18  use  2332),  many  of  our  extradition  treaties  do  not  create  a  clear  obli- 
gation on  the  part  of  our  treaty  partners  to  extradite  such  offenders.  Especially 
when  the  foreign  country  would  not  enjoy  extraterritorial  jurisdiction  in  similar  cir- 
cumstances, the  country  may  be  reluctant  to  grant  extradition  to  the  United  States. 

We  are  attempting  to  resolve  this  problem  in  our  modem  treaties  by  seeking  in- 
clusion of  a  provision  which  makes  it  clear  that  extradition  may  not  be  denied  sim- 
ply because  the  acts  which  constitute  the  extraditable  offense  took  place  outside  the 
territory  of  the  state  seeking  extradition. 

A  final  difficulty  inherent  in  the  extradition  of  terrorists  is  the  restriction  many 
countries  place  on  the  extradition  of  their  nationals.  Several  of  our  extradition  trea- 
ties require,  or  at  least  permit,  the  country  from  which  extradition  is  sought  to  deny 
an  extradition  request  when  tiie  fugitive  is  a  citizen  of  that  country.  To  the  extent 
foreign  nationals  commit  terrorist  crimes  against  the  United  States  and  then  seek 
refuge  in  such  countries,  our  efforts  to  bring  such  fugitives  to  justice  can  be  frus- 
trated. 

Again,  we  are  attempting  to  remedy  this  difSculty  in  our  modem  extradition  trea- 
ties. We  advocate  strongly  for  inclusion  of  a  provision  in  such  treaties  obligating  the 
parties  to  extradite  their  own  nationals.  Because  the  constitution  or  internal  law  of 
some  foreign  countries — particularly  those  that  follow  the  civil  law  tradition — pro- 
hibit the  extradition  of  nationals,  our  efforts  in  this  area  are  not  always  successful. 
At  a  minimum,  we  attempt  to  ensure  that  the  parties  to  our  modem  extradition 
treaties  have  the  discretion  to  extradite  their  citizens,  when  their  domestic  law  per- 
mits it. 

Multilateral  conventions 

In  addition  to  our  bilateral  extradition  treaties,  the  United  States  is  also  party 
to  four  multilateral  conventions  that  address  specific  types  of  terrorist  acts.  These 
conventions  are: 

The  Convention  for  the  Suppression  of  Unlawful  Seizure  of  Aircraft; 

The  Convention  for  the  Suppression  of  Unlawful  Acts  Against  the  Safety  of 
Civil  Aviation; 

The  Convention  on  the  Prevention  and  Punishment  of  Crimes  Against  Inter- 
nationally Protected  Persons;  and 

The  International  Convention  Against  the  Taking  of  Hostages. 

Although  the  specific  terms  of  these  conventions  differ,  they  generally  require  the 
parties  to  the  convention  to  do  the  following. 

First,  they  obligate  the  parties  to  establish  criminal  penalties  for  the  activity  cov- 
ered by  the  convention  (e.g.,  the  hijacking  of  an  aircraft,  the  performing  of  an  act 
of  violence  against  a  passenger,  the  murdering  of  a  diplomat,  or  the  taking  of  a  hos- 
tage). 

Second,  they  obligate  the  parties  to  extradite  or  prosecute  offenders  found  within 
the  territory  of  a  party. 

The  multilateral  conventions  modify  existing  bilateral  extradition  treaties  bv  mak- 
ing the  prohibited  acts  extraditable  offenses  under  the  bilateral  treaties.  Finally,  de- 
pending upon  the  law  of  the  convention  party,  if  there  is  no  bUateral  treaty  the  con- 
ventions themselves  may  serve  as  the  legal  basis  for  extradition. 

Deportations  and  expulsions 

A  very  important  alternative  to  formal  extradition  is  the  deportation  or  expulsion 
of  terrorist  offenders  to  the  United  States  by  a  foreign  government.  This  less  formal 
alternative  can  be  extremely  useful,  especially  when  there  is  no  extradition  treaty 
in  force  with  the  country  of  refuge,  when  the  treaty  does  not  clearly  cover  the  of- 
fense for  which  extradition  is  sought,  or  when  the  extradition  process  is  disfavored 
by,  or  unworkable  in,  the  forei^  country. 

That  completes  my  very  bnef  overview  of  some  of  the  ways  the  Department  of 
Justice  is  relying  upon  intemationed  law  and  the  cooperation  between  nations  to  en- 
sure that  fugitive  terrorists  are  brought  before  U.S.  courts  to  answer  for  their 
crimes. 
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I  would  be  pleased  now  to  respond  to  any  questions  the  Committee  may  have. 

Senator  Simpson.  I  think  we  will  do  that,  but  we  will  conclude 
with  the  various  other  members  of  the  panel,  on  behalf  of  the 
chairman.  And  so  now  if  we  could  hear  from  Michael  Cronin, 
please,  the  Assistant  Commissioner  for  Inspections  of  the  Immigra- 
tion and  Naturalization  Service.  Thank  you  very  much,  Mr.  Rich- 
ard. 

If  you  could  observe  the  timer  mechanism,  I  know  that  it  is  in- 
trusive and  even  rude,  but  it  is  the  only  thing  we  have  found,  ex- 
cept for  ourselves. 

Mr.  Cronin.  I  will  stop  dead.  Senator. 

Senator  SIMPSON.  We  don't  do  it  to  ourselves.  And  it  is  good  to 
see  Senator  Moseley-Braun,  who  is  a  very  productive  member  of 
this  committee,  and  I  am  certainly  enjojdng  working  with  her  on 
the  Judiciary  Committee.  She  is  a  splendid  addition. 

Mr.  Cronin? 

STATEMENT  OF  MICHAEL  D.  CRONIN 

Mr.  Cronin.  Thank  you.  Senator.  I  appreciate  the  opportunity  to 
appear  today  to  describe  INS  operations  at  ports  of  entry  as  they 
relate  to  the  Nation's  counterterrorism  effort.  I  have  submitted  tes- 
timony for  the  record  which  I  believe  provides  an  extremely  clear 
and  comprehensive  description  of  INS  inspections  operations.  With 
your  permission,  I  would  like  to  summarize  those  at  this  point. 

Senator  Simpson.  Please. 

Mr.  Cronin.  The  INS  mission  is  to  administer  the  provisions  of 
the  Immigration  and  Nationality  Act.  One  aspect  of  that  mission 
is  determining  the  eligibility  of  persons  to  enter  the  United  States 
at  ports  of  entry. 

From  a  practical  standpoint,  this  mission  places  immigration  in- 
spectors in  a  dual  role.  We  have  to  ensure  that  the  entry  into  the 
United  States  of  legitimate  travelers  is  facilitated.  However,  we 
also  have  to  identify  and  exclude  inadmissible  persons,  including 
terrorists  and  others  who  pose  a  threat  to  our  security  or  welfare, 
as  effectively  as  possible. 

An  extremely  important  aspect  of  immigration  control  at  ports  of 
entry  is  the  statutory  provisions  and  international  standards  which 
govern  the  documentation  of  travelers.  During  the  past  2  to  3 
years,  this  system  has  been  weakened  in  the  United  States,  and  in 
most  other  developed  nations,  by  a  substantial  increase  in  the  ar- 
rival of  inadmissible  aliens  from  virtually  every  point  in  the  inter- 
national transportation  system.  Many  of  these  persons  secure  ac- 
cess to  this  system  through  the  use  of  forged,  altered,  or  illegally 
obtained  passports  and  visas.  In  many  instances,  these  documents 
are  destroyed  or  recycled  before  their  holders  reach  their  destina- 
tions. 

These  schemes  generally  involve  elaborate  international  smug- 
gling operations  which  react  quickly  to  attempts  by  the  United 
States  and  other  countries  to  disrupt  their  activities. 

INS  examines  all  persons  seeking  entry  to  the  United  States  in 
order  to  establish  their  identity  and  nationality  and,  if  they  are 
aliens,  their  admissibility. 
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In  fiscal  year  1992,  an  estimated  513  million  persons  passed 
through  our  ports  of  entry.  Of  this  number,  52  million  passengers, 
or  10  percent  of  the  total,  arrived  by  air. 

To  administer  this  workload,  INS  places  great  importance  on 
automated  processes  to  provide  inspectors  with  information  relat- 
ing to  specific  individuals.  A  normal  part  of  the  inspection  process 
at  ports  of  entry  is  a  query  against  an  automated  information  sys- 
tem. At  airports,  name  checks  are  performed  against  the  Inter- 
agency Border  Inspection  System,  or  IBIS,  which  includes  records 
from  INS,  the  State  Department,  and  the  Customs  Service,  as  well 
as  numerous  other  Government  agencies.  IBIS  also  provides  access 
to  the  National  Criminal  Information  Center,  NCIC,  which  records 
information  concerning  outstanding  warrants  of  arrest. 

At  land  border  ports,  name  checks  are  not  routinely  performed 
on  American,  Mexican,  or  Canadian  border  crossers,  although  INS 
and  Customs  are  testing  new  technologies  designed  to  permit  expe- 
ditious name  checks  on  an  increased  percentage  of  land  border  traf- 
fic. License  plates  of  arriving  vehicles  are  checked,  and  land  border 
immigration  and  customs  inspectors  routinely  cross-reference  law 
enforcement  data  with  associated  license  plates.  Third-country  na- 
tionals are  subject  to  a  routine  name  query. 

At  seaports,  immigration  inspectors  use  a  hard-copy  lookout  book 
to  query  the  names  of  arriving  passengers  and  crew,  and  INS  is  ex- 
amining the  possible  use  of  CD  ROM  technology  at  seaports. 

Data  related  to  aliens  known  or  believed  to  be  excludable  under 
national  security  ground  are  included  in  the  immigration  lookout 
system.  INS  also  maintains  a  data  base,  the  Non-Immigrant  Infor- 
mation System,  or  NIIS,  which  records  the  arrival  and  departure 
of  documented  nonimmi^ants. 

In  addition  to  the  use  of  a  wide  range  of  data  shared  among  Gov- 
ernment agencies,  which  is  extremely  important,  INS  has  devel- 
oped several  important  initiates  designed  to  interdict  inadmissible 
travelers.  INS  preinspects  travelers  to  the  United  States  from  Can- 
ada, Bermuda,  the  Bahamas,  Aruba,  and  Ireland.  While  mainly  a 
facilitative  measure,  preinspection  enables  INS  to  intercept 
inadmissibles,  including  known  criminals,  drug  dealers,  and  terror- 
ists, before  their  departure  from  foreign  points. 

INS  has  also  instituted  a  prescreening  program  at  foreign  air- 
ports whereby  immigration  officers,  on  a  nonjurisdictional  basis, 
check  the  documentation  of  U.S.-bound  travelers  and  advise  local 
authorities  or  airlines  of  any  problem  travelers  identified  through 
this  process. 

U.S.  immigration  inspectors,  with  the  outstanding  support  of  INS 
Intelligence  Division  and  forensic  document  laboratory,  are  among 
the  best  trained  and  ablest  document  examiners  under  field  operat- 
ing conditions  in  the  world.  Additionally,  INS  works  closely  with 
transportation  lines  to  provide  training  and  assistance  in  relation 
to  carriers'  statutory  obligation  to  check  the  documentation  of  U.S.- 
bound  travelers. 

INS's  role  in  the  national  counterterrorism  effort  proceeds  in  a 
specific  fashion  from  the  exclusion  and  deportation  provisions  relat- 
ing to  national  security,  and  on  a  more  general  basis  from  the 
power  and  duty  of  the  Attorney  CJeneral  under  the  Immigration 
and  Nationality  Act  to  control  and  guard  the  boundaries  and  bor- 
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ders  of  the  United  States.  It  is  a  mission  to  which  immigration  in- 
spectors bring  tremendous  dedication  and  effort. 

While  nothing  will  prevent  all  acts  of  terrorism,  information 
sharing  among  U.S.  Government  agencies  and  with  foreign  govern- 
ments provides  a  tool  which  can  be  used  to  intercept  and  disable 
many  of  those  who  wish  to  harm  the  United  States  and  its  citizens. 
Reliable  and  timely  information  permits  the  immigration  inspector 
to  make  an  informed  evaluation  of  individuals  attempting  to  enter 
the  United  States. 

Thank  you,  Senator. 

[The  prepared  statement  of  Mr.  Cronin  follows:] 

Prepared  Statement  of  Michael  D.  Cronin  on  Behalf  of  the  Immigration  and 

Naturauzation  Service 

Mr.  Chairman  and  Members  of  the  Committee:  I  appreciate  the  opportunity  to  ap- 
pear before  you  today  to  describe  the  procedvires  which  the  Immigration  and  Natu- 
ralization Service  (INS)  uses  at  ports-of-entry,  to  prevent  the  entry  of  individuals 
who  are  known  or  suspected  to  engage  in  terrorist  activities. 

It  is  the  mission  of  the  INS  to  administer  the  provisions  of  the  Immigration  and 
Nationality  Act  (INA)  which  were  enacted  to  ensure  the  health  welfare,  safety  and 
security  of  the  United  States.  At  ports-of-entry,  this  mission  requires  a  balance  be- 
tween enforcement  of  these  laws  and  facilitating  the  entry  of  bona  fide  international 
travelers.  Therefore,  oxu*  inspections  procedures  must  be  adaptable  to  continually 
changing  world  conditions. 

Although  the  INA  primarily  addresses  the  entry  and  control  of  aliens,  the  INS  is 
responsible  for  the  examination  of  all  individuals  entering  the  United  States.  Effec- 
tive immigration  control  begins  with  the  examination  of  individuals  at  ports-of- 
entry  and  a  review  of  the  travel  docvunents  presented.  This  is  especially  true  in  our 
current  environment.  During  the  past  few  years,  we  have  witnessed  a  tremendous 
rise  in  the  number  of  inadmissible  aliens  arriving  from  virtually  every  point  in  the 
international  transportation  system.  In  fiscal  year  1992,  INS  estimate  that  over 
120,000  inadmissible  aliens  arrived  in  the  United  States  with  either  no  or  fraudu- 
lent documents.  At  John  F,  Kennedy  Airport  in  fiscal  year  1992,  over  14,600  ar- 
rived. Earlv  figures  for  this  fiscal  vear  indicate  a  300  percent  increase  over  the  1991 
levels  for  the  same  time  period.  This  dramatic  increase  is  marked  by  the  prevalence 
of  forged  or  altered  documents  and  other  schemes  of  fraud  involving  elaborate  inter- 
national smuggling  organizations.  These  organized  efforts  have  resulted  in  thou- 
sands of  aliens  arriving  at  our  ports-of-entry  without  any  travel  documents  or  iden- 
tification at  all. 

The  primary  means  for  preventing  unlawfiil  entry  at  ports-of-entry  is  the  exam- 
ination of  all  individuals  applying  for  admission  to  the  United  States.  This  requires 
ascertaining  the  identity  of  the  person  and  the  validity  and  authenticity  of  the  docu- 
ments presented.  It  also  requires  verifying  the  citizenship  of  such  applicants  and, 
in  the  case  of  non-United  States  citizens,  the  right  of  that  individusJ  to  enter  the 
United  States  for  the  purpose  requested. 

The  statutorj'  obligation  of  the  INS  to  inspect  all  aliens  who  seek  admission  re- 
quires that  we  examine  those  individuals  declaring  U.S.  citizenship  in  order  to  au- 
tnenticate  that  claim  and  ensure  their  compliance  with  the  documentary  require- 
ments set  forth  in  U.S.  law  and  regulations.  Section  235  of  the  Immigration  and  Na- 
tionality Act  provides  that  any  person  coming  to  the  U.S.  may  be  required  to  state 
under  oath  the  purpose  for  which  he  or  she  comes,  length  of  time  the  person  intends 
to  remain  and,  if  an  alien,  such  other  information  as  may  be  helpful  in  determining 
whether  he  or  she  may  be  admitted. 

In  fiscal  year  1992,  513  iriillion  persons  sought  entry  into  the  U.S.  through  our 
land,  air,  and  sea  ports-of-entry.  Of  this  number,  52  million  passengers  (or  approxi- 
mately 10  percent)  arrived  at  airports. 

interagency  border  inspection  system  (IBIS) 

Normally,  at  time  of  inspection,  each  traveler's  name  is  queried  against  a  multi- 
agency  lookout  database,  the  Interagency  Border  Inspection  System  (IBIS)  which  is 
a  cooperative  effort  to  provide  a  more  efficient  inspection  of  travelers  arriving  in  the 
United  States.  Under  IBIS,  the  INS  has  acceptea  the  responsibility  to  perform  the 
computer  database  queries  on  behalf  of  all  inspections  agencies  for  all  passengers 
at  airport  locations  where  IBIS  equipment  has  been  installed.  Immigration  inspec- 
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tors  query  IBIS  to  ascertain  whether  arriving  travellers  have  been  placed  on  a  look- 
out list  by  the  INS  or  any  of  the  other  IBIS  agencies.  More  than  85  percent  of  arriv- 
ing air  passengers  were  processed  through  IBIS  ports  in  fiscal  year  92. 

Through  IBIS,  the  INS  is  able  to  access  records  from  the  Department  of  State's 
Consular  Lookout  Support  System  (CLASS),  the  U.S.  Customs  Treasury  Enforce- 
ment Computer  System  (TECS)  and  the  National  Criminal  Identification  Center 
(NCIC)  in  addition  to  INS'  own  records  contained  in  the  National  Automated  Immi- 
gration Lookout  System  (NAILS). 

At  land  border  ports-of-entry,  the  license  plate  number  of  each  vehicle  is  queried. 
Due  to  the  volume  of  tx*affic,  name  queries  against  the  IBIS  database  are  performed 
at  the  discretion  of  the  inspector.  Recently,  a  Docvunent  Reader  Test  was  conducted 
at  several  land  border  ports-of-entry  to  assess  the  enforcement  benefits  of  perform- 
ing name  queries  and  the  impact  on  traffic  flow  of  conducting  such  queries  using 
document  readers  in  place  of  manual  input.  Initial  resvilts  indicate  that  a  benefit 
can  be  attained  from  conducting  additional  name  queries  using  document  readers. 
The  Federal  Inspection  agencies  are  further  evaluating  the  data  and  developing  a 
plan  for  increasing  the  number  of  name  queries  to  be  performed  at  the  land  border 
ports-of-entry. 

EXCLUSION  CATEGORIES  AND  INS  LOOKOUT  SYSTEM 

Before  describing  the  actual  inspection  process,  I  would  like  to  talk  about  the  rea- 
sons the  INS  may  intercept  or  detain  individuals  arriving  at  U.S.  ports-of-entry. 
With  the  passage  of  the  Immigration  Act  of  1990,  Congress  redefined  and  redesig- 
nated the  previous  34  grounds  for  excluding  an  alien  from  the  United  States  into 
nine  broad  categories:  health,  criminal,  security,  public  charge  considerations,  labor 
certification  and  qualifications  for  certain  aliens,  illegal  entry  and  immigration  vio- 
lations, documentation  requirements,  ineUgibility  for  citizenship,  and  miscellaneous 
concerns. 

Seven  exclusion  grounds  fall  under  the  broad  category  of  national  security.  Aliens 
are  excludable  for  the  following  security  reasons:  entry  prejudicial  to  the  public  in- 
terest, involvement  in  espionage,  sabotage,  or  laws  relating  to  technology  transfer, 
unlawful  activity  related  to  national  secvuity,  coming  to  overthrow  the  American 
government,  terrorism,  foreign  policy  considerations,  and  communist/totalitarian 
party  membership. 

Data  related  to  aliens  known  or  believed  to  be  excludable  under  these  categories 
is  maintained  in  the  INS  National  Automated  Lookout  System  (NAILS).  However, 
there  are  no  records  in  NAILS  pertaining  to  communist  or  totalitarian  party  mem- 
bership. The  INS  system  also  contains  Department  of  State  (DOS)  records  on  aliens 
who  have  been  refused  visas.  In  addition  to  records  relating  to  aliens  who  are  be- 
lieved to  be  excludable  from  the  United  States,  NAILS  contains  records  relating  to 
persons  in  which  other  government  agencies  (e.g.  Marshals  Service,  FBI,  Secret 
Service)  have  evinced  an  interest.  These  records  are  placed  in  the  system  at  the  re- 
quest of  the  individual  agency. 

The  NAILS  contains  188,000  records  entered  by  INS  as  well  as  information  from 
other  agencies.  Information  contained  in  NAILS  is  transmitted  on  a  daily  basis  to 
the  IBIS  for  use  by  more  than  20  law  enforcement  agencies. 

THE  DEPARTMENT  OF  STATE'S  LOOKOUT  SYSTEM  (CLASS) 

The  Department  of  State's  CLASS  system  also  contains  records  identifying  indi- 
viduals of  possible  interest  to  government  agencies.  The  DOS  records  relate  solely 
to  the  eligibility  of  aliens  to  receive  visas  for  entry  into  the  United  States.  The  DOS 
system  has  3.2  million  records  of  which  approximately  230,000  are  provided  to 
NAILS  and  IBIS. 

INSPECTION  PROCEDURES 

At  the  time  of  immigration  inspection,  all  individuals  must  present  required  entry 
doounents  which  may  include  a  valid  passport  or  other  travel  document,  an  immi- 
grant or  nonimmigrant  visa  and  a  completed  arrival/departure  record,  Form  1-94. 
As  I  stated  before,  during  the  inspection,  the  immigration  inspector  examines  all 
docxmients  presented  for  authenticity  and  validity  and  verifies  the  individual's  iden- 
tity and  nationality.  The  names  of  all  arriving  passengers  are  checked  against  the 
IBIS  database. 

While  conducting  an  inspection,  the  immigration  inspector  is  authorized  by  stat- 
ute to  administer  oaths,  take  sworn  statements  relating  to  the  entry  of  the  ahen 
into  the  United  States,  and  search  the  individual  and  his  belongings. 
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EXAMINATION  OF  U.S.  CITIZENS 

PxiTsuant  to  the  INA,  all  applicants  for  admission  at  ports-of-entry  are  presumed 
to  be  aliens  unless  they  can  establish  U.S.  citizenship.  Mter  travel  solely  within  the 
Western  Hemisphere,  a  U.S.  citizen  need  only  make  an  oral  declaration  of  his  or 
her  citizenship  and  it  is  the  responsibility  of  the  immigration  inspector  to  detennine 
that  the  claim  to  United  States  citizenship  is  valid.  After  travel  to  other  foreign  lo- 
cations, a  U.S.  citizen  muse  present  a  valid  U.S.  passport  which  is  issued  by  the 
Department  of  State. 

In  1979,  a  U.S.  citizen  by-pass  system  was  instituted  at  some  airports  due  to 
acute  understaffing.  Under  this  system  it  was  the  responsibility  of  the  United  States 
Customs  Sei-vice  to  examine  all  returning  United  States  citizens  and  query  them 
against  the  Treasury  Enforcement  Coiiiputer  Svstem  database.  In  late  1986,  Con- 
CTess  enacted  legislation  which  permitted  the  collection  of  the  Inspections  User  Fee. 
Revenues  from  Uiis  fee  permitted  the  INS  to  increase  staffing,  including  at  the  air- 
ports where  the  by-pass  had  been  in  effect.  The  INS  was  able  to  eliminate  the  by- 
pass at  aU  airports  of  entrj.-  except  at  three  airports  where  the  facility  constraints 
in  the  inspections  area  prohibited  the  computer  query  of  all  U.S.  citizens  by  the 
INS. 

On  January  17,  1991,  the  U.S.  citizen  by-pass  was  discontinued  at  these  remain- 
ing airports  of  entry  in  response  to  security  concerns  during  Operation  Desert 
Storm. 

INSPECTION  OF  ALIENS 

As  I  mentioned  above,  the  INS  has  jurisdiction  over  the  entry  of  aliens  into  the 
United  States.  The  immigration  officer  inspects  all  aliens,  reviews  their  documenta- 
tion and  verifies  that  they  are  admissible  into  the  United  States  under  the  criteria 
of  their  specific  visa  classifications.  Most  nonimmigrant  aliens  are  required  to 
present  the  arrival/departure  Form  1-94.  Both  the  arrival  and  departixre  portions 
of  Form  1-94  are  endorsed  to  indicate  the  nonimmigrant  visa  classification  as  well 
as  the  period  of  admission. 

Information  from  the  airival  portion  is  used  to  create  a  record  of  the  non- 
immigrant alien's  entry  and  is  entered  into  the  Nonimmigrant  Information  System 
(NIIS)  The  ahen  retains  the  departure  portion  of  the  form  as  proof  of  lawful  admis- 
sion to  the  United  States  and  is  required  to  surrender  it  upon  his  or  her  departure 
from  the  countrj'.  Regardless  of  their  immigration  status,  all  aliens  must  prove  that 
they  are  admissible  into  the  United  States  and  are  not  excludable  under  the  provi- 
sions of  the  INA.  As  I  previously  stated,  grounds  for  exclusion  include  health-related 
conditions,  criminal  activity,  national  security  concerns  as  well  as  documentary  defi- 
ciencies. 

If  the  primary  immigration  inspector  has  reason  to  believe  that  an  individual  may 
not  be  admissible  into  the  United  States,  the  subject  is  referred  to  another  officer 
for  a  more  extensive,  secondary  inspection. 

If  admissibility  cannot  be  established,  the  immigration  inspector  may  take  one  of 
the  following  actions:  1)  detain  the  alien  for  exclusion  proceedings  before  an  Immi- 
gration Judge;  2)  parole  the  alien,  pursuant  to  Attorney  General  authority  delegated 
to  the  District  Director,  to  appear  before  an  Immigration  Judge  for  exclusion  pro- 
ceedings; .3)  offer  the  alien  the  opportunity  to  withdraw  voluntarily  his  or  her  appli- 
cation for  admission  to  the  United  States;  4)  defer  the  inspection  of  the  aUen  to  an 
onward  office  for  completion;  or,  5)  refuse  admission  for  those  passengers  applying 
under  the  Visa  Waiver  Pilot  Program. 

PREINSPECTION  AND  PRESCREENING 

In  addition  to  inspection  facilities  at  ports-of-entry  in  the  United  States,  the  INS 
has  established  inspection  operations  abroad.  Preinspection  is  the  processing  of 
United  States-bouna  international  passengers  by  one  or  more  Federal  Inspection 
Agencies  prior  to  embarkation  from  a  foreign  port.  While  mainly  a  facilitative  meas- 
ured preinspection  enables  the  INS  to  intercept  mala  fide  aliens  prior  to  their  de- 
parture for  the  United  States  from  foreign  ports,  thereby  preventing  known  crimi- 
nals, drug  dealer,  and  terrorists  from  ever  setting  foot  in  the  United  States.  This 
avoids  the  lengthy  procedures  and  costs  associated  with  formal  exclusion  and  the 
detention  necessary  to  ensure  removal.  INS  presently  has  preinspection  faciUties  in 
seven  locations  in  Canada,  as  well  as  operations  in  Bermuda,  the  Bahamas,  Aruba, 
and  Ireland. 

The  INS  has  also  instituted  a  pre-screening  program  at  foreign  airports  where 
document  fraud  is  a  significant  problem  and  where  there  is  no  preinspection  oper- 
ation. Under  this  program,  well-trained,  highly-mobile  teams  of  immigration  inspec- 
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tors,  who  can  respond  to  the  continually  changing  travel  patterns  of  persons  and 
groups  seeking  entry  to  the  United  States  by  fraud,  are  deployed  overseas.  These 
carrier  consultants  are  temporarily  assigned  to  various  foreign  airports  to  assist  and 
train  airline  personnel  in  the  evaluation  of  travel  documents  and  the  detection  of 
fraud. 

CONCLUSION 

While  nothing  will  prevent  all  acts  of  terrorism,  information  sharing  among  U.S. 
government  agencies  and  with  foreign  governments  provides  a  tool  which  can  be 
used  to  intercept  and  disable  many  of  those  who  wish  to  harm  the  United  States 
and  its  citizens.  Reliable  and  timely  information  permits  the  immigration  inspector 
to  make  informed  evaluations  of  individuals  attempting  to  enter  the  United  States. 

However,  the  immigration  officer's  job  goes  far  beyond  checking  databases. The  in- 
spector is  trained  in  document  evaluation,  interviewing,  and  investigative  tech- 
niques. The  individual  examination  of  all  applicants  for  admission  by  these  trained 
officers  combined  with  evaluation  of  intelligence  information,  provides  the  best  ssife- 
guard  against  known  or  suspected  international  terrorists  entering  the  United 
States.  Therefore,  gJthough  selective  inspection  methods  may  be  appropriate  for  use 
by  other  Federal  inspections  services,  the  INS  enforcement  mission  requires  a  com- 
prehensive inspection  of  persons. 

I  would  be  pleased  to  answer  any  questions  you  may  have  at  this  time. 

Senator  Simpson.  Thank  you  very  much,  Mr.  Cronin.  There  will 
be  a  hearing  a  week  from  today  here,  thanks  to  Chairman  Biden 
and  subcommittee  Chairman  Kennedy,  a  hearing  on  terrorism,  asy- 
lum abuses  and  issues,  and  U.S.  immigration  policy,  which  I  think 
will  be  very  vital,  and  I  am  going  to  hold  my  remarks  until  then. 
I  am  fully  aware  that  a  member  of  the  majority  party  is  present, 
but  the  chairman — I  am  just  doing  administrative  duties.  When  we 
get  to  questioning,  it  is  all  yours.  Or  it  is  yours  now  if  you  wish. 

Senator  Moseley-Braun.  Without  objection. 

Senator  SiMPSON.  I  am  fully  aware  of  how  this  works.  Would  you 
care  to  go  forward? 

Senator  Moseley-Braun.  You  mean  with  questions? 

Senator  Simpson.  Because  I  am  the  minority  member  of  this 
committee,  and  you  are  a  member  of  the  majority. 

Senator  Moseley-Braun.  Yes,  but  you  also  have  the  seniority  on 
this  committee  that  I  don't  have,  Senator.  [Laughter.] 

Senator  Simpson.  Well,  I  have  lost  all  my  hair  and  50  pounds 
doing  it.  But  I  will  go  forward  with  the  administrative  aspects  of 
this.  I  actually  used  to  leave  Senator  Biden  and  Senator  Kennedy 
in  charge  when  I  was  chairman,  which  was  a  truly  harrowing  expe- 
rience. [Laughter.] 

Never  knowing  what  they  would  do.  But  they  never  did  it.  So 
thank  you.  Senator  Moseley-Braun. 

Next,  please,  James  Ward,  Acting  Assistant  Secretary  for  Con- 
sular Affairs  of  the  Department  of  States.  Please. 

STATEMENT  OF  JAMES  L.  WARD 

Mr.  Ward.  Thank  you.  Senator.  I  think  given  the  complexity  of 
the  subject  matter  and  the  number  of  witnesses  and  the  impor- 
tance that  we  attach  to  dialog,  I  would  propose  that  my  written 
statement  be  entered  for  the  record  and  that  I  just  make  myself 
available  for  questions,  if  that  is  acceptable  to  the  Chair. 

[The  prepared  statement  of  Mr.  Ward  follows:] 
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Prepared  Statement  of  James  L.  Ward  on  Behalf  of  the  U.S.  Department  of 

State 

Mr.  Chairman,  Members  of  the  Committee,  I  am  pleased  to  have  the  opportunity 
to  appear  before  you  today  to  discuss  the  Bureau  of  Consular  Affairs'  (CA)  role  in 
anti-terrorism  activities. 

CA  takes  its  responsibilities  very  seriously  and  we  recognize  the  concerns  raised 
by  the  bombing  at  ^e  World  Trade  Center.  Apart  from  the  visa  issuing  authority, 
which  I  will  discuss  later,  we  also  work  very  closely  with  the  Department's  Coordi- 
nator for  Counter-Terrorism,  Diplomatic  Security  and  other  Federal  Intelligence  and 
Enforcement  Agencies  as  part  of  our  responsibilities,  through  our  travel  advisory  no- 
tices, to  warn  Americans  citizens  traveling  and  residing  abroad  of  credible  cvurent 
threats  from  terrorist  activity. 

TTie  Assistant  Secretary  for  Consular  Aifairs  is  the  Department's  designated  rep- 
resentative on  the  White  House-chaired  Border  Security  Working  Group  (BSWG). 
Under  the  auspices  of  the  National  Security  Council  (NSC),  CA  actively  participates 
in  this  interagency  program  to  coordinate  our  efforts  with  U.S.  Customs,  the  Immi- 
gration and  iNaturafization  Service  and  other  agencies  having  a  direct  responsibility 
in  protecting  oxir  borders. 

CA  has  fostered  and  actively  supports  the  imperative  to  share  information  as  em- 
bodied in  the  Interagency  Border  Information  System's  (IBIS)  "clearinghouse"  con- 
cept. The  clearinghouse  finks  border  security  namecheck  databases  and  so  helps  to 
fulfill  the  goal  of  a  single  unifying  principle  for  border  security  data  sharing  in  the 

use. 

Because  of  the  visa  requirement,  the  Consvdar  Officer  is  the  USG's  initial  contact 
and  often  called  "first  Une  of  defense"  with  prospective  foreign  travelers  to  the  U.S. 
The  visa  issuance  process  requires,  at  a  minimum,  the  screening  of  names  against 
Stete's  "lookout"  datebase.  Through  IBIS,  the  screening  is  extended  to  encompass 
information  contained  in  databases  maintained  by  other  agencies. 

At  this  point,  I  woxild  like  to  explain  the  process  for  obtaining  a  nonimmigrant 
visa,  and  uie  systems  we  have  in  place  througnout  the  world. 

Nonimmigrant  visa  processing  procedxrres  are  governed  by  the  provisions  of  the 
Immigration  and  Nationality  Act,  Department  of  State  Regulations,  and  the  Foreign 
Affairs  Manual.  The  INA  provides  the  eligibility  and  ineligibiUty  criteria,  and  the 
nonimmigrant  visa  classifications,  while  the  regulations  and  Visa  Manual  provide 
specific  procedures  followed  by  consular  officers  in  visa  processing. 

Though  nonimmigrant  visa  processing  procediires  may  vary  somewhat  from  post 
to  post,  the  essential  elements  are  the  same.  An  alien  applies  for  a  visa  by  complet- 
ing a  Form  OF- 156  Nonimmigrant  Visa  Application.  The  application  can  be  submit- 
ted in  person,  by  mail,  or  travel  agent,  depending  upon  circumstances  at  each  post. 
All  applications  are  reviewed  by  a  consvileir  officer,  either  by  a  personal  interview 
or  document  check,  and  name  checked  in  oxir  lookout  system,  either  automatically 
or  manually. 

The  lookout  system  contains  some  3,582,000  records.  These  records  include  names 
and  aliases  of  all  aliens  refused  visas  worldwide,  as  well  as  the  names  of  aliens  pro- 
vided from  records  of  the  Immigration  and  Naturalization  Service  and  U.S.  national 
security  and  law  enforcement  agencies.  These  additional  names — of  aliens  who  have 
not  formally  been  refused  a  visa — include  the  names  of  known  or  suspected  terror- 
ists, known  or  suspected  narcotics  traffickers,  and  other  known  or  suspected  crimi- 
nals. "They  are  entered  against  the  possibility  that  they  might  apply  for  visas  in 
their  real  identities  or  in  aliases  they  are  known  to  have  used. 

It  should  be  noted  that  in  response  to  the  Immigration  Act  of  1990  and  Public 
Law  102-138,  some  130,000  names  of  aliens  out  of  270,000  who  were  ineligible  be- 
cause of  membership  in  proscribed  organizations  have  been  deleted  from  the  lookout 
system.  By  August  1993,  we  expect  that  no  more  than  10,000  of  these  names  will 
remain  in  the  system.  In  this  connection,  the  purged  names  of  individuals  who  were 
ineligible  in  more  than  one  category  were  reviewed  on  a  case  by  case  basis  and  no 
names  of  any  known  terrorist  were  purged.  We  are  still  involved  in  this  process,  so 
I  can  assure  you  that  we  will  continue  to  review  similar  individuals  very  carefully 
to  ensure  no  known  terrorist  is  purged  from  our  lookout  database. 

The  lookout  list  is  available  to  123  posts  through  the  on-line  automated  Consular 
Lookout  and  Support  System,  and  to  88  other  smaller  posts  on  microfiche  cards.  The 
automated  system  is  updated  on  a  real  time  basis,  while  the  microfiche  cards  are 
updated  bimonthly.  The  information  in  our  automated  system  is  also  provided  elec- 
tronically to  the  INS  lookout  system  and  is  now  on  Une  to  the  IBIS  program. 

In  remote  locations  without  adequate  communications  facilities  (e.g.  Khartoum, 
Sudan),  applicant  names  are  checked  manually  against  microfiche  or  stend-alone 
databases.  At  this  time  State  is  transitioning  from  a  manual  visa  issuance  process 
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to  a  more  fully  automated  one,  which  includes  automated  namechecking  via  the 
IBIS  clearinghouse.  Posts  without  this  capability  unfortunately  include  some  with 
potentially  high-risk  applicants.  CA  is  giving  this  project  high  priority  recognizing 
its  importance  in  our  overall  visa  issuance  responsibilities. 

Clearly,  we  must  expand  our  automated  lookout  system  to  all  visa  issuing  posts. 
However,  no  matter  how  effective  our  lookout  system,  it  is  impossible  to  include  in 
it  everyone  who  is  potentially  a  danger  to  U.S.  security.  And  we  recognize,  that  un- 
fortunately with  7  million  visa  applications  a  year,  mistakes  will  be  made,  as  in  the 
case  of  Omar  Ali  Ahmed  Abdel  Rahman.  I  think  it  important  in  this  connection  to 
keep  in  mind  that,  while  the  visa  process  is  our  first  hne  of  defense,  it  cannot  ever 
be  a  perfect  defensive  shield  and  it  must  never  be  seen  as  our  only  line  of  defense. 

A  measure  of  the  effectiveness  of  this  first  line  of  defense,  however,  is  paradox- 
ically the  increasing  incidence  of  its  circumvention.  Over  the  last  several  years, 
aliens  have  been  arriving  at  our  airports  in  increasing  numbers  with  fraudulent  doc- 
uments or  with  no  documents  at  all  (having  disposed  of  their  documents  in  flight). 
All  of  these  people  have  avoided  consular  screening  and  managed  to  approach  the 
second  line — the  port  of  entry  inspection  process. 

We  recognize  tnat  there  are  inconsistencies  in  the  present  system.  We  look  for- 
ward to  working  with  you  on  ways  to  strengthen  our  border  security  program,  inter- 
agency coordination  and  counter-terrorism  measures. 

This  concludes  my  opening  statement.  I  would  be  happy  to  take  your  questions. 

Senator  Simpson.  Mr.  Chairman,  the  witness  suggests  that  he 
has  no  statement  and  will  just  submit  himself  to  questions.  So  your 
next  one,  Mr.  Chairman,  would  be  Robert  Harris. 

The  Chairman.  Mr.  Harris,  thank  you,  I  apologize  for  having  to 
leave.  I  had  to  take  a  phone  call — two,  to  be  precise,  and  I  am 
sorry.  Mr.  Harris? 

STATEMENT  OF  ROBERT  K.  HARRIS 

Mr.  Harris.  Thank  you,  Mr.  Chairman  and  members  of  the  com- 
mittee, I  am  pleased  to  be  here  to  appear  before  you  today.  Mr. 
Richard's  presentation  provides  an  excellent  overview  of  the  way  in 
which  legal  mechanisms  and  instruments  can  play  an  important 
role  in  the  U.S.  Government's  fight  against  international  terrorism. 
My  statement  deals  with  the  topic  of  extraterritorial  arrests  and 
renditions.  In  the  interest  of  time,  I  would  be  happy  to  ask  that  my 
statement  be  submitted  into  the  record,  and  I  would  be  available 
to  answer  any  questions,  along  with  the  other  members  of  the 
panel. 

[The  prepared  statement  of  Mr.  Harris  follow:] 

Prepared  Statement  of  Robert  K.  Harris  on  Behalf  of  the  U.S.  Department 

OF  State 

Mr.  Chairman  and  members  of  the  Committee,  I  am  pleased  to  appear  before  you 
today.  Mr.  Richjird's  presentation  provides  an  excellent  overview  of  the  way  in 
which  legal  mechanisms  and  instruments  (such  as  bilateral  extradition  treaties  and 
multilateral  anti-terrorism  conventions)  can  play  an  important  role  in  the  United 
States  Government's  fight  against  international  terrorism.  Rather  than  repeating 
his  presentation,  my  statement,  at  the  Committee's  request,  deals  with  the  topic  of 
extraterritorial  arrests  and  renditions.  These  are  topics  of  particular  importance  in 
light  of  the  Supreme  Court's  June  15,  1992  decision  in  United  States  v.  Alvarez- 
Machain,  a  decision  which  has  evoked  strong  reactions  from  numerous  foreign  gov- 
ernments and  legal  commentators. 

As  you  may  know,  the  CUnton  Administration  has  not  had  the  opportunity  to 
thoroughly  canvass  the  many  aspects  of  this  issue.  Moreover,  the  new  Legal  Adviser 
for  the  State  Department  has  only  just  been  named.  For  these  reasons,  while  I  can 
address  some  of  the  historical  aspects  of  this  Government's  abduction  policies,  I  can- 
not speak  for  the  new  Administration  on  its  position  on  these  critical  issues. 

Nonetheless,  I  want  to  stress  that  the  US.  Government's  policy  is  to  cooperate 
with  other  countries  in  taking  law  enforcement  actions  abroaa.  We  understand  the 
critical  importance  of  taking  into  account  international  law,  foreign  relations,  and 
the  principle  of  territorial  sovereignty  of  states. 
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I.  THE  ALVAREZ-MACHAIN  CASE 

First,  I  would  like  to  say  a  few  words  about  the  ALvarez-Machain  case  and  the 
impact  it  has  had  on  our  relations  with  foreign  countries. 

In  ALvarez-Machain,  the  Supreme  Covut  found  that,  consistent  with  the  Ker- 
Frisbie  doctrine,  U.S.  covuts  have  jurisdiction  over  a  criminal  defendant  regardless 
of  the  means  by  which  that  defendant  was  brought  before  the  court.  The  Court  held 
that  a  breach  of  customary  international  law  principles  would  not  affect  the  jurisdic- 
tion of  a  domestic  court.  In  a  dictmn,  the  Supreme  Court  did  acknowledge  that,  in 
certain  circumstances,  the  breach  of  an  extradition  treaty  might  divest  a  covut  of 
iurisdiction.  However,  after  examining  the  text  and  negotiating  record  of  the  U.S.- 
Mexico Extradition  Treaty,  the  Co\irt  concluded  that  an  abduction  from  Mexican  ter- 
ritory without  the  consent  of  the  Mexican  Government  would  not  violate  the  treaty. 

Traditionally,  U.S.  extradition  treaties — ^hke  the  one  with  Mexico — ^have  not  been 
seen  as  the  exclusive  means  of  recovering  fugitives.  The  United  States  has,  for  ex- 
ample, reUed  on  other  means,  such  as  exclusion,  expulsion  or  deportation,  to  obtain 
a  fugitive,  even  when  extradition  treaties  exist.  The  Supreme  Court's  view  of  Ker- 
Frisbie  was  consistent  with  the  decisions  by  many  countries'  courts,  as  many  other 
countries  follow  the  Ker-Frisbie  principle.  Indeed,  it  is  our  understanding  that  this 
judicial  approach  is  also  followed  in,  for  example,  the  United  Kingdom  and  the  Fed- 
eral Republic  of  Germany. 

Yet  tnis  was  a  very  controversial  decision.  This  is  in  large  measure  because  the 
case  appeared  to  uphold  the  legality  of  measures  taken  by  the  United  States  Gov- 
ernment in  violation  of  the  territorial  sovereignty  of  other  nations.  Some  may  have 
interpreted  it  as  giving  a  "green  Ught"  to  abductions  in  foreign  countries.  In  particu- 
lar, to  manv  foreign  governments,  it  suggested  that  this  Government  might  not  act 
cooperatively  in  law  enforcement  matters — but  would,  instead,  act  unilaterally. 

The  result  was  an  outpouring  of  sentiment  against  the  decision,  and  against  the 
Alvarez  abduction.  This  reaction  took  various  forms,  such  as  the  following: 

•  The  Government  of  Mexico  has  insisted  that  the  United  States  and  Mexico 
agree  formally  not  to  undertake  non-consensual  abductions.  The  Mexicans  un- 
dertook a  review  of  their  law  enforcement  cooperation  with  the  United  States, 
and  issued  new  guidelines  on  activities  by  foreign  law  enforcement  agencies  in 
Mexican  territory. 

•  Many  governments  informed  us  that  they  viewed  the  Alvarez  abduction  as  vio- 
lating international  law.  Some  informed  us  that  such  actions,  if  taken  by  us  in 
their  territories,  would  violate  their  domestic  law  and  would  violate  our  extra- 
dition treaties  with  them. 

•  Some  governments  have  suggested  that  they  are  interested  in  challenging  the 
legality  of  such  abductions  in  international  fora.  For  example,  the  Inter-^Uner- 
ican  Juridical  Committee  of  the  Organization  of  American  States  was  asked  by 
the  Permanent  Council  of  the  OAS  to  issue  an  opinion  on  the  "validity"  of  the 
Supreme  Court's  decision  in  ALvarez-Machain.  The  Committee  ultimately  ren- 
dered an  opinion  that  the  Supreme  Court's  decision  represented  a  "breach  of 
international  law  rules."  The  U.S.  Government  may  have  reason  to  question  the 
propriety  of  an  international  body  purporting  to  comment  on  a  judicial  decision 
concerning  U.S.  domestic  law.  Nonetheless,  uie  sentiment  against  the  Supreme 
Court's  decision  expressed  by  the  Committee  is  consistent  with  views  expressed 
by  many  foreign  govemmente. 

Although  the  reaction  was  perhaps  strongest  in  Latin  America,  there  was  consid- 
erable criticism  elsewhere  in  the  world. 

II.  U.S.  POLICY  IN  THE  AFTERMATH  OF  ALVAREZ 

On  March  16,  1993,  President  Clinton  sent  letters  to  his  counterparts  in  Mexico 
and  Canada  affirming  that  the  U.S.  Government's  policy  is  to  cooperate  with  other 
countries  to  combat  international  criminal  activity.  He  stated  that  that  cooperation 
must  be  based  on  international  law,  respect  for  territorial  sovereignty,  and  human 
rights. 

Most  specifically,  the  President  assured  them  that  his  Administration  will  not 
"conduct,  encourage,  or  condone"  illegal  transborder  abductions  in  those  countries. 
This  promise,  which  continues  in  effect  a  pledge  made  by  President  Bush,  has  re- 
ceived a  warm  and  positive  reaction  from  the  governments  of  Mexico  and  Canada. 

At  the  same  time,  the  Government  of  Mexico  nas  continued  to  demonstrate  its  in- 
terest in  renegotiating  the  U.S.-Mexico  Extradition  Treaty  in  order  to  add  a  clause 
that  would  forbid  abductions.  The  two  govenunents  have  agreed  to  discuss  the  ex- 
tradition treaty  during  the  up-coming  cabinet-level  U.S.-Mexico  Binational  Commis- 
sion meetings,  which  are  now  scheduled  for  June  21  here  in  Washington.  We  hope 
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that  these  discussions  will  lead  to  better  mutual  understanding  of  the  issues  related 
to  extradition.  Nonetheless,  I  note  that  no  decision  has  yet  been  made  on  what  posi- 
tion the  U.S.  Government  might  take  in  those  discussions. 

As  the  Committee  is  aware,  the  prior  Administration  took  steps  to  ensure  that 
decisions  on  extraterritorial  arrests  are  properly  coordinated.  Mr.  Richard  from  the 
Department  of  Justice  can  teU  you  about  a  nvunber  of  steps  taken  by  his  Depart- 
ment to  improve  coordination.  We  expect  these  procedures  to  be  constantly  evalu- 
ated to  ensure  they  afford  an  adequate  opportunity  for  all  interested  agencies,  and 
the  President  if  necessary,  to  review  potentially  sensitive  law  enforcement  actions 
abroad.  We  also  expect  the  many  facets  of  the  question  of  extraterritorial  renditions 
to  be  reviewed  by  the  new  Administration.  Once  this  interagency  review  has  been 
completed,  the  Department  of  State  would  be  pleased  to  discuss  these  issues  again 
with  the  Committee  and  its  staff,  in  a  classified  or  unclassified  setting. 

Allow  me  to  close  by  stressing  that  the  Department's  policy  is  grounded  on  the 
principle  of  cooperating  with  foreign  governments  in  law  enforcement  activities.  We 
will  continue  to  assure  our  friends  and  allies  that  that  is  the  case,  and  will  act  ac- 
cordingly. 

The  Chairman.  Well,  thank  you.  Does  that  cover  everyone? 

Let  me  begin,  then,  by  asking  Mr.  Cronin  and  Mr.  Ward,  I  am 
interested  in  the  screening  process  you  have  in  place,  both  at  the 
point  of  visa  issuance  and  at  the  port  of  entry  into  the  United 
States  to  prevent  terrorists  from  reaching  the  United  States. 

At  small  consular  posts,  including  the  one  at  Khartoum  in  the 
Sudan  through  which  Sheik  Rahman  entered,  what  is  the  process 
for  checking  the  State  Department's  lookout  data  base  to  ensure 
that  the  visa  applicant  is  not  a  terrorist? 

Mr.  Ward.  Mr.  Chairman,  123  of  our  visa  posts  have  an  auto- 
mated system.  There  are  88  posts  remaining  that  do  visa  work  that 
do  not.  These  posts,  including  Khartoum,  rely  on  a  microfiche  sys- 
tem, microfiche  cards  that  are  provided,  along  with  readers,  to 
these  posts,  and  updated  certainly  not  more  than  bimonthly. 

The  Chairman.  Well,  let  me  ask  you,  I  mean,  it  would  seem  to 
me  that — roughly,  is  there  a  geographic  area  where  these  88 
nonupdated  posts  are?  In  other  words,  now  are  you  going  about  it? 
There  are  certain  places  that  it  would  seem  to  me  a  reasonable  per- 
son would  assume  you  were  more  likely  to  have  traffic  that  you 
should  be  concerned  about  than  other  places. 

Mr.  Ward,  I  concur,  Mr.  Chairman.  Basically  the  availability  of 
automation  at  consular  posts  is  almost  entirely  a  question  of  the 
availability  of  high-speed  telecommunications.  That  is  the  single 
biggest  problem  we  have.  We  work  against  this  central  data  base, 
and  in  order  for  a  visa-issuing  post  to  access  that  data  base,  there 
must  be  available  the  appropriate  types  of  data  transmission  lines. 
And  this  is  the  single  determining  factor  in  most  cases.  The  second 
factor  is,  of  course,  a  matter  of  volume. 

The  fact  remains,  you  are  absolutely  correct,  that  just  by  virtue 
of  the  way  these  two  factors  come  into  play,  there  are  certainly 
posts  in  parts  of  the  world  that  we  know  tend  to  be  higher  risk 
than  other  parts  of  the  world. 

The  Chairman.  Would  you  be  willing  to  submit  for  the  committee 
where  those  88  posts  that  are  not  updated  are? 

Mr.  Ward.  Certainly,  sir. 

The  Chairman.  Are  the  microfiche  cards  indexed  in  a  way  that 
make  a  manual  search  very  practical? 

Mr.  Ward.  They  make  a  manual  search  difficult.  I  mean,  they 
are  in  alphabetical  order.  But  in  all  fairness,  I  think  if  you  look  at 
just  the  physical  sort  of  user-friendliness  of  microfiche,  microfiche 
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reader  screens,  and  expecting  someone  to  sort  of  sit  there  all  day 
long  and  do  this  process,  I  think  this  is  one  of  the  real  weaknesses 
in  the  system. 

The  second  part  of  the  problem  is  on  the  automated  side  we  have 
the  kind  of  up-front  software,  if  you  will,  that  will  allow  searches 
through  a  whole  variation  of  name  protocols.  For  example,  in  the 
case  of  Sheik  Abdel  Rahman,  at  the  automated  posts  they  would 
have  searched  under  somewhere  between  11  and  17  different  vari- 
ations of  his  name  based  on  what  we  know  of  transliteration  from 
Arabic.  At  the  nonautomated  posts,  we  are  faced  with  an  entry  that 
is  done  based  on  the  name  that  we  had  at  the  time,  and  this  is 
what  normally  the  FSN,  the  foreign  service  national,  who  does  this 
review  is  going  to  be  looking  for. 

We  are  still  not  sure  at  this  point  whether  this  name  was  just 
not  searched  for  at  all  or  whether  it  was  searched  for  and  missed. 
We  do  know  that  it  was  in  the  data  base  and  was  on  the  micro- 
fiche. 

The  Chairman.  Now,  it  is  my  understanding  that  prior  to  some 
time  in  1989  the  INS  and  the  State  Department  data  bases  were 
separate,  but  that  they  are  now  linked  through  the  Interagency 
Border  Inspection  System,  commonly  known  as  IBIS. 

Mr.  Ward.  That  is  correct,  Mr.  Chairman.  We  did  actually  start 
providing  updates  to  the  INS  data  base  back  in  1989  and  1990.  We 
are  now  at  a  point,  as  of  January  of  this  year,  where  we  are  hooked 
into  the  IBIS  data  base,  as  is  INS.  And  every  time  we  make  an 
entry  into  our  system,  it  automatically  and  on  a  real-time  basis  up- 
dates that  information  into  IBIS.  So  we  have  advanced  to  that 
point. 

The  Chairivian.  But  it  is  my  understanding  that  IBIS  does  not 
contain  all  records  contained  in  the  State  Department's  lookout 
CLASS  despite  this  linkage.  Is  that  right? 

Mr.  Ward.  It  contains  all  of  the  cases  that  are  known  to  be  ineli- 
gible, and  it  contains  certain  categories  of  potentially  ineligible  per- 
sons. But  you  are  correct  in  that  not  every  single  entry  is  put  into 
IBIS. 

The  Chairman.  How  does  the  State  Department  decide  to  share 
a  piece  of  information  with  INS  and  vice  versa? 

Mr.  Ward.  Well,  speaking  from  the  State  Department  side,  the 
information  that  we  provide  from  our  Lookout  System,  we  give  to 
the  Immigration  Service  whatever  they  think  they  would  find  use- 
ful. We  don't  have  a  limiting  factor  when  it  comes  to  information 
that  is  primarily  on  aliens. 

The  problem  that  the  Immigration  Services  has  is  taking  data 
which  is  going  to  require  extensive  file  searches.  It  can  create  prob- 
lems for  them  at  ports  of  entry  where  they  need  to  know  imme- 
diately if  there  is  a  problem  and  what  the  problem  is. 

These  are  areas  that  we  are  still  working  on.  For  example,  at  the 
time  that  the  Sheik  was  issued  his  visa  in  1987  and  we  put  refusal 
information  in  the  file,  that  information  was  not '■ 

The  Chairman.  What  do  you  mean  by  refusal  information?  Is 
that  a  term  of  art? 

Mr.  Ward.  Well,  there  was  information  put  into  the  Lookout  Sys- 
tem by  the  American  Embassy  in  Cairo  in  August  1987,  which 
identified  the  Sheik  as  a  potential  problem  and  somebody  who 
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should  be  looked  at  by  Washington  before  a  visa  is  issued  again. 
Unfortunately,  at  that  time,  that  kind  of  refusal,  since  it  was  not 
a  determiner  of  eligibility,  was  not  picked  up  and  transferred  to  the 
INS  data  base. 

Under  the  system  we  now  have,  with  both  of  using  the  Inter- 
agency Border  Inspection  System,  that  same  refusal  code  does,  in 
fact,  go  into  the  data  base. 

The  Chairman.  Now,  let's  assume  that  refusal  code  had  been  in 
the  data  base  and  the  consular  office  in  Sudan,  in  Khartoum,  had 
seen  it.  Do  they  have  the  authority  to  deny  a  visa? 

Mr.  Ward.  The  foreign  service  officer? 

The  Chairman.  Yes. 

Mr.  Ward.  Yes,  absolutely.  That  refusal  code  would  have  told  the 
officer,  in  fact,  that  he  may  not  approve  this  visa  without  checking 
it  with  the  Department  of  State  in  Washington  first. 

The  Chairman.  What  I  am  trying  to  get  at  for  the  public  to  un- 
derstand is,  one  of  the  things  that  is  most  confusing  to  people  right 
now  is  like  the  New  York  Times  article  today.  You  have  the  De- 
partment of  Justice  concluding  that  they  are  not  going  to  incarcer- 
ate Rahman  now,  that  they  cannot  deport  him  now,  that  deporta- 
tion may  take  up  to  2  years — it  could  take  up  to  that  long,  I  as- 
sume— an  average  reader  would  say  there  must  be  a  lot  of  com- 
plicated rules  here  as  to  once  someone  gets  in  how  to  get  him  out, 
as  opposed  to — and  I  want  to  make  it  clear,  I  want  you  to  make 
it  clear  whether  or  not  there  is  as  many  hurdles  that  an  officer  of 
the  U.S.  Government  residing  in  another  country  has  to  go  through 
to  deny  in  the  first  instance. 

Mr.  Ward.  The  short  answer  to  that  question,  sir,  is  no.  In  fact, 
although  we  certainly  have  various  processes  and  procedures  and 
the  guidelines  from  the  Immigration  and  Nationality  Act  and  our 
own  regulations,  there  is  more  authority,  if  you  will,  on  the  part 
of  a  consular  officer  to  deny  a  visa  for,  you  know,  acceptable  rea- 
sons and  not  have  that  decision 

The  Chairman.  And  an  acceptable  reason  would  be  this  g^y  is 
suspect?  Is  that  an  acceptable  reason?  Because  that  is  all  you  had 
with  Rahman,  didn't  you? 

Mr.  Ward.  That  is  correct.  At  that  time,  the  only  thing  the  offi- 
cer could  have  and  should  have  done  was  to  simply  say  the  visa 
is  denied  until  your  case  is  reviewed  at  the  Washington  level  and 
I  get  an  answer  back  to  what  is  called  a  security  advisory  opinion. 
At  that  point,  he  would  have  come  back  to  the  Department;  we 
would  have  gone  to  the  various  intelligence  agencies  and  enforce- 
ment community  and  seen  if  there  was  enough  information  for  us 
to  deny  him  the  visa  on  the  grounds  of,  at  that  time — and  I  think 
this  is  an  important  issue  as  well.  At  the  time  in  1990  when  he 
initially  applied,  he  could  have  been  found  ineligible  for  belonging 
to  a  terrorist  organization.  By  the  end  of  1990,  we  could  no  longer 
have  found  him  ineligible  under  that  statute  because  it  no  longer 
exists. 

The  Chairman.  Was  there  any  basis  upon  which  you  could  have 
found  him  ineligible? 

Mr.  Ward.  At  the  time,  he  could  have  possibly  been  found  ineli- 
gible for  membership  in  a  terrorist  organization. 
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The  Chairman.  I  am  sorry.  Say  that  again.  I  distracted  myself 
by  asking  a  question  of  my  colleague. 

Mr.  Ward.  At  the  time  he  was  issued  a  visa  in  May  1990,  which 
was  issued  in  error,  under  the  statutes  in  existence  at  that  time 
it  is  very  possible  that  we  would  have  had  enough  information  in 
the  intelligence  communities  to  deny  him  the  visa  on  the  grounds 
of  belonging  to  an  organization  that  fom.ented  or  supported  terror- 
ism. 

The  Chairman.  Right. 

Mr.  Ward.  OK.  The  point  I  am  making  is  that  as  of  the  end  of 
1990,  after  the  passage  of  the  1990  act,  the  terrorism  statute  was 
more  carefully  defined,  and  we  would  have  had  to  have  found  him 
guilty  of  actual  acts  of  terrorism. 

The  Chairman.  My  question  is,  though,  notwithstanding  the  fact 
that  the  terrorism  statute  was  changed,  assum.ing  the  statute  as 
now  written  was  in  place  at  the  time  he  applied,  were  there  other 
grounds  upon  which  he  could  have  been  denied  entry  into  the  Unit- 
ed States? 

Mr,  Ward.  The  only  other  possibility  that  I  am  aware  of,  sir, 
would  be  the  basic  214(b)  category,  and  that  is,  did  he  intend  to 
come  to  the  United  States  temporarily,  or  did  he  intend,  as  he  ulti- 
mately did,  to  come  to  the  United  States  and  establish,  you 
know 

The  Chairman.  And  that  is  a  judgment  call- 


Mr.  Ward.  That  is  a  judgment  call  on  the  part  of  the  consul. 

The  Chairman.  Is  that  a  rebuttable  presumption  on  the  part  of 
the — in  other  words,  what  recourse  does  an  individual  have  in 
Egypt  or  in  the  Sudan  or  in  India  or  in  Ireland  when  the  consular 
officer  says,  no,  we  think  you  are  coming  to  stay? 

Mr.  Ward.  The  only  recourse  an  individual  has  is  to  simply  go 
back  to  the  consul  and  reapply  and  state  they  have  whatever  new 
information. 

The  Chairman.  In  other  words,  you  have  got  total  discretion? 

Mr.  Ward,  x^bsolutely. 

The  Chairman.  Got  it.  That  is  the  point  I  am  trying  to  make. 
You  didn't  need  a  statute.  All  you  have  to  say  is  we  think  he  is 
going  to  stay. 

Mr.  Ward.  If  the  consul  had  felt  that,  yes. 

The  Chairman.  Yes.  Well,  even  if  he  didn't  feel  it,  if  he  got  or- 
ders to  feel  it. 

Mr.  Cronin,  this  one  is  to  you. 

Senator  Simpson.  Get  him,  Joe.  Get  him.  [Laughter.] 

The  Chairman.  According  to  today's  New  York  Times  I  men- 
tioned earlier,  the  Justice  Department  has  announced  it  will  not 
seek  to  detain  Rahman  pending  his  deportation.  The  article  reports 
that  John  Kenny,  Acting  Assistant  Attorney  General  for  the  Justice 
Department's  Criminal  Division,  said  the  decision  not  to  detain  the 
Sheik  was  made  by  INS  Newark  regional  office.  The  Times  quotes 
a  letter  from  Mr.  Kenny  to  the  New  York  City  comptroller,  Eliza- 
beth Holzman,  in  which  Mr.  Kenny  wrote,  "In  the  absence  of  con- 
crete evidence  that  Rahman  is  participating  in  or  involved  in  plan- 
ning acts  of  terrorism,  the  assumption  of  the  burden  on  the  Gov- 
ernment resources  is  unwarranted." 
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Now,  it  is  my  understanding  that  the  Sheik  has  been  identified 
as  a  suspected  terrorist.  What  further  evidence  do  we  need  to  de- 
cide to  wall  him  off  from  contact  from  the  general  population? 

Mr.  Cronin.  I  believe  the  issue,  Senator  Biden,  isn't  so  much 
walling  off  the  Sheik.  Even  if  he  were  incarcerated,  he  would  still 
be  able  to  incite,  to,  in  effect,  issue  whatever  proclamations  he  is 
used  to  issuing.  It  is 

The  Chairman.  No,  wait,  wait,  wait.  How  could  he  do  that? 

Mr.  Cronin.  In  the  sense  that  there  wouldn't  be  a  walling  off  of 
public  access  or  of  his  ability  to  communicate  with  the  outside 
world. 

The  Chairman.  Wouldn't  you  suggest  that  there  is  a  mild  dif- 
ference between  his  ability  to  communicate  via  a  letter  as  opposed 
to  sitting  in  the  middle  of  a  mosque  with  x  number  of  people  there, 
him  communicating  his  message?  Is  that  a  distinction  without  a 
difference,  or  is  it  a  real  difference? 

Mr.  Cronin.  I  guess  there  is  a  difference  there,  Senator,  but 

The  Chairman.  That  is  encouraging  to  hear.  OK.  So  let's  get 
back  to  the  point,  then,  that  I  have  distracted  you  from. 

Do  we  need  any  further  evidence,  assuming  we  wanted  to  put 
him  in  prison,  do  we  need  any  further  evidence  under  the  law  other 
than  he  has  been  identified  as  a  suspected  terrorist? 

Mr.  Cronin.  No.  The  mere  fact  that  he  is  an  excludable  alien 
would  be  sufficient  for  INS  to  be  able  to  detain  the  Sheik.  Obvi- 
ously, determinations  concerning  detention  are  made  on  a  case-by- 
case  basis. 

The  Chairman.  Yes,  I  understand  that,  and  I  am  not  at  this 
point  second-guessing  whether  or  not  the  Justice  Department  did 
or  did  not  make  the  right  decision.  I  don't  have  enough  informa- 
tion. But  I  just  want  to  make  sure  I  understand  the  law,  that  there 
is  no  recourse  in  the  present  circumstance  the  Sheik  finds  himself, 
under  our  law  or  under  our  Constitution,  that  he  would  have  if  INS 
recommended  to  Justice,  that  he  should  be  detained  while  the  de- 
portation proceedings  were  under  way  and  being  determined? 

Mr.  Cronin.  Unquestionably,  INS  has  the  authority  to  detain 
him  at  this  time. 

The  Chairman.  The  Times  reports  further  that  the  Justice  De- 
partment prefers  simply  to  continue  monitoring  his  activities. 

Do  you  happen  to  know  whether — one  of  the  reasons  cited  in  the 
Times  article,  a  major  reason  for  the  decision  not  to  detain  is  that 
it  would  cost  too  much  money.  Now,  I  realize  that  you  didn't  write 
Mr.  Kenny's  letter,  but  I  ask  you  if  you  know.  Is  that  true?  Is  one 
of  the  reasons 

Mr.  Cronin.  I  do  not  know.  Senator.  I  know  there  are  some 
health  problems  related  to  the  Sheik,  but  I  am  not  sure  of  the  cost 
implications. 

The  Chairman.  OK.  I  have  other  questions,  but  I  will  5deld  to  my 
colleague  now. 

Senator  Simpson.  Mr.  Chairman,  you  were  on  an  interesting 
course,  and  I  see  people  at  that  table  who  I  admire  greatly  who 
work  on  a  daily  basis  with  trying  to  get  a  grip  on  a  terrible  situa- 
tion, and  the  laws  don't  allow  them  to  get  a  grip  on  the  situation. 

Perhaps  one  of  the  most  bizarre  differences  is  that,  in  essence, 
the  consuls  in  our  embassies,  our  people,  have  this  unique  ability. 
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and  they  need  it,  to  make  a  ruling  and  there  is  no  appeal  from 
their  decisions.  That  is  the  most  extraordinary  blanket  authority 
we  see  in  the  statutes  of  the  United  States;  that  overseas  a  single 
person  can  say  no,  that  is  it.  So  overseas  you  have  got  the  ability 
for  a  single  person  to  say  no,  with  no  further  due  process.  But  once 
they  get  here,  they  get  more  due  process  than  a  U.S.  citizen. 

Now,  if  that  isn't  the  irony  of  the  ages.  Once  they  get  here,  under 
whatever  method,  then  they  get  really,  literally,  more  due  process 
than  a  citizen  of  the  United  States.  And  they  know  it,  and  their 
issue  is  very  clear  to  them:  just  get  there. 

I  will  save  the  bulk  of  my  questions  for  the  subcommittee  hear- 
ing so  we  won't  have  a  repetitive  hearing.  But  thank  you  very 
much  for  setting  this  hearing.  We  have  to  have  the  necessary  tools 
here  to  address  some  of  the  worst  abuses  in  the  asylum  system, 
which  has  been  gimmicked  to  death.  And  thanks  to  the  media  of 
the  United  States  for  picking  up  incredulous  stories,  CBS,  NBC — 
and  I  don't  usually  spend  much  time  lauding  them  or  others  in  any 
forum.  That  is  why  I  am  writing  a  book.  It  is  going  to  be  a  dazzling 
book,  and  I  will  give  them  a  free  copy. 

The  media  has  a  responsibility  in  the  United  States,  and  tliey 
don't  take  it  up  very  well  because  they  are  the  only  unaccountable 
branch  of  society.  I  haven't  the  slightest  desire  to  still  them,  but 
I  am  certainly  entitled  to  have  my  first  amendment  rights  to  whack 
around  on  them,  which  I  enjoy  doing,  to  my  peril. 

Now,  enough  of  that 

The  Chairman.  Where  will  you  be  practicing  law?  [Laughter.] 

Senator  Simpson.  It  will  be  the  little  town  of  Cody,  WY,  with  the 
paeans  of  praise  ringing  in  my  ears. 

The  subcommittee  will  have  a  good  hearing,  and  thanks  to  the 
chairman.  Look  at  the  residents  of  the  compound  in  Waco.  I  think 
how  many  Brits,  how  many  Australians  are  there  without  a  legal 
immigration  status.  There  are  people  from  all  over  the  world  that 
were  there.  The  British  immigration  people  are  quite  startled  at 
his  ability  to  simply  come  to  their  country  and,  as  a  Pied  Piper, 
take  some  of  them  back.  The  CIA  shooting,  the  Trade  Center  bomb- 
ing, all  of  these  things  involve  persons  in  the  vestiges  and  the 
edges  that  are  in  violation  of  our  immigration  and  refugee  laws. 

So  that  will  come  at  a  later  time,  and  I  thank  you  very  much, 
Mr.  Chairman.  I  think  this  hearing,  in  what  I  have  done  in  mon- 
itoring it,  has  been  very  helpful,  and  this  will  be  also. 

The  Chairman.  Thank  you. 

Senator  Moseley-Braun? 

Senator  Moseley-Braijn.  Thank  you  very  much,  Mr.  Chairman. 

I  first  would  like  to  thank  the  chairman  for  convening  these 
hearings.  I  don't  know  if  I  mentioned  that  yesterday,  but  this  has 
been  a  terrific  opportunity  to  look  into  this  very  sensitive  and  im- 
portant issue.  As  well,  I  particularly  enjoyed  the  closed-door  ses- 
sion yesterday.  That  part  of  the  briefing  I  thought  was  exceptional 
and  extraordinary,  and  I  really  want  to  thank  you  for  it. 

I  have  a  couple  of  questions.  As  the  chairman  knows  and  you 
may  know,  I  am  very,  very  much  concerned  with  the  whole  issue 
of  coordination  of  activities  among  and  between  departments  and 
consolidation  of  functions  so  that  we  can  approach  these  issues 
more  efficiently  than,  frankly,  in  my  opinion,  they  have  been  ap- 
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proached  in  the  past.  And  so  I  was  particularly  interested  in  the 
comments  in  Mr.  Cronin's  testimony  regarding  the  establishment  of 
the  preclearance  procedures,  that  you  have  established — it  sounds 
from  your  statement  that  it  may  even  be  approaching  a  pilot 
project.  I  am  not  sure  of  the  scope  of  the  preinspection  and 
prescreening  of  procedures  that  INS  has  instituted.  How  extensive 
is  that  system?  Where  is  it  in  place,  and  what  kind  of  resources 
do  you  have  devoted  to  it? 

Mr.  Cronin.  Those  are  two  separate  systems.  Senator  Moseley- 
Braun.  Preclearance  or  preinspection  is  a  system  whereby  a  U,S. 
immigration  inspection  is  performed  abroad  at  the  point  of  depar- 
ture before  the  individual  boards  an  aircraft  for  the  United  States. 
That  is  fairly  extensive  at  this  point,  especially  in  the  Western 
hemisphere.  Most  major  airports  in  Canada  we  are  located  at, 
Freeport  and  Nassau  in  the  Bahamas,  Bermuda,  Aruba,  and  also 
Shannon,  Ireland,  which  was  our  initial  site  in  Europe. 

The  Chairman.  Excuse  me.  Why  those  places?  Because  they  are 
interim  steps,  interim  places  where  people  from  all  around  the 
world  go  first? 

Mr.  Cronin.  In  the  case  of  the  Western  hemisphere,  it  is  basi- 
cally a  means  to  keep  the  Western  hemisphere  traveler  out  of  the 
congestion  at  U.S.  airports.  If  we  were  to  have  to  clear,  for  exam- 
ple, the  traffic  from  Canada,  which  is  quite  large,  at  a  place  like 
Kennedy  Airport,  it  would  add  that  much  more  to  the  burden  at 
that  port  of  entry  to  the  kinds  of  delays  we  experience. 

The  Chairman.  My  point  is  I  am  wondering  why  you  picked 
Shannon  instead  of  Heathrow. 

Mr.  Cronin.  Well,  we  have  been  looking  at  Heathrow,  Senator, 
in  terms  of  trying  to  get  in  there.  There  have  been  some  negotia- 
tions between  the  United  States  and  the  British,  or  preliminary 
discussions  which  have  proven  somewhat  difficult.  But  Shannon 
was  seen  as  an  initial  step  in  Europe. 

The  Chairman.  I  see. 

Mr.  Cronin.  There  was  tremendous  interest  on  the  part  of  the 
Irish  Government  as  well,  and  the  traffic  was  there  at  that  time. 

Tlie  Chairman.  Thank  you.  I  apologize  for  interrupting. 

Mr.  Cronin.  And  in  terms  of  prescreening,  to  get  back  to  Senator 
Moseley-Braun's  question,  that  is  a  fairly  recent  development.  INS 
offices  overseas,  for  a  number  of  years,  as  well  as  consular  officers 
in  certain  locations,  have  provided  assistance  to  airlines  in  terms 
of  questions  about  the  eligibility  of  persons  to  board  aircraft  for  the 
United  States  and  in  terms  of  examination  of  documents. 

Last  fiscal  year,  INS  mounted  a  pilot  project  whereby  we  did 
send — I  think  it  was  24  officers  overseas,  targeting  key  transit  air- 
ports, where  a  lot  of  the  illegitimate  traffic  does  come  to  the  United 
States,  to  do  prescreening,  to  check  documents,  and  to  advise  and 
train  airliner  concerning  who  could  and  who  could  not  board  air- 
crafts  for  the  United  States 

Senator  Moseley-Braun.  But,  Mr.  Cronin,  air  is  only — some- 
where else  in  this  document,  it  says  air  is  10  percent  of  the  traf- 
fic— you  also  have  marine  transit  and  land-based  transit.  Now,  the 
good  news  on  the  one  hand  is  that  we  only  have  two  land-based 
borders,  really.  The  rest  of  it  has  to  be  by  sea  or  by  air. 
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Again,  what  I  am  hearing  is  kind  of  almost  a  pilot  project.  It 
doesn't  sound  like  anjdhing  that  is  comprehensive,  is  consistent, 
that  you  devote  the  kind  of  resources  to,  to  make  preinspection — 
something  that  is  really  workable. 

Mr.  Cronin.  There  are  substantial  resources  devoted  to 
preinspection.  Large  numbers  of  immigration  officers,  for  example, 
are  stationed  in  Canada,  doing  preinspection  work  at  those  loca- 
tions. 

Again,  the  staff"  at  a  given  preinspection  or  preclearance  location 
would  be  tailored  to  the  workload  at  that  location.  At  a  place  like 
Toronto,  I  believe  we  have  some  70  or  so  officers  actually  doing  the 
inspection  work. 

Senator  Moseley-Braun.  But  not  to  have  Heathrow,  not  to  have 
Orly,  not  to  have  Tel  Aviv,  not  to  have  Istanbul,  not  to  have — ^you 
know,  you  can  just  go  down  the  list. 

Mr.  Cronin.  Sure.  Again,  we  hadn't  expanded  to  Europe  pre- 
viously because,  given  the  preclearance  operations  in  the  Western 
hemisphere  and  given  the  resources  at  our  airports,  we  were  able 
generally  to  handle  the  workload  at  the  airports.  Over  the  past  sev- 
eral years,  we  have  seen  preclearance — or  preinspection  in  Europe, 
for  example,  as  a  means  of  reducing  congestion  which  has  devel- 
oped at  Kennedy  and  other  major  airports,  Chicago,  Los  Angeles, 
San  Francisco,  the  major  airports  of  entry  into  the  United  States. 

The  Chairman.  Just  on  that  very  point,  what  have  you  found  the 
result  of  the  preinspection  to  be?  I  assume  part  of  the  determina- 
tion whether  or  not  it  makes  sense  to  ask  us  to  appropriate  a  lot 
of  money  to  be  in  every  major  airport  in  the  world  is  how  well  it 
works. 

Mr.  Cronin.  I  mentioned  in  my  remarks  that  the  preinspection 
is  a  facilitative  mechanism,  primarily.  There  are  certainly 
enforce 

The  Chairman.  What  does  that  mean? 

Mr.  Cronin.  It  permits  us  to  reduce  congestion,  to  get  people 
through  the  ports  of  entry  faster. 

Senator  Moseley-Braun.  No,  what  you  said  in  your  statement 
was  that  it  permits — preinspection  enables  the  INS  to  intercept 
mala  fide  aliens — I  guess  those  are  bad  guys — prior  to  their  depar- 
ture for  the  United  States  from  foreign  ports 

Mr.  Cronin.  That  is  correct. 

Senator  Moseley-Braun.  Thereby  preventing  criminals,  drug 
dealers,  and  terrorists.  I  guess,  again,  this  is,  to  use  the  word,  a 
prophylactic  action  that  you  can  take  to  stop  us  from  having  the 
problem  by  the  time  people  land  here  on  our  shores. 

The  Chairman.  And  that  is  what  I  am  asking.  How  well  does 
that  part  of  the  program  work? 

Mr.  Cronin.  That  part  works  well  at  the  locations  where 
preinspection  is  implemented. 

The  Chairman.  Right. 

Mr.  Cronin.  However,  the  ability  of  aliens  to  enter  the — ^we 
have,  for  example,  smuggled  Chinese  aliens  coming  at  us  from 
Haiti,  from  Bolivia.  Preinspection  is  a  very  resource-intensive  oper- 
ation which,  again,  as  I  say,  we  have  used  primarily  to  reduce 
delays  at  airports.  There  is  the  enforcement  for  that.  We  do  stop 
people  at  those  locations  from  boarding  aircraft  to  the  United 
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States.  We  can  identify  them.  We  can  check  the  data  bases  and 
stop  them  from  boarding. 

If  they  are  refused  boarding,  and  assuming  they  are  not  of  inter- 
est to  the  host  country  authorities,  nothing  prevents  those  persons 
from  finding  another  route  to  the  United  States. 

The  Chairman.  Finding  another  route  on  an  airplane? 

Mr.  Cronin.  Correct. 

The  Chairman.  On  another  airplane? 

Mr.  Cronin.  That  is  correct. 

The  Chairman.  On  Lufthansa  instead  of — in  other  words,  you 
can  only  do  the  preclearance  for  U.S.  airlines. 

Mr.  Cronin.  No. 

The  Chairman.  No? 

Mr.  Cronin.  For  all  airlines  coming  to  the  United  States.  But  I 
am  saying  that  persons  who  are  attempting  to  enter  the  United 
States  illegally  by  airlines  have  shown  tremendous  inventiveness 
in  terms  of  routings.  Refused  at  one  point,  they  will  simply  turn 
around,  go  somewhere  else,  and  try  again. 

The  Chairman.  Well,  I  don't  understand  that. 

Mr.  Cronin.  Correct.  Again,  what  I  am  saying,  Senator,  is  that 
from  our  experience  in  working  overseas  and  in  doing  interdiction 
work,  if,  for  example,  we  stop  somebody  from  boarding  at  Frank- 
furt, that  person  will  be  turned  away.  If  the  Germans  don't  in  any 
way  process  that  person,  he  can  be  on  an  aircraft  to  Dusseldorf,  to 
Rome,  to  other  locations,  and  attempt  to  board  a  plane  to  the  Unit- 
ed States. 

Senator  Simpson.  Mr.  Chairman,  think  of  this  absurdity  where 
an  asylee,  a  refugee,  saying  they  are  fleeing  persecution,  might  go 
through  four  countries  or  five  before  they  get  here.  And  if  you  real- 
ly are  a  refugee,  once  you  get  to  a  country  of  freedom,  you  are 
"home  free."  That  is  it.  You  place  your  foot  on  that  soil,  and  you 
have  reached  safety.  You  are  away  from  your  home  country.  You 
are  in  a  safe  country. 

But,  no,  they  move  on,  they  go  anywhere  in  the  world  to  get 
here,  and  then  step  off  at  JFK  and  say,  "I  am  an  asylee."  They 
would  have  been  safe  in  £iny  one  of  those  other  four  countries 
which  could  have  accepted  them  legally  if  they  qualified  under  the 
U.N.  or  the  U.S.  definition,  and  that  would  have  been  it.  Is  that 
correct? 

Mr.  Cronin.  Yes. 

The  Chairman.  The  cost^enefit  ratio  ain't  worth  it;  is  that  what 
you  are  telling  me? 

Mr.  Cronin.  On? 

The  Chairman.  On  preclearance. 

Mr.  Cronin.  I  think  it  is,  Senator.  Again,  if  you  will  recall  my 
statement,  I  said  that  it  was  mainly  a  facilitative  mechanism, 
something  we  use  to  reduce  delays  and  congestion  at  American  air- 
ports. From  that  point  of  view,  the  benefit  is  there  if  we  can  get 
passengers  through  more  quickly  and  do  a  more  effective  job  of 
screening. 

In  terms  of  enforcement 

The  Chairman.  Now,  are  they  one  and  the  same?  I  am  really 
confused.  I  apologize.  Getting  people  through  more  quickly,  is  that 
the  same  as  screening? 
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Mr.  Cronin.  Sure.  In  the  sense  that — as  I  pointed  out,  our  mis- 
sion is  a  dual  one.  We  are  trying  to  get  people  entitled  to  enter  the 
country  through  the  system  as  quickly  as  possible. 

The  Chairman.  I  have  got  you.  Do  you  understand,  the  American 
public  is  not  concerned  about  that  now? 

Mr.  Cronin.  Of  course. 

The  Chairman.  Now,  I  am  asking  about  the  second  part. 

Mr.  Cronin.  Right. 

The  Chairman.  Let's  not  talk  about — granted,  you  get  A's.  Won- 
derful. You  get  people  through  quickly,  which  bothers  Americans, 
by  the  way,  but  you  get  them  through  quickly,  all  right?  So  far,  so 
good. 

Now,  how  about  the  other  part,  keeping  the  people  who  shouldn't 
be  getting  through  at  all?  That  is  the  only  question  I  am  asking, 
about  the  cost-benefit  ratio  for  that  portion  of  your  function,  of  hav- 
ing American  personnel  in  every  airport  in  the  world  that  flies  into 
the  United  States  of  America.  Every  one. 

Now,  as  a  cost-benefit  analysis,  would  it  fail? 

Mr.  Cronin.  Preinspection  would  not  meet  that  test,  no. 

The  Chairman.  OK.  That  is  the  question. 

Mr.  Cronin.  Prescreening,  maybe,  in  terms  of  smaller  numbers 
of  officers  doing  enforcement  work. 

Senator  Moseley-Braun.  Well,  but  wait  a  minute.  Wait,  wait, 
wait. 

The  Chairman.  I  am  out.  It  is  all  yours. 

Senator  Moseley-Braun.  Preinspection  being  just  shuffling  the 
paper,  et  cetera,  making  sure  that  your  passports  are  in  order,  et 
cetera;  prescreening,  checking  against  a  data  base  to  make  certain 
you  are  not  an  axe  murderer  fleeing  to 

Mr.  Cronin.  No.  With  respect,  ma'am,  no.  Prescreening  is  a 
much  more  informal,  nonjurisdictional  activity,  whereby  an  Amer- 
ican immigration  officer  would  appear  at  a  foreign  airport,  let's  say 
Jakarta  or  something  like  that.  Not  in  a  jurisdictional  role,  not 
doing  a  full  formal  inspection  of  passengers,  but  checking  docu- 
ments to  be  sure  that  the  documents  are  valid 

Senator  Moseley-Braun.  OK.  So  I  have  them  backwards. 
Prescreening  is  just  going  through  the  paperwork  and  making  sure 
the  papers  are  in  order.  Preinspection  is  making  sure  you  are  not 
an  axe  murderer. 

Mr.  Cronin.  Right. 

Senator  Moseley-Braun.  OK.  That  is  all.  We  can  just  drop  the 
bureaucracies  just  for  a  minute,  Mr.  Cronin,  and  I  don't  mean  to 
be  insulting,  but  I  just  want  to  get  some  clarity  here.  Because  my 
issue  and  the  point  I  am  trying  to  get  from  you  is  what  has  been 
the  experience  with  the  prescreening  process?  What  has  been  the 
experience  with  doing  this  before  the  fact  as  opposed  to  waiting 
until  the  person  is  in  this  country,  having  to  go  through  a  lengthy 
exclusion,  deportation  proceeding,  having  to  go  through  all  of  the 
different  procedural  hurdles  that  are  required  once  an  individual  is 
here.  To  what  extent  has  INS  devoted  its  resources  to  being 
proactive  with  regard  to  identifying,  screening,  inspecting,  and  oth- 
erwise prohibiting  the  entry  into  the  country? 

Mr.  Cronin.  To  the  maximum  extent  possible,  Senator. 

Senator  Moseley-Braun.  Well,  that  is  not  an  answer.  Come  on. 
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Mr.  Cronin.  No,  I  am  serious.  We  have- 


Senator  Moseley-Braun.  You  just  told  me  you  have  got  it  in 
four  airports.  You  have  got  the  process  in  four 

Mr.  Cronin.  No — ^which  process,  Senator?  I  am  sorry.  I  don't 
mean  to 

The  Chairman.  We  are  just  trying  to  find  out  simply  how  do  you 
keep  the  bad  guys  out,  not  how  do  you  facilitate  traffic.  Now,  what 
is  it  called  when  you  have  someone  at  an  airport  in  another  coun- 
try that  is  the  maximum  investigative  ability  on  the  ground 
through  U.S.  personnel  in  a  foreign  airport  to  keep  someone  from 
getting  on  the  plane  we  don't  want  in  America.  What  is  it  called? 

Mr.  Cronin.  Document  screening,  prescreening. 

The  Chairman.  Document  screening.  Now,  how  much  of  that 
goes  on,  document  screening? 

Mr.  Cronin,  A  great  deal  goes  on  in  those  locations  where  INS 
attaches  are  located 

The  Chairman.  And  how  many  locations  are  they? 

Mr.  Cronin.  I  believe  it  is  seven  or  eight. 

The  Chairman.  Seven  or  eight. 

Mr.  Cronin.  Right.  Plus,  we  have  done  on  a  detailed  basis,  on 
a  TDY  basis,  sent  a  large  number  of  officers  over  in  the  last  fiscal 
year  for  a  1-month  period  to  try  and  disrupt  the  smuggling  routes. 

The  Chairman.  Now,  what  has  been  the  experience  in  those 
seven  places  and  the  places  of  the  TDY,  to  use  your  phrase,  where 
you  put  people?  What  has  been  the  experience? 

Mr,  Cronin.  In  terms  of  the  temporary  detail,  we  turned  around 
approximately  275  people.  In  terms  of  the  ongoing  operations  over- 
seas, it  amounts  to  about  2,000  people  on  an  annualized  basis. 

The  Chairman.  Now,  is 

Senator  Moseley-Braun.  And  that  was  a  cheaper  way  to  do  it 
than  wait  until  those  2,000  people  got  here,  wasn't  it? 

The  Chairj^an.  That  is  the  question. 

Mr.  Cronin.  That  is  the  point,  yes.  Absolutely. 

The  Chairman.  It  is  cheaper 

Mr.  Cronin.  Of  course. 

Senator  Simpson.  Let  that  question  come  into  the  record.  I  don't 
know  that  that — let's  hear  that  question. 

Senator  Moseley-Braun.  My  question  was:  And  that  was  a 
cheaper  way  to  do  it  than  to  let  those  2,000  people  come  here  into 
this  country. 

Mr.  Cronin.  Absolutely.  We  estimate  that  for  every  person  we 
interdict  overseas,  we  are  saving  some  $30,000  in  detention  costs 
and  administrative  hearings  costs  and  so  on  and  so  forth. 

The  Chairman.  Now,  why  doesn't  it  make  sense,  then — I 
don't 

Mr.  Cronin.  It  does,  in  my  estimation.  Senator. 

The  Chairman.  So  we  should  do  it  at  every  airport  in  the  world. 

Senator  Moseley-Braun.  So  is  that  $3  million,  or  is  that  $30 
million?  How  many  zeros  we  got  here?  You  said  2,000  people? 

Mr,  Cronin.  Right, 

Senator  Moseley-Braun,  No,  it  is  six. 

The  Chairman.  Anyway,  it  is  a  lot  of  money. 

Senator  Moseley-Braun.  $6  million.  OK.  That  is  what  I  want  to 
get  at.  I  want  to  talk — if  you  could  provide  this  committee  with  a 
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report  regarding  your  prescreening  processes,  the  experience  that 
you  have  had  with  it,  and  you  can  break  the  experience  down  in 
whatever  ways  you  would  like  to  do,  we  would  be  most  grateful. 

Mr.  Cronin.  I  would  be  happy  to  do  that,  Senator.  And  I  apolo- 
gize for  any  misunderstanding  in  terms  of  terminology. 

Senator  Moseley-Braun.  Well,  you  know,  I  think  that,  if  any- 
thing— well,  we  can  talk  about  that,  and  I  accept  your  apology.  But 
it  is  very  important  to  try  to  communicate  about  these  issues  in  a 
clear,  straightforward  way.  The  immigration  laws  are  very  com- 
plex. I  am  a  former  assistant  U.S.  attorney  and  in  that  capacity 
handled  litigation  in  this  area.  And  I  know  that  it  takes — a  great 
deal  of  expertise.  But  at  the  same  time,  there  is  a  fundamental 
logic.  We  want  to  be  fair  to  people.  We  don't  want  to  discriminate 
iagainst  people  unduly.  We  don't  want  to  impair  traffic.  But  at  the 
same  time,  we  want  to  catch  the  bad  guys  before  they  get  here,  be- 
fore they  cause  a  problem.  And  we  are  not  doing  a  very  good  job 
of  that,  unfortunately. 

I  have  looked  at  the  number  here.  You  have  got — what  was  the 
number? — 518  million  people  came  to  the  United  States. 

Mr.  Cronin.  513  million,  fiscal  year  1992. 

Senator  Moseley-Braun.  1992.  That  is  a  lot  of  folks.  And  we 
don't  want  to  turn  into  a  police  state  and  start  shaking  everybody 
down  before  they  can  get  a  train  or  a  plane  or  a  boat  into  this 
country.  But  at  the  same  time,  we  absolutely  ought  to  have  some 
capacity  to  secure  our  borders,  particularly  with  regard  to  issues 
like  this  terrorism  issue.  That  is  as  vital,  as  central  a  part  of  our 
national  defense  and  our  national  interest  as  anything  else  we  do. 
And  that  kind  of  gets  to  my  next  question,  and  I  suppose  Mr.  Ward 
may  be  the  individual  to  whom  this  is — not  Mr.  Ward.  Mr.  Harris. 

The  issue  has  to  do  with,  again,  looking  at  coordination  and  con- 
solidation of  activities.  To  what  extent  does  the  State  Department 
provide  INS  with  assistance,  backup,  for  these  proactive  ap- 
proaches to  immigration  control? 

Mr.  Ward.  In  terms  of  the  kinds  of  operations  Mr.  Cronin  was 
just  talking  about,  they  are  normally  joint  operations.  In  other 
words,  we  will  go  out  with  INS  personnel  to  an  airport  in  a  foreign 
country.  We  will  train  with  them  foreign  immigration  personnel. 
We  will  train  airline  personnel,  who  are  particularly  important  in 
this  process.  We  will  work  with  them  in  this  area  of  prescreening 
of  documents  in  these  locations.  We  think  it  is  a  program  that 
works  very  well  and  one  which  we  hope  will  continue. 

Our  experience  in  terms  of  prescreening  aliens  in  these  sort  of 
temporary  operations,  after  about  a  week  the  word  gets  out  on  the 
illegal  alien  circuit,  and  these  people  just  stop  coming  through  that 
particular  port. 

Senator  Moseley-Braun.  That  is  the  whole  idea,  isn't  it? 

Mr.  Ward.  Well,  but  I  think  the  point  is  that  once  that  week  is 
up,  you  have  done  the  most  good  you  can  do  in  terms  of  screening 
documents.  The  main  thing  you  have  accomplished  is  you  have 
pgissed  on  to  the  local  immigration  people — the  foreign  national  im- 
migration people  and  the  airline  personnel  the  training  and  the  ex- 
perience to  keep  doing  it. 

Senator  Moseley-Braun.  Well,  without  shunting  our  responsibil- 
ities to  the  airlines,  the  fact  is  there  are  a  discrete  number  of  air- 
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line  routes  into  this  country;  there  are  specific  routes,  and  even  if 
the  traffic  moves,  you  would  have  the  capacity,  I  would  think,  to 
be  there  when  it  gets  there,  right? 

Mr.  Ward.  You  mean  the  capacity  to  be  in  every  airport  that  con- 
tributes flights  to  the  United  States? 

Senator  Moseley-Braun.  Well,  if  not  every  airport,  the  major 
points  of  entry.  And  then  if  you  saw  an  upsurge  in  the  traffic  out 
of  Khartoum,  for  example,  then  you  would  know  that  it  made  sense 
to  put  some  people  in  Khartoum,  right? 

Mr.  Ward.  Yes.  I  think  this  is  where  the  TDY  approach  of  going 
in  and  doing  that  pays  dividends.  I  think  you  are  absolutely  right. 
And  this  has  been  our  experience.  We  do,  as  I  said,  either  jointly 
with  INS  or  in  some  cases  Bangkok  comes  to  mind  where  we  habit- 
ually send  people  down  at  the  airport  of  Bangkok  and  help  person- 
nel there  weed  out  "bad  guys,"  as  you  say.  And  that  will  normally 
last  for  a  certain  period  of  time,  and  then  we  go  back  down  again. 

Senator  Moseley-Braun.  OK  Last  question,  and  that  is  to  the 
Department  of  Justice  representative;  that  is  Mr.  Richard.  Again, 
I  want  to  look  at  the  issue  of  coordination  and  consolidation  the  ef- 
ficiency of  our  approaches.  And  with  regard  to  preinspection  and 
prescreening,  to  what  extent  does  the  Department  of  Justice  co- 
operate and  provide  the  backup  with  regard  to  law  enforcement  in- 
formation, information  people  who  have  criminal  backgrounds?  I 
understand  you  have  a  computer  system.  I  don't  know  to  what  ex- 
tent that  is  coordinated  with  the  preinspection  activities,  but, 
wliere  DOJ  has  information  regarding  the  person  who  was  an  axe 
murderer  back  home  or  the  leader  of  some  terrorist  organization — 
or  part  of  a  drug-smuggling  operation,  to  what  extent  do  our  law 
enforcement  agencies  provide  the  information,  updated  and  acces- 
sible, to  INS? 

Mr.  Richard.  I  am  not  sure  I  can  personally  answer  that.  That 
would  presumably  come  from  the  FBI  and  DEA  and  what  have 
you.  Maybe  Mr.  Cronin  has  an  idea  of  the  extent  of  the  information 
that  flows  directly  to  INS,  but  I  am  not  personally  aware,  although 
I  will  be  glad  to  inquire. 

Senator  Moseley-Braun.  You  just  deal  with  the  other  end,  the 
exclusion  end,  right? 

Mr.  Richard.  No.  I  am  with  the  Criminal  Division. 

Senator  Moseley-Braun.  The  criminal,  OK. 

Mr.  Richard.  The  INS  function,  I  only  know  remotely,  if  you 
will.  But  I  would  be  glad  to  find  out  and  submit  an  answer  to  your 
question. 

Senator  Moseley-Braun.  That  would  be  very  helpful.  Thank 
you. 

Mr.  Cronin? 

Mr.  Cronin.  Yes.  Under  the  IBIS  system.  Senator,  there  are  22 
agencies  that  participate  and  contribute  to  the  system.  We  are  fair- 
ly confident  that  through  that  medium,  which  has  been  regarded 
as  tremendously  successful,  as  perhaps  a  ground-breaker  in  terms 
of  information  sharing  among  Government  agencies,  that  through 
that  system  we  have  the  data  we  need  to  identify  persons  we  don't 
want  in  the  country. 

Senator  Moseley-Braun.  Thank  you. 
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Senator  SIMPSON.  Mr.  Chairman  and  my  colleague,  I  think  that 
one  of  the  things  that  I  have  been  impressed  with  in  the  last  few 
years  is  a  better  coordination  between  State  and  INS.  When  I 
started  this,  they  were  often  at  odds. 

Could  I  ask  that  question?  You  are  up  to  speed  with  your  com- 
puters; you  are  up  to  speed  as  to  when  the  State  Department  picks 
up  one,  you  can  pick  it  up,  and  the  combat  of  the  turf  that  was 
there  8,  10  years  ago,  has  that  diminished  significantly? 

Mr.  Cronin.  It  has,  especially  in  that  arena,  Senator.  IBIS  has 
been  a  very,  very  positive  experience  in  terms  both  of,  as  I  said, 
data  sharing  and  coordination  among  the  agencies  involved.  The 
principles  in  IBIS  are  the  Department  of  State,  especially  the  Bu- 
reau of  Consular  Affairs,  INS,  and  Customs,  as  well  as  the  Agricul- 
tural Plant  and  Health  Inspection  Service. 

However,  as  I  indicated,  there  are  some  18  other  Government 
agencies  involved,  and  it  has  been  an  extremely  positive  experience 
in  that  regard. 

Senator  Simpson.  And  then  what  usually  happens,  too,  I  share 
with  my  colleagues,  is  that  these  other  countries  don't  like  the 
presence  of  U.S.  Government  officials  at  their  airports.  They  don't 
want  them  there.  They  don't  want — and  then  the  State  Department 
gets  caught  in  the  diplomacy  issue,  and  they  used  to  be  mad  that 
the  INS  was  coming  because  they  would  take  up  positions  and  of- 
fice space  overseas.  Maybe  that  has  passed.  But  the  issue  now  is 
that  these  other  countries  feel  this  is  an  intrusion  on  their  sov- 
ereignty. So  the  would-be  asylees  then — and  the  minute  they  find 
out  where  these  places  are,  then  they  go  to  another  airport  to 

Senator  Moseley-Braun.  Yes,  but  they  don't  have  to  have  flights 
here,  either. 

Senator  Simpson.  That  is  right.  You  are  right.  And  I  think  Mr. 
Ward  had  a  further  comment.  Your  State  is  one  of  the  most  af- 
fected by  illegal  immigration,  Illinois,  and  the  Chicago  area  in  par- 
ticular. And  Senator  Simon  sits  on  the  subcommittee  and  helps  so 
much  with  that.  But  it  is  very  good — and  I  say  that  very  sin- 
cerely— to  have  you  in  this.  And  it  is  very  difficult,  as  the  chairman 
said.  It  is  a  ghastly  exercise,  absolutely. 

If  I  could  hear  from  Mr.  Ward?  He  had  a  comment,  and  then  I 
will  stop,  Mr.  Chairman. 

Mr.  Ward.  Thank  you  very  much,  sir.  I  would  like  to  first  of  all 
echo  what  Mike  Cronin  has  said  in  terms  of  the  cooperation  be- 
tween INS  and  State.  I  think  IBIS  is  a  classic  example  of  that  and 
is  something  that  is  paying  dividends  for  all  of  us.  And  I  think,  in 
general,  INS  and  State  cooperation  is  very  good.  We  meet  on  a  reg- 
ular basis  on  the  working  level.  We  meet  in  the  IBIS  meetings. 

It  does  not  mean  we  don't  have  differences  of  opinion,  and  I 
think  it  is  important  for  me  to  point  out  that  although  we  cooper- 
ate with  and  certainly  agree  with  INS  on  the  value  of  some  of  these 
TDY  prescreening  training  exercises,  we  are  not 

Senator  SiMPSON.  Say  what  TDY  is,  temporary  duty. 

Mr.  Ward.  Yes,  temporary  duty.  We  are  not  quite  as  sanguine 
in  terms  of  preinspection  is  concerned.  We  don't  find  that 
preinspection  is  a  significant  deterrent  in  terms  of  keeping  people 
out  simply  because  if  you  don't  have  it  at  absolutely  every  airport 
in  the  world,  people  just  go  to  other  airports.  In  terms  of  travel  fa- 
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cilitation,  the  only  issue  there  is  there  has  been  a  joint  audit  of 
preinspection  by  the  inspector  general  for  the  Department  of  Jus- 
tice and  the  inspector  general  for  the  Department  of  State.  That 
audit  was  just  released,  I  believe,  yesterday,  and  I  think  the  De- 
partment of  State  would  want  to  pursue  the  findings  of  that  audit 
before  we  go  further  into  decisions  on  support  for  preinspection. 

The  Chairman.  I  thank  you,  I  have  figured  it  out.  All  I  am  trying 
to  get  you  all  to  do  on  the  record  is  to  state  what  the  problem  is. 

I  know  there  is  a  problem,  that  foreign  governments  don't  like 
you  all  there.  When  I  say  it  on  the  record,  it  doesn't  mean  much. 
When  you  say  it,  it  has  some  consequence. 

Thank  you,  Mr.  Ward,  for  acknowledging  you  don't  like  those 
folks  over  there.  I  don't  know  one  consulate  location  in  the  world, 
when  they  are  told,  "By  the  way,  70  INS  people  are  coming  or  2 
are  coming,"  that  says,  "Ah,  that  is  a  great  thing,  things  are  going 
to  get  better."  [Laughter.] 

Anyway,  I  should  be  used  to  dealing  with  the  State  Department 
and  all  those  that  have  to  do  with  anything  that  has  to  do  with 
the  foreign  policy  of  this  country,  being  on  the  Foreign  Relations 
Committee.  But  I  just  get  accustomed  to  dealing  with  law  enforce- 
ment officers,  but  you  sound  like  a  State  Department  guy,  too,  Mr. 
Richard.  [Laughter.] 

And  so  with  that,  the  hearing  is  adjourned.  We  are  finished. 

[Whereupon,  at  1:25  p.m.,  the  committee  was  adjourned.] 
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